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The ZAProxy requires JDK 1.7 or higher. If there are several Java installations and the
system-wide Java is not Java 7+, you should explicitly specify the path to the required
Java installation in the zap.bat (Windows) or zap.sh (Linux) file.

Start/Stop the Proxy

Start the Proxy

Navigate to your Co-browse Server installation directory and launch tools\zapproxy\zap.bat (on
Windows) or tools\zapproxy\zap.sh (on Linux). The proxy starts and opens the Ul, which you can
use to configure proxy settings, update the instrumentation script, and test the security of your site.
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[Suntitiedsession owaspzap
File Edit Yiewy Analyse Eeport Tools 2nline Help

MEEEFEEEEE I T T Y

J ﬂ.’l Sites | Scripts | J “ Guick Start = I = Reqguest T Responses= T s Break T | Seript Consale ]

@ Sites

-

| Standard mode 7_] IR=R=R N=

P

Welcome to the OWASP Zed Attack Proxy (ZAP)

LAP s an easyto use integrated penetration testing tool for finding vulnerahilities inweb applications.
FPlease be aware thatyou shauld only attack applications that you have been specifically been given pe

To quickly test an application, enter its URL below and press 'Attack’.

URL to attack: hitp:sf

[ 57 Attack J B Stop

Frogress: Mot started

J Wt Fuzzer T ] Params T = Hitp Sessions T lzo Fest Results T w ) Clients T p"WebSnckets

= Histary I =, Search T 4 Break Points T T slerts T N Active Scan T 5 50
© & | FilterOFF
Id | Req. Timestamp | Method | URL | Code | Reasaon | BTT | Size Resp. Body |

Alets B0 U0 o B0 Current S

Stop the Proxy

To stop the ZAProxy, simply close the Ul window.

Configure ZAProxy Host and Port

Start
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1. Open Tools > Options > Local proxy.
I

| Standard mode | ¥

J @ Sites | | | Sc

@ Sites

i Fuzzer

J = Histary
@ @ | Filtero

Id | Req. Times

¥ Options

Active Scan

Active Scan Input Yectors
AdAE Spider

Anti CSRF Tokens

AP

Applications
Authentication (Deprecated)
Breakpoints

Cetificata

Check For Updates
Connection

Datahase

Display

Cwnamic S50 Cedificates
Encode/Decode
Extensions

Faorced Browsea

Fuzzer

Global Exclude URL (Beta)
Hitp Sessions

keyboard

Language

Local proy
Fassive Scan
Search
Spider
WehZockets

A’ Untitled Session - OWASP ZAP
. = = -\‘\ -
File Edit View r

Local proxy

Local proxy
=

Address (eg localhost, 127.0.0.1) 192168 67

Fort (eg 20500

Setyour broweser proxy setting using the above. The hitp port and t
same port as above.

[_3'] mModifwRemove "Accept-Encoding” request-header
[_i'] Alwiays unzip gzipped content

Security Protocols
E

(] s5L3 ] TLS1 ] TLS 1.1 [f] TLS 1

Alerts R0 (w0 D0 100

CLFre

2. Inthe Local proxy panel, specify the host and port of this proxy. Do not use "localhost" or "127.0.0.1"

for the host name.

3. Note the values of the host and port — you will use these to Set up your Web Browser.

4. If you changed the settings, restart the proxy.

End
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Update the Instrumentation Script

ZAProxy includes the default Co-browse instrumentation script, which you can view by completing
the steps below.

Start

1. Open Tools > Filter.

2. In the dialog that opens, click the small oval with the ellipses (...), located near the checked box for the
"Replace HTTP response body..." item.

X Filters
¥ Filters Fitter 9
b
Enable All Disahle Al
Filter Mame [ |

Auoid browser cache (strip off IModifiedSince)

Log unique GET gueries into filefiterfget xls

Log unigue POST queries into file: filterfpostxls

Log request and response into file: fitlermessage.td

Replace HTTP request header using defined pattern.

Feplace HTTP request body using defined pattern.

Replace HTTP response header using defined pattern.

Replace HTTP response hody using defined pattern.

Detect insecure or potentially malicious content in HTTP responses.
Feplace WebSocket payload using defined pattern.

Log cookies sent by browser.

Detect and alert 'Set-cookie' attempt in HTTP response for madifica...
Chanoge user agent to other browsers.

DODOOOO000000 3
00060 |

3
=60

Feplace HTTF response bhody using multiple patterns.
Send ZAP session request (D

Qs Cancel

3. In the dialog that opens, select the line and click Edit.
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A Filters E3

‘| ¥ Filters

Filter 2]
Enahle All Disakle All
| Filter Marme |Enab..| |
X DWASP ZAP U
Replace patterns list: g
fwalue==sh B = —
Jul L] o
. 0 o
tern. O o
P [ =
A/ " O o
add | | Edit | | Delste | HTTP responses. )
. ]
o |
[z] Enable on application startup e e D
Lok J [ Cancel | o VI
ST LA 2B 3T TEYUESLT LY D

The Edit pattern dialog opens.

|?| Cancel
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A Filters

¥ Filters I5ias ©

Enter a regular expression as the pattern.

Pattert:

=
o

=fthead=

Replace with: ] i
=5Cript=

var_genesys =4
debug: true
I
=fscript=
=script=(function(d, 5, id, 01 {
var fs = d.getElementsByTaaMNamedsi[0], e;
if (d.getElementByld{id) return;
e =d.createElement(s); e.id = id; .5t = 0.5r¢;
e setAttribute"data-geb-url’, o.chUrl);
fs.parentMode.insenBefarede, f5);
Mdocument, 'script’, 'genesys-js’ {
sro: "hitpeflocalhost v 00 cobrowseljsigch.min.js",
chUrl: "hitp:ffocalhost 3700 cobrowse"”
W=lscript=

=thead= [{

[ Ok J [ Cancel J

FEIEIEIE

[l

DEDDDDDDDDDDDDDf
F1E

Cancel

|

4. To save the changes, click OK on the current dialog and on the two parent dialogs.

End

Configure the URL Filter

To configure URLs that the proxy should ignore, use one of the following ways:

e Select File > Session Properties. In the Session Properties dialog, select Exclude from proxy,
double-click URL regexs and add your URL. Click OK.
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A Session Properties

¥ Session
General

Exclude frorm prog
Exclude fram scanner
Exclude from spider

= Contexts
Maonitor Clients
Exclude fraom WebSackets

Exclude from prox=y

LIRLs which will be ignored by the prosoy

LIFL regexs

Fote: URLs in Options §f Global Exclude UREL will also be ignored.

¢ In the Sites tab, right-click a site and select Exclude from > Proxy.

[ Ok Jl Cancel J
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X Untitled Session - DWASP ZAP
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Include Channel LIrl in Context
Exclude Channel Url fram Contest
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Fefresh Sites tree

Save Raw

>
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IS ., |

>

L

he OWASP Zed Attack Proxy (ZAF

rated penetration testing tool for finding vulnerabilities inweb applicatio
hould only attack applications thatvou have been specifically been give

n, enter its URL below and press ‘Attack’

ttpif

L Attack J M sStop

Scanner
Spider

b fest Results T L) Clients T hWehancket

ik Paints I 8 Alerts T N Active Scan T E

| Code | Reason | RTT | Size Resp. Bo

| Alerts W0 [0 0 @O

Curre

If you want the proxy to remember the excluded URLs beyond the current session, select File >
Persist session... and select a file to save your session.

Set up your Web Browser

To use the proxy you need to set up your Web Browser. See ZAProxy#Set up_your Web Browser
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Resolving the protocol version error

After configuring the proxy in your browser, you may encounter the following error on some HTTPS
sites:

ZAP Error [javax.net.ssl.SSLException]: Received fatal alert: protocol version

This error happens when a site only supports older versions of the TLS protocol. To fix this error:

1. Open Tools > Options > Connection.

2. Un-check all checkboxes except for TLS 1 in the Security Protocols section.

Come e L~

¥ Options E [connection ©
Active Scan |

Active Scan Input Vectors |EETET T . E N

AJAX Spider
Anti CSRF Tokens Timeoutin seconds: 20

AP E] Single Cookie Request Header
Applications .

Authentication (Deprecated) Security Protocols
Breakpoints r
Certificate [IssLa s () TLs11 []TLS12 |
Check For Updates - -
Connection Use proxy chain
Database [
Display

Dynamic SSL Certificates Address/Domain Mame:
Encode/Decode
Extensions Paort (eg 8080): 8080 | |
Forced Browse

Fuzzer
Global Exclude URL (Beta) Enabled | Regex 1P Address/Domain i B Add...

[] Use an outgoing proxy server

Skip IP address or domain names | %

| Hitp Sessions
Keyboard

Language Remove
Local proxy
Passive 3can Enable All
Search i
Disable All

Modify...

b
v

?- Cancel .
e

3. Click OK and reload the web page.

Important
If you encounter this error on a site you want to instrument with Co-browse, update
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the corresponding clientTlsProtocols option to TLSv1
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