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Genesys Knowledge Center Deployment

Guide

What's New

Find out what's new in this release of
Genesys Knowledge Center Deployment.

New in this release

Getting Started

Find information to help plan your
Genesys Knowledge Center Deployment.

What is Genesys Knowledge Center
Genesys Knowledge Center Components
High-level architecture

Prerequisites

Installing Knowledge Center

Find procedures to install and configure
Genesys Knowledge Center Cluster and
Server.

Installing the Cluster Application

Installing Genesys Knowledge Center
Server

Installing Knowledge Center CMS

Find procedures to install and configure
Genesys Knowledge Center CMS.

Installing the Genesys Knowledge Center
CMS

Installing Plugins

Find procedures to install and configure
the Genesys Knowledge Center plug-ins.

Installing and Using the Administrator
Plugin

Deploying in Production

Find procedures to deploy and configure a
cluster of Genesys Knowledge Center
servers.

Load-Balancing Configuration
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Installing the Pulse Plugin Security
Installing the Workspace Desktop Edition UTF8
Plugin

Configuration Options
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New in this Release

New In this Release

This is the 8.5.1 release of Genesys Knowledge Server. Here are the latest and greatest features:

Knowledge Center Plugin for Workspace Desktop Edition

e Workspace Desktop Plugin localization for French, German, Portuguese, Spanish

Enables agents to:

* work with knowledge bases in multiple languages

* view attachments within found answers

e post comments to documents that don't match their questions, allowing documents to be improved
* Added browsing capability, allowing navigation through the content of knowledge bases

¢ Added support for formatted content in the documents

Multiple minor improvements to interfaces around the agent experience for the Workspace Desktop
integrations

Improved Language Support

¢ Content Management System (CMS) support for authoring of content in any language that is UTF-8
compliant

¢ NLP search available for content authored in French, German, Italian, Portuguese, and Spanish
(keyword-based search is already supported for any UTF-8 compliant language.)

Security Improvements

e Mutual TLS (Transport Layer Security) for the Knowledge Center Server and the CMS.

Pulse Reporting Improvements

¢ Expanded dashboards in Pulse enable deeper dives into knowledge events analysis
e GEO location tracking and reporting of questions/searches based on IP address

* Reporting API: access to data around events such as search, content viewed, content feedback and
others

e Keyword clouds

¢ Role-Based Access Control: When you add qualifying skills to a knowledge base, only agents with those
skills may access that knowledge base.

» Ability to secure ElasticSearch API from data modification requests

Integrations

e Configurable web integration with:

Genesys Knowledge Center Deployment Guide 5



New in this Release

* Genesys Email Forms
* Genesys Web Engagement

* Genesys Web Callback

Search Tuning Enhancements

e System can use customer implicit feedback (such as navigation through result provided) to improve
search precision over time

¢ Confidence score: Question and answer matching boosted when a customer opens an answer and keeps
answer open for a long period of time

Knowledge Center CMS

¢ Rich text editing capabilities available for content authoring in CMS

» Ability to setup regular, automatic synchronizations of changed and approved content from CMS to
Knowledge Center Server

Other Improvements

e Indexer:
e imports documents with all allowed fields (including custom fields and attachments) from XML files
* applies XSLT transformation to provided XML files to align structure
¢ Sample Ul supports:
* attachment viewing
e rich text document viewing

e comments for negative feedback

Genesys Knowledge Center Deployment Guide 6



What is Genesys Knowledge Center?

What is Genesys Knowledge Center?

Genesys Knowledge Center allows you to make the best use of your enterprise knowledge by

capturing, storing, and distributing it wherever it is needed. Let's take a closer look at the various
capabilities of Knowledge Center and some corresponding use cases.

¢ Knowledge-assisted Channels
* Proactive Knowledge

¢ Knowledge Web Search

Knowledge-assisted Channels

With Knowledge Center, you can:

¢ Knowledge-enable channels by providing the right answers to customers in-channel to deflect
interactions, leading to cost reduction and better customer service.

* Knowledge-assisted Email form: Find applicable support articles based on email ticket submission
and web form.

* Empower agents with context-appropriate knowledge in a unified desktop for faster resolution when
agent-assisted service is needed.

Use Case: Knowledge-assisted Email

Basic Flow Outcome 1 Outcome 2
1. Tracy clicks on an email web

form to find out if

GDemoTelecom has service in

an area that she is moving to.

f ] : Tracy ignores the FAQ search and types
2. Tracy types “Do you have ng?Cge'lfn%r:tv'gidagghSEhe ec;)t\éedr?a%ivvzp content in the message body since she
service in Belmont, CA?” in ’ 99 : has more questions.
the subject line. She provides feedback and closes the

i An email request is logged and placed in

3. Tracy clicks out of the subject queue.

line to type the content in the
message body.

4. An FAQ search is invoked.

Note: This use case requires customization of Web Form with Knowledge Search API.
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What is Genesys Knowledge Center?

Use Case: Knowledge-assisted Social or SMS
Basic Flow Outcome 1 Outcome 2

1. @tibwizz sends a Tweet (or
SMS) “looks like | will miss my
connecting flight from LAX to
SFO” to @blueskyairlines.

Answer found.

; ; Answer not found.
2. Interaction is created and @Blueskyairlines auto-responds to

queued. @tibwizz “Click here to schedule a call Queue the message for agent.

. o with our travel consultant to rebook”.
3. Orchestration script invokes

Knowledge API to find
answers on what to do when
you miss connections.

Note: This use case requires customization of Orchestration logic.

Proactive Knowledge

* Combine Knowledge with Proactive Engagement to proactively provide suggested articles at the right
moment.

¢ Provide knowledge-based assistance for agents if the customer asks for a human-assisted channel
escalation.

¢ Reduce effort, reduce friction and channel escalation.

Use Case: Proactive Knowledge

Basic Flow Outcome 1 Outcome 2 Outcome 3

Suggested Pages/Info
1. Jurgen browses Within the suggested articles
1cni u I
www.Gbank.com to section of the page, a few
research College links are populated:

Savings Plan.

. Starting a college Jurgen looks at suggestions,

i A Jurgen ignores the but still continues to browse.

2. He navigates to the savings plan suggestions.

page. Proactively offer customers
3. Web Engagement « Transferring an No action taken. the ability to escalate to

. A ist ice.

Rules can trigger existing college assisted service

knowledge article savings plan

lookup to provide .

knowﬁedggnudges e College Savings Plan

Calculator
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What is Genesys Knowledge Center?

Note: This use case requires customization of Rules and Web Page logic.

Knowledge Web Search

Enable dynamic FAQ and channel deflection using natural language search and present knowledge

articles to customers via the web.

Use Case: Contact Center Escalation

The following list of outcomes from examples on this page demonstrates how Knowledge Center
allows customers to serve themselves if they want to, while providing them with easy ways to
contact an agent if they cannot find what they are looking for:

¢ Qutcome 3 in the Web Search and Proactive Knowledge examples

e QOutcome 2 in the Knowledge-assisted Email example

e Qutcome 3 in the Knowledge Assisted Chat example

Use Case: Web Search

Basic Flow Outcome 1

1. John recently booked
an Alaskan vacation
for his family on
Blue Sky Airlines.

2. John would like to
know if he can gate
check his baby’s
stroller and car seat.

One Question. One Answer.

Knowledge Center finds the
right answer in the FAQs and
3. John goes on provides the answer to John.
www.blueskyairlines.com

and in the search

box types “can |

gate check my

infant car seat and

stroller?”

Outcome 2

Top 3 Answers.

Knowledge Center also
provides two other articles
that contain information about
gate checking guidelines.

Note: This use case requires customization of Rules and web page logic.

Outcome 3

John is not satisfied with the
answers and says answer was
not helpful.

John is offered a choice of
chat, email, or callback based
on agent availability or hours
of operation.

Agent receiving John’s request
is presented with all the
relevant information about
John, his reservations, and the
answers viewed by John so
that he/she can quickly help
John.
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What is Genesys Knowledge Center?

Use Case: Fast access to content with auto-complete

Basic Flow Outcome 1 Outcome 2

1. John goes online to the Blue
Sky Airlines website.

2. He navigates the website and
finds the page for Traveling
with an infant.

3. After reviewing the page, John

is not clear if he can gate John finds the answers to the suggested 7
e e g questions helpful, John has more questions.
. Create a chat interaction and place John
4. John notices a Search Bar at VHvienggcx'des feedback and closes the in queue.
the top of the page and types
“can | gate check”
5. Genesys Knowledge Center
Auto-complete functionality
provides suggestions like
“can | gate check my infant
car seat?”.
Use Case: Browsing though document categories
Basic Flow Outcome

1. As John reads the knowledge article about gate
checking his infant’s car seat, he also notices a
category link called “Traveling with Infants”.

2. John clicks on the link and now has access to
four other articles:

e Travel tips for parents traveling with infants
e Baggage allowance for infants

e Online check-in for parents traveling with
kids

John now has all the information he needs.

He answers “Yes” to the feedback question from the original
article, which now ranks the article higher for subsequent
searches.

Note: Feedback is not available for browsed articles, since all
feedback is directly related to a search query.

Genesys Knowledge Center Deployment Guide

10



GEO Location

GEO Location

Collecting information about a customer's location may be subject to regulations or
restrictions within your country, please check with your national legislation to ensure
you are not in violation. This feature can be turned off if needed.

The Geo-location is based on the client IP address and this client IP address and its relevant geo-
location coordinates are then stored in the History index.

The Administrator is able to configure the behavior of the geo-location for the cluster (cluster/
reporting/geo) as:

¢ off - both IP and longitude and latitude are empty for historical records

e IP - only IP address is stored

e country - IP and country longitude and latitude of country are stored

e city (default) - IP and city longitude and latitude are stored

This stored data is used in the Kibana to visualize:

* a geo-map with requests heat indicators

e the top 10 countries
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GEO Location

Path to the GeolP database

Geo-location functionality requires a special database to translate an IP address to the geographical
location of the customer. When Genesys Knowledge Center Server is installed it provides the
database stored in <installation directory>\linguatools\geoip folder. The folder storing the
database can be changed in the gks.yml file:

path.geoip : <IP folder>/GeoIP/GeoLiteCity.dat

To update the database download the most recent version from https://www.maxmind.com and
overwrite the file in the database folder. The Knowledge Center server needs to be restarted to work
with the new database.

Genesys Knowledge Center Deployment Guide 12



Knowledge Center Components

Knowledge Center Components

Before you start working with Genesys Knowledge Center, you might find it helpful to learn about its
components:

¢ Knowledge Center Server—Combines indexing and natural language-based search capabilities to
provide effective knowledge article retrieval from one or more knowledge bases.

¢ Knowledge Center CMS—Provides customers who do not have an existing Content Management
System (CMS) with the ability to create and update their knowledge bases and push them to the
Genesys Knowledge Center Server for indexing and search. This component also allows customers to
import and edit knowledge articles from a file.

* Knowledge Center Plugin for Administrator—Enables system administrators to use Genesys
Administrator to configure their knowledge clusters.

e Knowledge Center Plugin for Pulse—Allows contact center managers to view Genesys Knowledge
Center reporting at near real-time from the Pulse user interface.

¢ Knowledge Center Plugin for Workspace Desktop Edition—Provides agents with access to
knowledge events (searches, article views and feedback) related to the current customer and also
allows them to search the knowledge base right from their desktop.

* Knowledge Center Data Import Tool—Use this tool to import XML-based QNA data into a Knowledge
Center index.

* Knowledge Center REST API—Can be used for both client and management functions.

¢ Genesys Web Engagement Integration—Knowledge Center can be used with GWE to provide
proactive engagement capabilities.

Knowledge Center Server

The Genesys Knowledge Center Server combines indexing and search capabilities that allow for
effective FAQ retrieval over one or more knowledge bases. It is web-based, and can run under the
Jetty HTTP Server.

At its core Knowledge Center Server consists of two key parts:

¢ The Elasticsearch search and analytics engine

e Several Elasticsearch plugins

Elasticsearch is a search server based on Lucene. It provides a distributed, multi-tenant-capable full-
text search engine with a RESTful web interface and schema-free JSON documents. ElasticSearch is
distributed, which means that indices can be divided into shards and each shard can have zero or
more replicas. Each node hosts one or more shards, and acts as a coordinator to delegate operations
to the correct shards.

Genesys Knowledge Center Deployment Guide 13



Knowledge Center Components

Other Features of the Knowledge Center Server

* Knowledge Center Server exposes a REST API that can be used for both client and management
functions.

¢ Knowledge Center Server is a cluster application, meaning that several nodes or servers can be
grouped within a single cluster.

¢ Knowledge Center Server requires two application objects in Genesys Administrator:
* One to describe the server itself (type = Genesys Knowledge Center Server)

* Another for storing high-level options and knowledge base configurations, and for integrating the
Knowledge Center server with other applications (type = Application Cluster)

* You can use third-party load-balancers above the cluster to organize your servers into a single pool,
thereby providing a single point of entry for your users.

* Knowledge Center Server uses Genesys Roles to restrict access, and to authorize and authenticate
users.

The Knowledge Center installation package includes a launcher that can launch both Jetty and all of the
applications deployed on Jetty as a standalone Genesys application. To accomplish this goal, the
launcher communicates with the Genesys Config Server to fetch the required options.

Knowledge Center CMS

The Knowledge Center Content Management System (CMS) serves several purposes:

¢ Creates, activates, and deactivates knowledge bases
¢ Creates, updates, and deletes questions and answers in a knowledge base
e Assigns categories to this content

e Imports historical information from the Knowledge Center Server

The CMS primarily interacts with the Knowledge Center Server when creating or updating index data.

Plugin for Administrator

This plugin lets you manage the structure of the knowledge bases that are controlled by the
Knowledge Center Server Cluster application object in Genesys Administrator.

After you install this plugin, you will have access to a separate page in Administrator that displays a
user interface for creating new knowledge bases and for editing the descriptions, options, languages,
and custom fields in existing knowledge bases.

Genesys Knowledge Center Deployment Guide 14
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Knowledge Center Components

Plugin for Pulse

The Knowledge Center Plugin for Pulse displays Knowledge Center Server statistics, such as KPls,
user activity, trending topics, like and dislike trends, types of activities, and more.

Pulse plugin is an integral part of Genesys Knowledge Center Server and does not
require any additional installation steps.

Here is a sample display of key performance indicators:

Knowledge FAG
knowledgeFAQ
Searl
. |
Feedbacks 42 BE%

=
- 5
=

Dhafles: ficn

Avnerage Confadence

Serilifmesi

Key Performance Indicators

This image shows a sample dashboard containing analytic reports:

Genesys Knowledge Center Deployment Guide
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Knowledge Center Components

. 0 O

Analytics Report

Plugin for WDE

Your agents can use the Knowledge Center Plugin for Workspace Desktop Edition (WDE) to access
Knowledge Center data from from their WDE worksession.

For example, if a customer escalates a question using a chat widget and the resulting interaction is
routed to an agent, Knowledge Center can pre-populate a search based on the data that is attached
to the chat interaction. When the interaction reaches the agent, he or she will see the customer's
search history, so the customers needs can be met more quickly. In cases where the customer
doesn't authorize automatic search-based access, the agent will also be able to search the
customer's session history if the customer allows this during their chat.

The following images show a QNA search and customer history, respectively.

Genesys Knowledge Center Deployment Guide
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Knowledge Center Components

5 T .
= e
T i
- |
<n= @ [
- - [I—— N —
= ar m — — e

8 e B e g

IR - er—— - : il il
M i

D - T Cwwwdp b e Gy

o am Jarr e - P

i i e - B T # -
i S e [RR——— - [ ———
8 S i e B T .
A e i e - o i 4 8 RS 6 T P L
...... a 1 e - i
| ey g ] e - A
i
o 5
B Bake 39190887 917 30 -
Y AT T T
- = e o e e

Customer History

Data Import Tool

You can use the data import tool to import QNA data from an XML file into a Knowledge Center index .
The data in your XML file must be stored in a specific format, as shown in the following simple
example:

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<documents kbsId="gkc" lang="en">
<document>
<id>gkc 1l</id>
<question>What is Genesys Knowledge Center Server?</question>
<answer>Genesys Knowledge Center Server combines indexing and search capabilities that

Genesys Knowledge Center Deployment Guide 17



Knowledge Center Components

allow for effective FAQ retrieval over one or more knowledge bases.</answer>
<categories>

<category>
<id>1</id>
<name>Common article</name>
</category>
</categories>
</document>
</documents>

Knowledge Center REST AP|

Knowledge Center REST APl exposes three sets of functionality:

* The Knowledge API can be used by Knowledge Center Server clients who are interested in retrieving

FAQ-related information from a knowledge base, including things like the structure of the knowledge
base and its feedback data

* The Management API allows service components—such as content management systems, the

Knowledge Center Administrator plugin, and data importers—to create, populate, and manage
knowledge basess

e The Reporting APl provides reporting engines—such as Easy Pulse or third-party products—with data on
the various knowledge-related activities carried out by agents and customers

Genesys Web Engagement Integration

While it isn't exactly a component, we thought this would be a good place to mention that you can
integrate Knowledge Center with Genesys Web Engagement. GWE helps you monitor, identify, and
proactively engage web visitors in conversations that match your business objectives. And
Knowledge Center can be used with GWE to provide proactive engagement capabilities.

For more information, see how to integrate Knowledge Center with Genesys Web Engagement.

Genesys Knowledge Center Deployment Guide 18
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High-Level Architecture

High-Level Architecture

Genesys Knowledge Center consist of several components:

¢ Genesys Knowledge Center Server

* Genesys Knowledge Center CMS

¢ Genesys Knowledge Center plugins for the following Genesys products:
* Workspace Desktop Edition
e Administrator

e Pulse

Genesys Knowledge Center Server

Knowledge Center Server is the heart of the Genesys Knowledge Center solution. For purposes of
load balancing and reliability, you can logically group your Knowledge Center Servers within a
Knowledge Center Cluster. Each server in the cluster owns the same data and can be used to execute
any desired queries against this data. These servers must be accessed by means of a properly
configured load balancer that distributes the load among the server instances.

R P
> /_ Knowledge Center Cluster
£ g —
H o
5| | 3
5 > 3
- RN g
8
=¥ RESTwia HTTP/s
C— P

e TCP | Internal Communication)

Knowledge Center High Level Architecture

Genesys Knowledge Center Server provides several levels of integration, allowing you to access your
knowledge wherever you need it—and in the way that best suits your needs. This includes a set of
RESTful APIs that enables you to index data, query the server to find answers, and check usage
information.
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High-Level Architecture

The Sample Ul

The Sample Ul is a JavaScript/HTML sample application that you can use as an example of how to
integrate Knowledge Center into your corporate site. It runs in the visitors' browser and allows them
to find answers to their questions in your corporate knowledge base.

The Sample Ul offers all of the available levels of integration, allowing you to chose the one that best
suits a particular need, whether it is:

« The Knowledge API—The RESTful web service that provides access to the Knowledge Center Server
functionality

* The Knowledge Agent—A low-level JavaScript mapper that covers the Knowledge APl and
encapsulates Knowledge session management

* The Ul Widgets—Basic and atomic Ul elements covering different aspects of working with knowledge

« The Sample Ul—An integrated sample application that implements fully functional access to the
knowledge stored in Knowledge Center Server

Sample Ul

Knowledge agent

Knowledge API

Knowledge Center Sample Ul

Genesys Knowledge Center CMS

The Genesys Knowledge Center CMS is an optional component that can be used to store company
knowledge and allow role-based access for authoring and improvement. The CMS is seamlessly
integrated with Knowledge Center Server using its public REST APIs and allows you to:

Genesys Knowledge Center Deployment Guide 20
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High-Level Architecture

¢ Index authored information into the Knowledge Center Server to expose it for use by agent and
customers

* Retrieve usage information from the Knowledge Center Server and use it to better understand customer
needs and to improve your knowledge base

For more information, consult the Knowledge Center User's Guide.

)
/ Knowlsdge Center Clustar \

Knowledge
Center Server

Knowledge
Center

Intranat Load Balancer

Knowledge Knowledge
Center Server Center Server

- /

e RESTvia HTTP/s
Knowledge Center CMS Architecture

s TCP(Internal Communication)

Genesys Knowledge Center Plugins

Genesys Knowledge Center comes with three plugins that allow it to be easily integrated into the
Genesys environment:

e The Plugin for Workspace Desktop Edition—enriching standard agent workplace with the
knowledge functionality and history of customer interaction with the knowledge

e The Plugin for Pulse—exposing into the Pulse capability to analyze the way how customer and agents
interacts with the knowledge

¢ The Plugin for Administrator—simplifies the way you create new knowledge bases via simple step-
by-step graphical interface

You can also integrate Knowledge Center with Genesys Web Engagement. This allows you to take
actions based on the way your knowledge is used by the customer and agents.
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Prerequisites

Prerequisites

OS Requirements

Knowledge Center Server

¢ OS Red Hat Enterprise Linux AS 7 (Intel EM64T)
¢ OS Windows Server 2008 (Intel EM64T)
¢ OS Windows Server 2012

Knowledge CMS

¢ OS Red Hat Enterprise Linux AS 7 (Intel EM64T)
¢ OS Windows Server 2008 (Intel EM64T)
¢ OS Windows Server 2012 (Intel EM64T)

Genesys Knowledge Center Plugin for Workspace Desktop Edition

* OS Windows Vista (Intel 32-bit)

¢ OS Windows Server 2008 (Intel 32-bit, Intel EM64T)
¢ OS Windows 7 (Intel 32-bit, Intel EM64T)

¢ OS Windows Server 2012 (Intel EM64T)

¢ OS Windows 8 (Intel EM64T)

Genesys Knowledge Center Plugin for Administrator

¢ OS Red Hat Enterprise Linux AS 5 (Intel EM64T)
¢ OS Windows Server 2008 (Intel EM64T)
¢ OS Windows Server 2012 (Intel EM64T)

Genesys Knowledge Center Plugin for Pulse

¢ OS Red Hat Enterprise Linux AS 5 (Intel EM64T)
¢ OS Windows Server 2008 (Intel 32-bit, Intel EM64T)
¢ OS Windows Server 2012 (Intel EM64T)

Genesys Knowledge Center Deployment Guide
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Prerequisites

Web Browsers

Google Chrome 34+

* Mozilla Firefox 54+

e Microsoft Internet Explorer 9, 10, 11
e Microsoft Edge

e Apple Safari 10+

Java Requirements

* Java 8 x64 SE Bundle

Knowledge Center requires Oracle JDK to be used.

Genesys Environment

e Workspace Desktop Edition 8.5

Pulse 8.5.1 or higher

¢ Genesys Framework 8.1-8.5

¢ Configuration Server (8.1.300.21/8.5.100.02)

¢ Genesys Administrator Extension (GAX) 8.5.210.10 or higher

GAX is needed for Knowledge Center 3.5.302 and earlier only.

Genesys Knowledge Center Deployment Guide

23



Installing the Knowledge Center Cluster Application

Installing the Knowledge Center Cluster
Application

Carry out the procedures below, in order, to install and configure the Knowledge Center Cluster
Application.

Import the Knowledge Center Cluster Application Template

1. Open Genesys Administrator and navigate to Provisioning > Environment > Application
Templates.

2. In the Tasks panel, click Upload Template.
3. In the Click 'Add' and choose application template (APD) file to import window, click Add.

4. Browse to the Knowledge Center Cluster 851.apd file available in the templates directory of your
installation CD. The New Application Template panel opens.
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New Application Template Panel

5. Click Save and Close.

Create Cluster Applications

1. Open Genesys Administrator and navigate to Provisioning > Environment > Applications.

2. In the Tasks panel, click Create New Application.
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Installing the Knowledge Center Cluster Application

3. In the Select Application Template panel, click Browse for Template and select the Genesys
Knowledge Center Cluster application template that you imported earlier. Click OK.

Browse = |

) Instrections; Chooss obiects From the bt balicw,

Apphcation Templates. |
Sl [ mew . [ Mew Folder Ll

Hame = Type Version St

Ve, T Regt » ) Appicoton Terplates » ) Keowledge
b Hnowledge_Cenmier_Clster_S51 Apple sdicn Cluater Bs5d Enabled

Pagel |oFn b | P Displaying okjects 1- 1of §

loox [ concal |

Selecting Knowledge Center Cluster Application Template

4. The template is added to the Select Application Template panel. Click Next.

5. In the Select Metadata file panel, click Browse and select the Knowledge _Center_Cluster_851.xml
file. Click Open.

6. The metadata file is added to the Select Metadata file panel. Click Next.
7. In Specify Application parameters:
1. Enter a name for your application. For instance, Knowledge Center Cluster.
2. Enable the State.
3. Select the Host on which the Knowledge Center Cluster load-balancer will reside.
4

. Click Create.
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Specifying Knowledge Center Cluster Application Parameters

8. The Results panel opens.

9. Enable Opens the Application details form after clicking 'Finish' and click Finish. The Knowledge
Center Cluster application form opens and you can start configuring the Cluster application.
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Configuring the Knowledge Center Cluster Application

Configure the Cluster Application

1. If your Knowledge Center Cluster application form is not open in Genesys Administrator, navigate to
Provisioning > Environment > Applications. Select the application defined for the Knowledge
Center Cluster and click Edit....

2. Expand the Server Info pane.

3. If your Host is not defined, click the lookup icon to browse to the host on which the Knowledge Center
Cluster load-balancer will reside.
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4. In the Listening Ports section, create the default port by clicking Add. The Port Info dialog opens.

1. Enter the port number for the Knowledge Center Cluster load-balancer, for instance, 9092.

2. Choose http for the Connection Protocol.

3. If you will be using a secure connection to the cluster, choose Secured for the Listening Mode.
4

. Click OK. The HTTP port with the default identifier appears in the list of Listening ports.

Port Info
General | Advanced Metwork Security

* ID:

" Port: 9092 |
Connection Protocol: httpl |

HA sync: [T True _
Select Listening Mode: Unsecured v |
Description:

[ ok || cancal | |
Knowledge Center Cluster Port Information

5. In the Tenants section, add a working tenant by clicking Add. Browse and choose the appropriate
tenant in the pop-up dialog. Click Ok.

6. Ensure the Working Directory and Command Line fields contain "." (period).
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Knowledge Center Cluster Server Information
7. Click Save.

8. The Confirmation dialog for changing the application's port opens. Click Yes.
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Installing Knowledge Center Server

Import the Knowledge Center Server Application Template

Start

1. Open Genesys Administrator and navigate to Provisioning > Environment > Application
Templates.

2. In the Tasks panel, click Upload Template.

3. In the Click 'Add' and choose application template (APD) file to import window, click Add.

4. Browse to the Knowledge Center Server_851.apd file available in the templates directory of your
installation CD. The New Application Template panel opens.
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The Knowledge Center Server Application Template

[

5. Click Save and Close.

End

Create Server applications
Start

1. Open Genesys Administrator and navigate to Provisioning > Environment > Applications.

2. In the Tasks panel, click Create New Application.
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3. In the Select Application Template panel, click Browse for Template and select the Genesys
Knowledge Center Server application template that you imported earlier. Click OK.

e L]

) Instrsctioms: Choose obgects from the st below,

Apphcaton Templites

[l i mew .. C) e Folder &
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P Wrowiedge_Center_Server_201 Feneys Krowledge Cender Server 85

f
Displaying chjects 1 =222 | |
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Selecting the Knowledge Center Server Template

4. The template is added to the Select Application Template panel. Click Next.

5. In the Select Metadata file panel, click Browse and select the Knowledge Center Server 851.xml file.

Click Open.
6. The metadata file is added to the Select Metadata file panel. Click Next.
7. In Specify Application parameters:
1. Enter a name for your application. For instance, Knowledge Center Server' .
2. Enable the State.
3. Select the Host on which the Knowledge Center Server will reside.
4

. Click Create.
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; Create Hewm Apphation
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Creating the Knowledge Center Server Application
5. The Results panel opens.

6. Enable Opens the Application details form after clicking Finish and click Finish.

The Knowledge Center Server application form opens and you can start configuring the Knowledge
Center Server application.
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Knowledge Center Server Application Details

End
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Configuring the Knowledge Center Server Application

Start

1. If your Knowledge Center Server application form is not open in Genesys Administrator, navigate to
Provisioning > Environment > Applications. Select the application defined for the Knowledge

Center Server and click Edit....

2. In the Connections section of the Configuration tab, click Add. The Browse for applications panel
opens. Select the Knowledge Center Cluster application, then click OK.
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Selecting the Knowledge Center Cluster Application

1. Expand the Server Info pane.
2. If your Host is not defined, click the lookup icon to browse to the hostname of your application.
3. In the Listening Ports section, create the default port by clicking Add. The Port Info dialog opens.

1. Enter the Port. For instance, 9092. This should be the port number for the Knowledge Center Server
instance.

2. Click OK. The port with the default identifier appears in the list of Listening ports.
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Port Info
General Advanced Metwork Security

= I

* Port: Q092

Connection Protocol: htgl il

HA sync: [ True i
Select Listening Mode: Unsacured w |
Description:

[ ok |[ cancat | |

Knowledge Center Server Port Information

6. Optionally, you can explicitly add Transport port for ElasticSearch engine. If you do not define transport
port, port 9300 will be used. To specify the stop port, click the Add button. The Port Info dialog opens.

1. Enter transport for the ID field.
2. Enter the Port. For instance, 9001.
3. Click OK.

Port Info

General | Advanced Metwork Security

" ID: transport

* Port: |9001

Connection Protocol: b
HA sync: ™ True

Select Listening Mode: Linsacured w
Description:

Knowledge Center Server Transport Port Information

7. Optionally, you can explicitly add a port for access to ElasticSearch engine. If you do not define this
port, port 9200 will be used. To specify the stop port, click the Add button. The Port Info dialog opens.

1. Enter es for the ID field.
2. Enter the Port. For instance, 7011
3. Click OK.
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GKS es Port Information

8. Optionally, you can add a secure listening port for authenticated users, secured connections, and
secure chat. Click Add. The Port Info dialog opens.

1. Enter https for the ID field

2. Enter the port . For instance, 8553

3. Enter https for the Connection Protocol.
4. Choose Secured for the Listening Mode.
5. Click OK.

GKS https Port Information

6. In the Tenants section, add a working tenant by clicking Add. Browse and choose the appropriate
tenant in the pop-up dialog. Click Ok.

7. Ensure the Working Directory and Command Line fields contain "." (period).
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Knowledge Center Server Application Information
8. If you are using Access Groups to assign privileges to agents:
* Uncheck Log On As System

* In Log On Account specify the user account that has the ability to view access groups (for
example, user from the Super Administrators access group).

9. Click Save.
10. The Confirmation dialog for changing the application's port opens. Click Yes.

11. (Optional) Select the Options tab. In the [log] section, the all option is set to stdout by default.
Enter a filename if you wish to enable logging to a file. For example, you can enter stdout, C:\Logs\
Knowledge\Knowledge_server to force the system to write logs both to the console and to a file.
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Knowledge Center Server Application Logging Options

End

Installing Knowledge Center Server

Windows Installation Procedure
Start

1. In your installation package, locate and double-click the setup.exe file. The Install Shield opens the
welcome screen.
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Genesys Installation Wizard =)

‘Welcome to the Inztallation of Knowledoe Center
Server, version 8.5.100.08.

Genesys Enowledge Center Server combines ndexing and natural
language-based search capabilies to provide effectve knowledge
arficle reteval from ore o more knowledoe bases.

The Genesys |nstalation Wizard will install Enowledoe Ceriter
Setver on pour compiter,

To continue, click Mext. To exit the Wizand, chek Cancel

| Mewt> | | Cancel

Knowledge Center Server Installation Window

2. Click Next. The Connection Parameters to the Configuration Server screen appears.
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Genesys Installation Wizard E3

Connection Parameters to the Configuration Server

The parameters in the Host and U zer fields are required o establish a connection bo Configuraton
Server,

r Host

Specify the host name and port number for Hogt name: II:::::thusi
the machine on which Coniguration Server

1% IUnRinG,

Port: |2020
User
Specify pour Configuration Server user Uszer name: Idefault

name and passwiord.

Password: I..“....‘

< Back Mest = Cancel

D —
Knowledge Center Server Connection Parameters

3. Under Host, specify the host name and port number where Configuration Server is running. (This is
the main listening port entered in the Server Info tab for Configuration Server.)

4. Under User, enter the user name and password for logging into Configuration Server.

5. Click Next. The Select Application screen appears.
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Select Application

Select Application frorm the list of configured apphcations for target computer, If appbcation that you
afe trying boinstall iz not incthe Bzt bedow contact paur spstem adrmmiztrabor.

Application Properties:

Tvpe: Genesys Knowledge Center Server [130]
Host: ghe-gfs

whorking Directony: .

Caommand Line: |

Command Line Args:

£

Selecting the Knowledge Center Server Application

6. Select the Knowledge Center Server application that you are installing. The Application

Properties area shows the Type, Host, Working Directory, Command Line executable, and

Command Line Arguments information previously entered in the Server Info and Start Info
tabs of the selected Application object.

7. Click Next. The Choose Destination Location screen appears.
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Choose Destination Location

Genesys Installation 'wizard will inztall Knowledge Center Server in the following Destination Folder.
To install to this folder, click Mext.

Ta install to & different folder, chok Browse and select another folder,
To restore a path to default Destination Foldes, click D efault.

Destination Folder

|E:"~F'|ngran FilezhGCT " nowdedae Center Serven\Enoweldoe Center Server |

| Defaut | | Browse. |

Choosing the Knowledge Center Server Installation Destination
8. Under Destination Folder, keep the default value or browse to the desired installation location.

9. Click Next. The Backup Configuration Server Parameters screen appears.
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Genesys Installation Wizard E3

Backup Configuration Server Parameters

Host

Specify Host name and Fort for the Host name: |
machine where the backup of
Configuration Server is running.

Part: |

< Back | Mest » I Cancel

Knowledge Center Backup Config Server Parameters

10. If you have a backup Configuration Server, enter the Host name and Port.

11. Click Next. Choose the appropriate version of the Java JDK.
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Select Installed Sun's Java Development Kit [JDEK]

Select Sun's Java Development Kik [JDE) from the list of Sun's Java Development Kit JDE]
installed on target computer. Product properties will be updated bazed on vour selechon,

Sun's Java Development Kit [JDE]1.7.0 45

Sun's Java Development Kit [JDK] properties:

‘esion: 1.7.0 d
FPatch Mumber: 45
Location: C:\Program Filesh) avadk1.7.0_45

4 o

¢ Back | Mest » I Cancesl |

Selecting the Knowledge Center Server Java Version

12. Click Next. The Ready to Install screen appears.

Genesys Installation Wizard E3
Feady to Install

Genezws Installation Wizard has collected all required mformation and iz ready to install Enowledos
Center Server on yous compuber.

To install Knowledge Center Server, click Install,
Toreview settings, chek Back. To exit the'Wizard, chick Cancel

¢ Back I |rstall I Cancel I
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Knowledge Center Server is Ready to Install

13. Click Install. The Genesys Installation Wizard indicates it is performing the requested operation for
Backend Server. When through, the Installation Complete screen appears.

14. Click Finish to complete your installation.

15. Inspect the directory tree of your system to make sure that the files have been installed in the
location that you intended.

The Windows service will not be automatically configured during installation. To
configure the Windows service, start server.bat with the following parameters:
server.bat install. To run the server as service, comment out the (REM)
APP_TYPE property in senenv.bat before installing the service.

End

Linux Installation Procedure

Knowledge Center Server must have boost libraries installed on the Linux host for
a successful installation. You must install boost.x86_64 library with dependencies
(boost-filesystem.x86 64, boost-graph.x86_64, boost-program-options.x86 64,
boost-regex.x86_64, boost-system.x86_64, boost-thread.x86_64, boost-
wave.x86 _64). For example using yum packet manager: yum install boost

Start

1. Open a terminal in the Genesys Knowledge Center Server CD/DVD or the Genesys Knowledge
Center Server installation package and run the install.sh file. The Genesys installation starts.

2. Enter the hostname of the host on which you are going to install.

3. Enter the connection information required to log in to the Configuration Server:
1. Hostname—For instance, demosrv.genesyslab.com
2. Listening port—For instance, 2020
3. User name—For instance, demo

4. Password

4. If you have a backup Configuration Server, enter the Host name and Port.

5. If the connection settings are successful, a list of keys and Genesys Knowledge Center Server
applications is displayed.

6. Enter the key for the Genesys Knowledge Center Server application that you created previously on
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Configuration Server.

7. Enter the full path to your installation directory and confirm that it is correct.

If the installation is successful, the console displays the following message:
Installation of Genesys Knowledge Center Server, version 8.5.x has completed successfully.

End

Understanding the Knowledge Center Server Configuration
Files

Knowledge Center Server includes an embedded Jetty server and Lingua Tools in its installation
folder. Product installation pre-configures all of the links between these resources, but there are
cases in which they need to be changed. This section describes how to work with the
configuration files stored in the Knowledge Center Server.

Jetty Configuration

After you complete these steps, Knowledge Center Server will be available as a web service on
the following URLs:

* http://host:jetty.port/gks-server—GKC Server
e http://host:jetty.port/gks-sample-ui—Sample Ul sandbox

ElasticSearch Engine Configuration

1. Go to the ./server folder and open the gks.yml! configuration file.

2. Configure the following settings:
1. index.number_of _shards: #—Number of ElasticSearch shards

2. path.data : [PATH]—Path to the folder that contains index data for this node (default: /gks/data)
3. path.freeling : [PATH]—Path to Freeling data folder

4. path.plugins : [PATH] - path to Pulse Plugins
5

. path.geoip : [PATH\GeoLite2-City. mmdb—Path to geo database used for calculations of IP location

Language Resources Configuration

e GEOIP Database

e Database for Geo-IP Location

* The path to /linguatools/geoip/GeoLite2-City.mmdb can be changed in the gks.yml file: path.geoip.

¢ Freeling tokenizer:
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* |In Windows
e The path to /linguatools/freeling/data/ can be changed in the gks.yml file: path.freeling.

* The following path will be added to the Windows PATH variable during installation: Path to
installation directory/linguatools/freeling/bin.

e In Linux
e The path to /linguatools/freeling/data/ can be changed in the gks.yml file: path.freeling.
* setenv.sh exports the following environment variables:
* FREELINGSHARE—Path to Path to installation directory/linguatools/freeling/data
* LD_LIBRARY_PATH—Path to Path to installation directory/linguatools/freeling/bin

Tip

Access to a knowledge base may be limited by an agent's assigned skills (see
Installing and Using the Administrator Plugin). Please add the appropriate skills so
your agent may see the required knowledge bases (see Bulk Assignment of Skills to
Agents for more information).

Provide Knowledge Center Access to Agents

Genesys Knowledge Center supports the following privileges to restrict agent access:

« Knowledge.ADMINISTER—Configure knowledge bases in the Knowledge Center Cluster application
 Knowledge.AUTHOR—Create, populate, and manage knowledge bases

* Knowledge.REPORTING—Extract data on the activities carried out by agents and customers while
using the knowledge service

To configure the appropriate privileges for an Agent:

Start

1. Go to Provisioning > Accounts > Roles.
2. In the taskbar, click New to create a new object.

3. Set the name of the role in the General section.
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Knowledge Center Server Access Roles

4. Go to the Role Privileges tab and select the set of roles for Genesys Knowledge Center.
5. Open the list of privileges for Knowledge Center Server.

6. Set the appropriate privileges to Allowed.
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Setting Knowledge Center Server Access Privileges
7. Go back to the Configuration tab.

8. In the Members section, add the appropriate Agent by clicking the Add\ button.
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Knowledge Center Server Members Section

9. Save and Close.

End
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Installing the Knowledge Center CMS

You need to configure the CMS options that are stored in the "cms:general” section of
the Application Cluster object.(See Configuration Options)

If you would like to use several instances of the CMS, you need to configure the CMS
Cluster. (See Configuring CMS Cluster)

Install the CMS

Import the CMS Application Template

Start
1. Open Genesys Administrator and navigate to Provisioning > Environment > Application
Templates.
2. In the Tasks panel, click Upload Template.
3. In the Click 'Add' and choose application template (APD) file to import window, click Add.

4. Browse to the Knowledge Center CMS_851.apd file available in the templates directory of your
installation CD. The New Application Template panel opens.
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The Knowledge Center CMS Application Template

5. Click Save and Close.
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End

Create CMS Applications

Start

1. Open Genesys Administrator and navigate to Provisioning > Environment > Applications.
2. In the Tasks panel, click Create New Application.

3. In the Select Application Template panel, click Browse for Template and select the Genesys
Knowledge Center Server application template that you imported earlier. Click OK.
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Selecting the Knowledge Center CMS Template

N

. The template is added to the Select Application Template panel. Click Next.

w

. In the Select Metadata file panel, click Browse and select the Knowledge _Center CMS_851.xml file.
Click Open.

o)}

. The metadata file is added to the Select Metadata file panel. Click Next.

~

. In Specify the appropriate application parameters:
1. Enter a name for your application. For instance, Knowledge Center CMS.
2. Enable the State.
3. Select the Host on which the CMS will reside.
4. Click Create.
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Creating the Knowledge Center CMS Application

8. The Results panel opens.

9. Enable Opens the Application details form after clicking 'Finish' and click Finish. The Knowledge
Center CMS application form opens and you can start configuring the CMS application.
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Configuring the Knowledge Center CMS

End

Configure the CMS Application
Start

1. If your Knowledge Center CMS application form is not open in Genesys Administrator, navigate to
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Provisioning > Environment > Applications. Select the application defined for the Knowledge
Center CMS and click Edit....

2. In the Connections section of the Configuration tab, click Add. The Browse for applications panel

opens.
3. Select the Knowledge Center Cluster application, then click OK.
4. Expand the Server Info pane.
5. If your Host is not defined, click the lookup icon to browse to the hostname of your application.
6. In the Listening Ports section, create the default port by clicking Add. The Port Info dialog opens.
1. Enter the Port. For instance, 9000.
2. Click OK. The port with the default identifier appears in the list of Listening ports.
| Port Info

General Advanced Mebwork Security

| “p |

* Port: {9000 | .
[| Connection Protocol: 2
HA sync: FlTrue .
i Select Listening Mode:  Unsecured - |
[ Description:

knowledge Center CMS Port Information
7. Optionally, you can add a secure listening port for authenticated users, secured connections, and
secure chat. Click Add. The Port Info dialog opens.
1. Enter https for the ID field.
2. Enter the port . For instance, 9553.
3. Enter https for the Connection Protocol.
4. Choose Secured for the Listening Mode.
5. Click OK.
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Port Info
General Advanced Network Security

* 1D

* Port: 9553

Connection Protocol: hitps b
HA symc: [F] True

Select Listening Mode: Secured w
Description:

GKS CMS https port

8. Ensure the Working Directory and Command Line fields contain "." (period).
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Knowledge Center CMS Information

9. In the Tenants section, add a working tenant by clicking Add. Browse and choose the appropriate
tenant in the pop-up dialog. Click OK.

10. Uncheck Log On As SYSTEM.

11. In Log On Account specify the user account that:

* has the ability to view access groups (this is required if you use access groups to set privileges for your
agents)

¢ has Knowledge.ADMINISTER privileges and belongs to a Super Administrators access group (required
for exporting configuration definitions)

* has Knowledge.AUTHOR privilege (required for scheduled synchronization)

¢ Click Save.
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¢ The Confirmation dialog for changing the application's port opens. Click Yes.

End

Installing the CMS
Windows Installation Procedure
Start

1. In your installation package, locate and double-click the setup.exe file. The Install Shield opens the
welcome screen.

Genesys Installation Wizard E3 |

Welcome to the Installation of Knowledge CMS, version
8.5.000.13.

Genesps Knowledge Center allows vou to make the best use of your
enterprise knowledge by capluring, storing, and distributing it
wherever it iz needed,

The Genesys Installation Wizard will install Knowledge CMS onpour |
computer.

(-.....- Genesys- To continue, click Next. To exit the Wizand, chick Cancel,

About.. | Next > Cancel |

Knowledge Center CMS installation Window

2. Click Next. The Connection Parameters to the Configuration Server screen appears.

Genesys Knowledge Center Deployment Guide



Installing the Knowledge Center CMS

Genesys Installation Wizard I
Connection Parameters to the Configuration Server

The parameters in the Host and Llser hields are required to establizh a connection to Confiowation
Server.

Specify the host name and poit rumber for - Host name: |hcalhnst
the machine on which Configuration Server
1% Iunning.

Port: [2020

~ User

Specify your Configuiation S eryver user
name and password,

User name: |dqfault

Password: [.....“.|

< Back Mext = Cancel

Knowledge Center CMS Connection Parameters

3. Under Host, specify the host name and port number where Configuration Server is running. (This is the
main listening port entered in the Server Info tab for Configuration Server.)

4. Under User, enter the user name and password for logging in to Configuration Server.

5. Click Next. The Select Application screen appears.

6. Select the Knowledge Center CMS that you are installing. The Application Properties area shows the
Type, Host, Working Directory, Command Line executable, and Command Line Arguments

information previously entered in the Server Info and Start Info tabs of the selected application
object.
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Genesys Installation Wizard E3

Select Application

Select Application from the list of configured applcations for target computer. IF application that vou
ate tying toinstall iz not in the list below contact your system administrator,

Application Properties:

Type: Genesy: Knowledge Center CMS [131) ;I
Host: gkz-dep-nghily
orking Direchony:
Comrmand Line:
Command Line Args: | _,I
4 k
< Back Mext » Cancel |

Selecting the Knowledge Center CMS Application
7. Click Next. The Choose Destination Location screen appears.

8. Under Destination Folder, keep the default value or browse for the desired installation location.
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Genesys Installation Wizard Ed I
Choose Destination Location

Geresys Installation Wizard will install Enowledge CMS in the fallowing Destination Folder,

Toinstall to this folder, chck Mest.
Toinztall to a different folder, click Browse and select another folder.
Torestore a path to default Destination Folder, chck Default

Destination Folder

|C:\Program Files\GCTI\Knowledge CMSA\GKC_CMS_IP

Drefault Browsze. . |

¢ Back Next > Cancel |

Choosing the Knowledge Center CMS Installation Destination
9. Click Next. Choose the appropriate version of the Java JDK.

Genesys Instollation Wizard |
Select Installed Sun's Java Development Kit [JDK)

Select Sun's Java Development Kit DK from the list of Sun's Java Development Kit JDE)
inztalled on target computer, Product propertiss: will be updated based on your selechion

Sun's Java Development Kit [JDE] 1.8.0 &

Sun's Java Development Kit (JDK] properties:

Werzion: 1.8.0 -
Patch Mumber: 5 _I
Locabore C:%Program FilestJavatydk1.8.0_05

4 o

< Back Meut » Cancel |

Genesys Knowledge Center Deployment Guide



Installing the Knowledge Center CMS

Selecting the Knowledge Center CMS Java Version

10. Click Next. The Ready to Install screen appears.

Genesys Installation Wizard E
Ready to Install

Genezys Installation Wizard has collected all required mformation and iz ready to install Enowledos
CMS on wour computer.

To install Knowledge CMS |, chick Install.
Toreview settings, chek Back. To exit the Wizard, chck Cancel

¢ Back I Install I Cancel I

Knowledge Center Knowledge Center is Ready to Install

11. Click Install. The Genesys Installation Wizard indicates it is performing the requested operation for the

Genesys Knowledge Center CMS. When through, the Installation Complete screen appears.
12. Click Finish to complete your installation.

13. Inspect the directory tree of your system to make sure that the files have been installed in the location

that you intended.

The Windows service will not be automatically configured during installation of the
CMS. To configure the Windows service, start server.bat with the following
parameters: server.bat install. To run the server as service, comment out the
(REM) APP_TYPE property in senenv.bat before installing the service.

End

Linux Installation Procedure

Start
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. Open a terminal in the CMS installation package, and run the install.sh file. The Genesys

installation starts.

. Enter the hostname of the host on which you are going to install.

. Enter the connection information required to log in to the Configuration Server:

1. Hostname—For instance, demosrv.genesyslab.com
2. Listening port—For instance, 2020
3. User name—For instance, demo

4. Password

. If you have a backup Configuration Server, enter the Host name and Port.

. If the connection settings are successful, a list of keys and Knowledge Center CMS applications is

displayed.

. Enter the key for the Knowledge Center CMS application that you created previously in

Configuration Server.

. Enter the full path to your installation directory and confirm that it is correct.

. If the installation is successful, the console displays the following message:

Installation of Genesys Knowledge CMS, version 8.5.x has completed successfully.

Configuring the CMS

The Knowledge Center Server includes an embedded Jetty server. After installation, you can carry
out your initial configuration by creating a work directory for temporary Jetty files inside the
./server folder.

Configure Required CMS Access Options

Genesys Knowledge Center supports the following privileges to restrict agent access:

Knowledge.CMS.Document.Author—create, edit, or delete documents
Knowledge.CMS.Category.Author—create, edit, or delete categories
Knowledge.CMS.Approver—approve documents and categories, and export data

Knowledge.CMS.Administrator—create, edit, or delete knowledge bases

Only agents who have both Knowledge.CMS.Document.Author and
Knowledge.CMS.Category.Author privileges can successfully import data from
XML files.
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To configure the appropriate privileges for an agent:

Start

1. Go to Provisioning > Accounts > Roles.

2. In the taskbar, click New to create a new object.

3. Set the name of the role in the General section.

G Genesys Administralon S — B e e e
m. ~ _. —yr—"
N— I a—

ot ] e el e b Bt

CRR il

Knowledge Center CMS Access Roles

4. Go to the Role Privileges tab and select the set of roles for Genesys Knowledge Center.
5. Open the Genesys Knowledge Center CMS privileges list.
6

. Set the appropriate privileges to Allowed.

s
Pt g g v = L)
e e

Setting Knowledge Center CMS Access Privileges

7. Go back to the Configuration tab.

8. In the Members Section, add the appropriate Agent by clicking the Add button.

a Moo

L it}

e Py - g o i Byt i Erpinyes o
ovind Pl e g L Ergimp
o ol =
S - T e
SIERT B AT R Erae

Knowledge Center CMS Members Section
9.
tenant in the pop-up dialog. Click OK.

10. Save and Close.

End

In the Tenants section, add a working tenant by clicking Add. Browse and choose the appropriate
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Installing and Using the Administrator
Plugin

Installing the Knowledge Center Plugin for Administrator

Prerequisites

¢ Genesys Administrator must have been installed, but should be stopped before installing the plugin

e If the Administrator Plugin was previously installed on the current host, manually remove the previous
version from the /plug-ins folder in the Genesys Administrator installation directory

Windows Installation Procedure

Start

1. In your installation package, locate and double-click the setup.exe file. Install Shield opens its welcome
screen.

F oy

Genesys Installation Wizard %

Welcome to the Installation of Genesys Knowledge
Center Plugin for Administrator, version 8.5.100.08.

Genesys Knowledge Center Plugin for Admirastrator enables spstem
admniztratars o use Genesps Admaniztrator bo configure ther
knowledoe clusters.

The Genesys Installation YWizard wall install Genesys Knowledge
Center Plugin for Administrator on wour computer,

To continue, chck Mest, To et the Wizard, chck Cancel,

Newt> | | Cancel

Knowledge Center Administrator Plugin Install Shield Window
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2. Click Next. The Choose Destination Location screen appears.

Genesys Installation Wizard E |

Choose Destination Location

Genesys Installation Wizard will install Genesys Knowledge Center Plugin for Administrator in the
fallowirg Destination Folder.

To install to this folder, chok Mest,
Toinztall to a different folder. click Browse and select another folder.
To restore a path to defaulk Destination Folder, click Default,

Destination Folder

C:hProgram Files\GCT I nowCntPlognddm

Default ] Browse... |

< Back Mesxt > Cancel |

Knowledge Center Administrator Plugin Destination Window

3. Under Destination Folder, keep the default value or browse to the desired installation location. Click

Next.

4. Click Install. The Genesys Installation Wizard indicates it is performing the requested operation for the

Backend Server. When it has finished, the Installation Complete screen appears.
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Genesys Installation VWizard E |!

Ready to Install

Genesys Installation \Wizard has collected all required information and iz ready to install Genesys
Friowdedge Center Plugin for Admanéstiaton on your compiter.

Toinstall Genesys Knowledge Center Plugin for Administrator, chick Install.
To teview settings, click Back. To et the Wizard, click Cancel

< Back [nztall Cancel

Knowledge Center Administrator Plugin Installation Complete

. Click Finish to complete your installation.

. Inspect the directory tree of your system to make sure that the files have been installed in the location

that you intended.

. gax-plugin-knowledge.jar should be added as a Genesys Administrator plugin.
8.

Restart Genesys Administrator.

End

Linux Installation Procedure

Start

. Open a terminal in the Genesys Knowledge Center Plugin for Administrator IP, and run the install.sh file.

The Genesys Installation starts.

. Enter full path to the GAX installation directory.
. Enter full path to your installation directory for the plugin and confirm it.

. If the installation is successful, the console displays the following message: Installation of Genesys

Knowledge Center Plugin for Administrator, version 8.5.x has completed successfully.

. gax-plugin-knowledge.jar should be added as a Genesys Administrator plugin.

. Restart Genesys Administrator.
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End

A Knowledge Center item should appear under the Administration menu.

Configuration Manags : [ e—
Accounis Roartineg J eServices Envvironmend Swiiching Onrtkscand

Knowledge Center in Administrator Menu

Providing access to Knowledge Center Plugin for Administrator

Users must have the next privilege in order to use the Administrator plugin.

e Knowledge. ADMINISTER — Enables access to the Knowledge Center Plugin for
Administrator tab in Genesys Administrator

* To save a created configuration the user should at least belong to the Administrators
Access Group

To configure the appropriate role for an agent:

Start
1. Go to Provisioning > Environment > Application Templates.
2. In the Tasks panel, click Upload Template.
3. In the Click 'Add' and choose application template (APD) file to import window, click Add.
4. Choose the application template (APD) file from the import window and click Add.
5. Browse to the Knowledge_Center_GAX Plugin_851.apd file available in the templates directory of your

installation CD. The New Application Template panel opens.

Click Import Metadata.

Click Add and select the Knowledge_Center_GAX_Plugin_851.xml file.
Click Open.

o o N o

Information from the metadata file will be added to the template and the appropriate privilege will be
added into the framework.
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10. Save and Close.

11. Go to Provisioning > Accounts > Roles.

12. In the taskbar click New to create a new object.

13. Set the name of the role in the General section.

14. Go to the Role Privileges tab, and select the set of roles for Genesys Knowledge Center.

15. Open the Genesys Administrator privileges list and select the Genesys Knowledge Center Plug-In
Privileges section.

16. Set the appropriate privileges as allowed.
17. Go back to the Configuration tab.
18. Add the appropriate Agent to the Members section by clicking the Add button.

19. Save and Close.

End

Managing Knowledge Bases

In order to use Knowledge Center Server you need to create at least one knowledge base in the
Knowledge Center Cluster application, using the Knowledge Center Plugin for Administrator. This
section describes the structure and specific options you need in order to create an index for this
knowledge base in Knowledge Center Server.

Selecting the Knowledge Center Cluster Application

Start
1. Log in to Genesys Administrator and navigate to the Administration > Knowledge Center menu
item.
o
2. Using the button, open the menu for Select Knowledge Cluster. Select the appropriate

cluster from the drop-down and click the Ok button. A list of the knowledge bases that have been
defined for this cluster will be displayed.

Knowledge Cluster Selection

Wrtdrrhedept Chrites Agpheanin

Knowledge_Space
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Selecting a Knowledge Cluster

End

Creating a Knowledge Base

Start

1. Click the + button. A panel with the main knowledge base parameters will be displayed. Fill in the
following fields:

e ID—The ID should only contain numbers, lower-case Latin letters, and underscores, with a maximum
length of 50 characters. The limitation to lower-case letters is because ElasticSearch is case-
insensitive and will therefore render all names as lower-case.

* Name—Maximum length is characters
* Description—optional
* Select the default knowledge base language.

* Make the knowledge base public or private. (If the knowledge base is made public, it will be visible
to all users, whether or not they are authorized.)

For private knowledge bases you can specify whether the knowledge base should be available to all of
your agents or only to the agents that have one of the specified skills. In the case where you have
specified several skills for the knowledge base, the agent needs to have at least one of them to access
the knowledge base. Skill level does not influence ability to access the knowledge base.

* Make the knowledge base active or inactive. If you un-check Knowledge Base is active neither
your customers nor your agents will be able to search for information in that knowledge base.
Authors, agents with the privilege Knowledge.Author and administrators with the privilege
Knowledge.Admin, can still use the base to prepare content stored in it.

* If you mark the knowledge base as public it will be accessible to both your agents and customers. A
knowledge base that is not marked public will be treated as a private one and will only be
accessible by your agents.
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v Knowledge base is active
Knowledge base is public
+ Skill-based access to knowledge base
Access granted to *
ga

-

Specifying Access To Your Knowledge Base

* You can make your private knowledge bases (when Knowledge base is public is not check-
marked) available to only a subset of your agents by selecting Skill-based access to knowledge
base. If you choose to make the knowledge base accessible to an agent with specific skills, you will
need to select the skills that will grant an agent access to the knowledge base.

Add Skill < X

Select skill *

tech w

Making a Knowledge Base Accessible by Skill
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2. Click Save. The knowledge base will be created.

End

Creating Custom Fields

Start

1. Click the + sign under the Custom Fields section. The New Custom Field panel will be displayed.

<2 knowledgeFAQ < X Hew Custom Field < X
= Delete Purge Options

Hame 0
aa Ersgish, oelaul = numbe
Frencr,
Desplay Mame [}

e gy
numbesr for knowledge base

Type 0
+
Humenc -
o Hrawhdge base is active
Deladt Value
 Hnowhedge base is public . o
104
Custom Fields (i B
ik Bersiness vaue (ralue, Binng) Wimimum Valse
1
Mammurm Y slus

1000

&>

Creating a Custom Field
2. To define a custom field, fill in the following information:

* Name—Should consist only of numbers, Latin letters and underscores, with a maximum length of 50
characters.
* Display name
e Select the type of field
e For String fields define:
¢ Default value (optional)

 If the field can be left empty, set the check box to Allow empty

¢ For Numeric fields define:
¢ Default value (optional)

¢ Minimum value (optional)
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¢ Maximum value (optional)

¢ For DateTime fields define:

* Default value (optional; format should be yyyy-MM-dd HH:mm:ss)
Click Save to save your changes.

End

Adding Language-specific Information
Start

1. Click the English, default row in the Languages section. A panel with language-specific settings will
be displayed.

< 2 knowledgeFAQ € x English { x
= Delete Purge Optwens Y
All - Engksn
o « Sl as defaull languge
Kk FALQ
nowiedger c - o
DR iphen i ] knrmiedneF il
kidraiésdge 1esl
Enowiedge base description [i]
knowHdgeFAQ
AN i}
ish, default
Engl Default filter conditions [i]
French
Chesrian
4
o Enowiliedge Base i3 achrie +
L b B bz
o) e e Filber can consist of basic and custom fields of the
Cusiom Fields i ] Knowmiedge articke
. AN Poltad cxitonia applad wing AND g
OMA busmess vaue (vakee, string) [ Diaies 201 4-01-01 AND Seqrrent=="VIP

Adding Language-Specific Information
2. You can define the following parameters in this section:

¢ A localized knowledge base name
* A localized knowledge base description
¢ Whether or not the selected language is the default

¢ Default filter conditions

To create a default filter condition click on the + under the Default filter conditions section and fill in the

appropriate mandatory fields:

e Select the appropriate field (custom or basic)
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e Select a filter operator

e Fill in the values for the filter criteria

Important

All filter criteria are applied using AND logic. For example,
CreatedDate>2014-01-01 00:00:00 AND Segment=="VIP".

x English L% Mew Filter X
Language * Faeld *
English v tags (siring
Li]
« Setas default language Operabor *
wnowhidgr base name i ] ==
i ] knowiedgeran el
Wnomledge hase description i ] knowledge
knawieageral

Delauh fiver conditions i ] @ Cancel

+

Filter can consist of Basic and Cussiom felds of B
Eniwhedge amcle

e riteria appled using AND logic

11 4-01 01 AND Sagreants ="V

Default Filter
4. Click the Save button

End

Editing Knowledge Base Options
Start

1. To edit the options for a particular knowledge base, click the Options button and then click the
appropriate option to edit its value. The options are initialized with their default values.
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€ Options > x Mumber of answers in preconfi.. < ¥
Dpticns. L Pa——
Hame W
i ]
¥ I detuicn walid valus
i b vooa]
G - - - NN range
Crescripingn
——— humber of answers thal Byshem suamnes jof
# Out of omain 05 confidence calculation Liyst be more or equal 50
o b Of Angwen
# Humie of wreweers in preconfidence sele an Detion Name
’ 30 PusEa AN W N Prelsanhdente bl ian
Trending pencd s diyi

# Humie of wrewers 15
+ B ©

Editing Knowledge Base Options
2. Enter the new option value and click the Save button.

End

Important

It is not recommended to set the out-of-domain value higher than 0.75 as it
represents an exact match of the question with no feedback accumulated for the
query. The optional setting is 0.5 (default value).

Editing a Knowledge Base Definition

Start

1. Select a knowledge base from the list.
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Knolwedge_Space_Freeling < 2 knowledgeFAQ € X
Q + e = Deleta Purge DOphions
P Al Engiish, default -

Fremch
[ [4] Knowhedge Base Nams German
piblic_nactae Piubhe inactse KB

+

i v nacine KB

" Enowledge hase i active
skille_all Witk skill and #l access P " Enowledge hase i puble:
Custom Fuelds i ]

ONA Business vaug (value, string)

Rl il Besl_kb
inactive_sioll Inactve KB with siill
skilled KB with skills
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hrowriedgetag knowiedgeF AL

Private KB

Editing Knowledge Base Definition

2. Edit the knowledge base definition and click the Save button.

End

Deleting a Knowledge Base Definition

Start

1. Select a knowledge base from the list.

2. Press the Delete button and confirm the action.

End

Purging Knowledge Bases

Prerequisites

¢ The Administrator user must have Knowledge.ADMINISTER privileges

¢ You must create and select a Knowledge Center Cluster application

Start

1. To purge a particular knowledge base, select it from the list, press the Purge button, and confirm the
action.
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Purge knowledge base x

A #ﬂﬂﬂi"ww ®

Purging a Knowledge Base
2. To purge all knowledge bases, use the Purge All button.

End
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Installing the Pulse Plugin

The Genesys Knowledge Center Plugin for Pulse provides access to Knowledge Center Server
statistics such as KPI, user activity, trending topics, like and dislike trends, and activity types.

Install Genesys Knowledge Center Plugin for Pulse

Components required for Pulse plugin come pre-integrated into every deployment of Genesys
Knowledge Center Server. So you do not need any additional steps to install them, please proceed
directly to the configuration.

World map widget requires access to the internet to generate a map image. Public
map services are used for this purpose. If you would like to limit access to the internet
you can remove this widget from the dashboard or use your own generation service
(in this case, a compatible tile service provider must be used).

Warning

Since July 11, 2016 Map Quest had changed their terms of the service for tile service
they provide. It resulted in an error message displayed instead of the map in the Map
widget of dashboard.

To restore the map functionality you need to make the following changes in <server installation
folder>/server/plugins/gkc-dashboard/_site/app/panels/bettermap/module.js :
Old code:

L.tileLayer('http://otilel.mqcdn.com/tiles/1.0.0/map/ {z}/{x}/{y}.jpg"', {
attribution: '"Data, imagery and map information provided by MapQuest, '+
'OpenStreetMap <http://www.openstreetmap.org/copyright> and contributors,
0DbL"',

New code:

L.tileLayer('http://a.tile.openstreetmap.org/{z}/{x}/{y}.png', {

attribution: 'Map data © <a href="http://openstreetmap.org">0penStreetMap</a>
contributors, ' +

'<a href="http://creativecommons.org/licenses/by-sa/2.0/">CC-BY-SA</a>",
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Configure Genesys Knowledge Center Plugin for Pulse

Start

1. Log into Genesys Administrator.

2. Go to Dashboard > Pulse.

Ca et Fy—

© ¢ 06 0 6 © 0O

Selecting the Pulse Dashboard options in Genesys Administrator

3. Click Add a Widget.
4. Select the IFrame widget type.

Badel i Wikt

Choass s Widge! Templats

Adding a Pulse iFrame widget

5. Set the name of the widget.
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Add a Widget

Display Options

Widget Title * Widget Preview
FRAME
iy
FRAME
Bize 1 ~ X 2
Al reuge Compigta LAL by histing Enter or
momng 1o ardthe had
Widgel refresh rate
60 aeconda
Dashvooard Widgel LIRL

N -

Setting the Pulse widget options

6. Set the widget URL to: http://<host>:<es_port>/_plugin/gkc-kpi/kb/<knowledge_base_id>/lang/<en>

(see Knowledge Center Pulse Plugin Configuration Options for more information about parameters).

7. Set the Maximized widget URL. You can set it to the Default

(http://<host>:<es_port>/ plugin/gkc-dashboard/#/dashboard/file/default.json) or the Performance
Dashboard (http://<host>:<es_port>/ plugin/gkc-dashboard/#/dashboard/file/performance.json).

8. Click Finish.

Dashboard
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Pulse Dashboard Widget
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Pulse Performance Dashboard Widget

You have successfully added a widget for accessing Knowledge Center statistics.

End

Knowledge Center Pulse Plugin Configuration Options

You can customize the KPI widget by adding the bolded parameters to the URL:

http://<host>:<es port>/ plugin/gkc-kpi/
kb/<knowledge _base_id>/lang/<en>?timeframe=<timeframe>
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* /kb/<knowledge base id>—Set the appropriate knowledge base name
¢ /lang/<en>—Choose Knowledge Base's Language representation

e timeframe=<timeframe>—Select KPI's timeframe, for example now-1M

Timeframe expression must start with an “anchor” date - now and follow by a math
expression starting from - and / (rounding). The units supported are y (year), M

(month), w (week), d (day), h (hour), m (minute), and s (second). For example,
now-1h, now-1h-1m, now-1h/d.
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Installing the Workspace Desktop Edition
Plugin

Installing the Plugin for Workspace Desktop Edition

Agents can use the Knowledge Center Plugin for Workspace Desktop Edition (WDE) to access
knowledge-related information right from their desktop. For example, if a customer asks a question
using a chat widget and the corresponding interaction is routed to an agent, Knowledge Center can
execute a pre-populated search based on data attached to the new interaction, as well as displaying
the customer's search history and providing the agent with full access to the knowledge base access.
And if the customer has not authorized during their search, the agent can link their session history to
that customer's ID to access their full history while working with the interaction. To use this plugin

complete the procedures below, in order.

Installing the Plugin for Workspace Desktop Edition

Prerequisites

Workspace Desktop Edition must be installed and configured to work with voice or media
interactions.

Start

1. In your installation package, locate and double-click the setup.exe file. The Install Shield opens the
welcome screen.
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Genesys Installation Wizard 2

‘Welcome to the Installation of Genesys Knowledge
Center Plugin for Workspace Desktop Edition, version
8.5.100.08.

Fenesys Knowledge Center Plugin for ‘Workspace Deskiop E dion
provides agents with access o knowledae evenls [zearches, aiticle
views and feedback) related to the current customer and also
aloves them o search the knowledge base nght from ther deskiop.

The Genesps Installstion Wizard will install Genesys Enowledge
Center Plugin for Work space Desklop Edition on your computer.

To contirue, click Mest. To exit the 'Wizarnd, click Cancel

New> | | Cancel |

Knowledge Center WDE Plugin—Install Shield Screen

2. Click Next. The Select Installed Application screen appears.

3. Select the installed Workspace Desktop Edition Application for which you want to install the plugin. The

Application Properties area shows the Type, Host, Working Directory, Command Line
executable, and Command Line Arguments information previously entered in the Server Info and
Start Info tabs of the selected Application object.
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Genesys Installation Wizard

Select Installed Application

Select Workspace Desktop Edition IP from the izt of application installed on target computer.
Genesyz Instalation wWizard will instal Genesyz Knowledoe Center Plugin for'Workspace Deskiop
E dition components n the selected 'Workspace Deskiop Edition's location

‘otkzpace Deskho ] E ditioe

Apphcation Properties:

Installation Package Mame: Workspace Desktop Edition
"erzion: 8.5.103.07, Build 1
Install Locaton: C:\Program Files\GCTINwWork space Desktop Edition

<

Back [ New> |  cancel |

Select Installed Workspace Desktop Edition Application

4. Click Next. The Ready to Install screen appears.

Genesys Knowledge Center Deployment Guide

78



Installing the Workspace Desktop Edition Plugin

Genesys Installation Wizard

Ready to Install

(@ enesys Installation Wizard has collected all reguired infiormation and iz ready o install Genesys
F.nowledge Center Plugin for “Workspace Deskiop Edibon on your computer.

To nstall Genesyzs Knowledge Center Plugin for Workspace Desktop Edition. click Install
To review settings, click Back, To exit the Wizard, click Cancel

< Back I Irestall I Cancel

Knowledge Center WDE Plugin—Ready to Install

5. Click Install. The Genesys Installation Wizard indicates it is performing the requested operation for
Backend Server. When through, the Installation Complete screen appears.
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Genesys Installation Wizard

Installation Complete
The Genesys Installation \Wizard has successtully installed Genesyps

Knowledge Center Plugin for Waork zpace Deskiop E dition, werzion
8.5.000.13, on your computer,

@ GE‘I'IESYS' Too exit the Wizard, click Finish

Knowledge Center WDE Plugin—Installation Complete

6. Click Finish to complete your installation.
7. Inspect the directory tree of your system to make sure that the following files have been installed in the
location that you intended:
e GWElInstallationFolder\Genesyslab.Desktop.Modules.Knowledge.dll
e GWElInstallationFolder\Genesyslab.Desktop.Modules.Knowledge.module-config
e GWEInstallationFolder\Genesyslab.Desktop.Modules.Knowledge.pdb
e GWElInstallationFolder\Newtonsoft./Json.dll
e GWElInstallationFolder\RestSharp.dll
e GWElInstallationFolder\System.Net.Http.Formatting.dll
* GWElInstallationFolder\Language\Genesyslab.Desktop.Modules.Knowledge.en-US.xml

End
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Configuring the WDE Application to work with the WDE Plugin

Add the Knowledge Center Cluster to Your WDE Connections

1. If your Workspace Desktop Edition application form is not open in Genesys Administrator, navigate to
Provisioning > Environment > Applications. Select the application defined for the Workspace
Desktop Edition and click Edit....

2. In the Connections section of the Configuration tab, click Add. The Browse for applications panel
opens. Select the Knowledge Center Cluster application, then click OK.

{

1

L]

ifl

1

i
1l

Knowledge Center WDE Plugin—Browse for applications 1

[e——— = S S

]

Knowledge Center WDE Plugin—Browse for applications 2

Add Knowledge Center Options to Your WDE Application

To use the Knowledge Center Plugin for WDE, you need to add some options to your WDE application
so that it can gather knowledge-related information from incoming interactions. You can add these
options to the the interaction-workspace section of the WDE application.

Start

1. Import the template with the additional options:

1. Open Genesys Administrator and navigate to Provisioning > Environment > Application
Templates.

2. In the Tasks panel, click Upload Template.
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3. In the Click 'Add' and choose application template (APD) file to import window, click Add.
4. Choose the application template (APD) file from the import window and click Add.

5. Browse to the Knowledge_Center_ WDE_Plugin_851.apd file available in the templates directory of
your installation CD. The New Application Template panel opens.

eyl Aderinmineior e s B e e @ B

Knowledge Center WDE Plugin—New Application Template panel

6. Click Save and Close

2. Open the Options tab of the uploaded application and review the new options.

Knowledge Center WDE Plugin—Options tab of uploaded application

3.

Navigate to Provisioning > Environment > Applications. Select the application defined for
Workspace Desktop Edition and click Edit....

4. Open the Options tab.
5. Add the plugin options to the interaction-workspace section using the New button.
New Option #

Location: |Options w
Saction: | interaction-workspace

Mame: ghc.customer

Walue: EmailAddrass |

[oc (o

Knowledge Center WDE Plugin—Add plugin options

End

The Knowledge Center Plugin for WDE uses the following additional options:
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* gkc.question—This key points to the customer's question for the pre-populated search and is stored in
the interaction's user data

* gkc.kbid—This key points to the knowledge base ID for the pre-populated search and is stored in the
interaction's user data

e gkc.customer—This key points to the customerld in the interaction's user data (the default value for
this key is the customer's email address)

* gkc.session—This key stores the session ID in the interaction's user data

Providing Knowledge Center Access to Agents

Genesys Knowledge Center supports the following privilege in order to restrict Agent access:
« Knowledge.WORKER—Enables access to the Genesys Knowledge Center tab in WDE

To configure the appropriate role for an agent:

Start
1. Go to Provisioning > Environment > Application Templates.
2. Select the application template defined for Workspace Desktop Edition and click Edit....
3. Click Import Metadata.
4. Click Add and select the Knowledge Center WDE Plugin_851.xml file.
5. Click Open.
6. Information from the metadata file will be added to the template and the appropriate privilege will be

added into the framework.

N

Save and Close.
8. Go to Provisioning > Accounts > Roles.
9. In the taskbar click New to create a new object.

10. Set the name of the role in the General section.

Knowledge Center WDE Plugin—Set Role Names

11. Go to the Role Privileges tab, and select the set of roles for Genesys Knowledge Center.

12. Open the WDE Knowledge Center Plugin privileges list and select the Genesys Knowledge Center
Privileges section.

13. Create the appropriate privileges as allowed.
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Knowledge Center WDE Plugin—Create Privileges

14. Go back to the Configuration tab.
15. Add the appropriate Agent to the Members section by clicking the Add button.

& P
L= = add =

e e gt et Vi Fry i Erpiyer S

orima Filer riwalt L u Erabom
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SITET B b T R HA:IG
Knowledge Center WDE Plugin—Members Section
16. Save and Close.

End

Installing the WDE Language Pack

Prerequisites:

¢ Must have Genesys Knowledge Center 8.5.1 installed
e Must have Workspace Deskptop Edition 8.5.1 installed
e Must have Knowledge Center Workspace Desktop Edition Plugin 8.5.1 installed

Start

1. In your Language Pack installation package, locate and double-click the setup.exe file. The Install
Shield opens the welcome screen.
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‘Welcome to the Installation of Genesys Knowledge
Center Plugin for WDE Language Pack. version
8.5.100.02.

The Genesyz Knowdedge Certer Plugin for Work space Desktop
Edition Language Pack(s) allow installers to select the language in
which the uzer ntedace (U] deplays.

The Genesvs Installation Wizard will install Genesys Knowledge
Center Plugin for WDE Language Pack, Geman [Germany] release,
0OF pour computer.

To continue, chck Mest, To et the Wizard, chck Cancel,

WDE Language Pack Installation Welcome Screen

2. Click Next. The Select Installed Application screen appears.

3. Select the installed Knowledge Center Server Application for which you want to install the plugin. The
Application Properties area shows the Type, Host, Working Directory, Command Line
executable, and Command Line Arguments information previously entered in the Server Info and
Start Info tabs of the selected Application object.
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Select Installed Application

Select Knowledge Center Server IP from the list of apphcation installed on target compter.

Genesys Installation Wizard will install Genesys Knowledge Center Plugin for WDE Language Pack
components in the selected koo ation

Ko Center Server

Fnowledge Center Server

Application Properties:

Installation Package Mame: Enowledoe Center Server
Werziorn: 8.5.700.10, Build 1

Inztall Location: C:A\GECAES1_10

Configuration Server: gks-dep-stbl

Application Mame in Config Server Enoweldge Canter Server

{

<Back |

Select Installed Knowledge Center Server Application

4. Click Next. The Ready to Install screen appears.
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Ready to Install

Genesyz Instalation ‘wizard haz collected all required information and iz ready to install Gernesyz
Knowledge Center Plugin for'WDE Langusge Pack on your computer,

To install Genesys Knowladge Center Plugin for WOE Language Pack, click Install
To review settings, click Back. To exit the Wizard, chick Cancel

¢Back || | | Cancel

WDE Language Pack—Ready to Install

5. Click Install. The Genesys Installation Wizard indicates it is performing the requested operation for
Backend Server. When through, the Installation Complete screen appears.

Genesys Knowledge Center Deployment Guide 87



Installing the Workspace Desktop Edition Plugin

Installation Complete

The Geneays Inztallation Wizand hasz succezsfully installed Genesys
Enowledge Center Plugin for WDE Language Pack, version
3.5.100.02 [German [Germany] release), on Wowr compuber

E GEI’IE"SYS' To esit the Wizard, click Finish.

WDE Language Pack—Installation Complete

6. Click Finish to complete your installation.

7. Inspect the directory tree of your system to make sure that the following files, based on the language of
your language pack, have been installed in the location that you intended:

e <KnowledgeCenterServer _InstallationFolder>\server\resources\wde_de.properties
e <KnowledgeCenterServer _InstallationFolder>\server\resources\wde_fr.properties
* <KnowledgeCenterServer InstallationFolder>\server\resources\wde_es.properties

e <KnowledgeCenterServer _InstallationFolder>\server\resources\wde_pt.properties

End
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Importing into the Knowledge Center
Server

Using Indexer to Import Data

If you are not going to use a CMS you can use the indexer to import data for use with Genesys
Knowledge Center.

The indexer is installed during the installation of Knowledge Center Server. It is located inside your
Knowledge Center Server installation folder in the \server\tools\indexer subdirectory.

Options
POSIX-like GNU-like long
options options
-h --host
-f --file
-t --transformer
-u --user
-a --authorization
-sbt --subTenantld
-1 --loop
Usage

java -jar gks-indexer-${version}.jar

-host "http://%host%:%port%s/gks-server"

-file "spath to repo%/tools/indexer/xml-datasets

-transformer "gkc.xsl"
-user "gksuser"
-authorization "user name:user password"

yes

no

no

yes

no

no

no

Required

Default

none

none

none

false

Description

Genesys
Knowledge Center
Server host

file or directory
that contains
indexed data for
import

file that contains a
*,xsl transformer

Authorization
message

Credential for
Basic Authorization
on Knowledge
Center Server (if
enabled)

sub-tenant
identifier

read "-f (--file)" file
or folder infinitely
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XML example

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<documents kbsId="knowledgeFAQ" lang="en">
<document>

<lang>en</lang>
<question>Question from indexer</question>
<answer>Answer from indexer</answer>
<categories>

<category>

<name>Testing</name>
</category>
<category>
<name>Actors</name>

</category>
</categories>
<validTo>2015-12-31 00:00:00</validTo>
<alternatives>

<alternative>Alternative question from indexer</alternative>
</alternatives>
<media>

<media>media indexer</media>

<media>media indexer</media>
</media>
<tags>

<tag>tag indexer</tag>

<tag>tag indexer</tag>

</tags>
<url>indexer url</url>
<customFields>
<entry>
<key>numfield</key>
<value>123</value>
</entry>
<entry>
<key>strfield</key>
<value>Hello GKS</value>
</entry>
<entry>
<key>datefield</key>
<value>2015-12-31</value>
</entry>
<entry>

<key>unexistingField</key>
<value>I'm an unexisting custom field</value>
</entry>
</customFields>
<created>2014-10-01 00:00:00</created>
<modified>2014-12-31 00:00:00</modified>
<attachments>
<attachment>
http://www.the-digital-picture.com/Owners-Manuals/Canon-Speedlite-430ex-Flash-Manual.pdf
</attachment>
</attachments>
</document>
</documents>

JSON example

"kbsId": "knowledgebaseId",
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"lang": "en",
"documents": [{
"answer": "answer 1",
"categories": [{
"id": "cat 1 id",

“name": "cat 1"
oA
"id": "cat 2 id",
"name": "cat 2"
,
"created": "2013-09-08 13:15:33",
"id": "document 1 id",
"media": [
"application",
"audio"

]I
"modified": "2014-01-03 22:03:19",
"question": "question 1",
"tags": [
Iltaglll )
Iltagzll
]I
"url": "google.com"
oA
"answer": "answer 2",
"categories": [{
"id": "cat 1 id",

"name": "cat 1"
oA
"id": "cat 3 id",
"name": "cat_3"
H,
"created": "2010-03-09 11:15:21",
"id": "document 2 id",
"media": [
"video",
"text"
]I
"modified": "2013-08-01 05:54:52",
"question": "question 2",
ntagsu: [
Iltag3ll )
Iltag4ll
]I
"url": "genesys.com"

]

Importing Sample Data

You can use the Import Tool to add sample QNA data to your knowledge base. This tool is located in
the ./server/tools directory in the Knowledge Center installation folder. It comes with the following
resources:

* knowledgeFAQ.xml—List of basic QNA data, provided with the Knowledge Center Server indexing tool
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¢ gks-indexer-tool.jar—Java-based indexing tool

¢ importFAQ.bat—Simple data import script

Data Import Syntax

Users must have Knowledge.AUTHOR privileges in order to use the Administrator
plugin.

Use the following syntax to import data:

- java -jar gks-indexer-${version}.jar

--host "http://%host%:%port%/gks-server"

--file "%spath_to repo%/tools/indexer/xml-datasets"
--transformer "gkc.xsl"

--user "gksuser"

--authorization "user name:user password"

The authorization parameter is only required if you have enabled the security option for Knowledge
Center Cluster.

Sample Import Script
Here is an example of what your import script might look like:

java -jar <Path to GKC Server>\GKC Server\server\tools\gks-indexer-tool.jar
--host "http://sample.com:9001/gks-server"

--file "<Path to GKC Server>\GKC Server\server\tools\knowledgeFAQ.xml"
--user "gkc_admin"

If it works, this script will import sample QNA data into the knowledge base.

Sample QNA Data
Here is an example of the data stored in the XML file:

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<documents kbsId="knowledgeFAQ" lang="en">
<document>
<question>What Is Knowledge Center?</question>
<answer>The Genesys Knowledge Center ultimate goal is to convert
your knowledge into the answers on the question your clients or agents have.
It delivers set of the component for administration, authoring and using the
knowledge. The heart of the system is the Knowledge Center Server that
aimed to find the best answer on the question you have asked.</answer>
<categories>
<category>
<name>General</name>
</category>
</categories>
</document>
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</documents>
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Security

Genesys Knowledge Center supports HTTPS/SSL/TLS to protect data over the web.
¢ All connections can be secured, including connections from the browser to the Knowledge Center
servers.

e Applications defined in Configuration Server can have both HTTP and HTTPS connections.

Transport Layer Security (TLS) is supported above Java containers, Jetty and Apache Tomcat. The user
data submitted from the browser tier is always sent through secure connections. To support secure
(TLS) connections to Configuration Server on Windows OS, if you use the JDK 6 64 bit, it is mandatory
to do one of the following:

¢ Update Java Development Kit 6 64 bit with Java SE Development Kit 6, Update 38 (JDK 6u38) or older.

e Setup DK 7.

Genesys performs security testing with OWASP Zed Attack Proxy (ZAProxy) to make
sure the Genesys Knowledge Center solution is invincible to known attacks.

Genesys Knowledge Center includes additional security configurations that can be used with your
Knowledge Center installation:

e Secure Sockets Layer (SSL) — Load SSL certificates and configure Jetty.

e Transport Layer Security (TLS) — Configure TLS for Genesys and Knowledge Center servers.

e Authentication — Enable authentication for the Knowledge Center Server and the CMS.
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SSL Configuration for Knowledge Center
Servers

The Jetty web server supplied with the Genesys Knowledge Center Server and CMS includes a pre-
configured, self-signed certificate. This allows you to use HTTPS out of the box in a sandbox
deployment. In common case, you should use a certificate issued by a third-party Certificate
Authority. The procedures on this page provide examples of ways to load SSL certificates and
configure Jetty. These examples may vary depending on your environment.

You must use the Java Development Kit version 1.6.0_29 or higher to support the JSSE
keystore.

Loading an SSL Certificate and Private Key into a |SSE Keystore

In a development environment, you can use self-signed certificates, but in a
production environment you should use a certificate issued by a third-party Certificate
Authority, such as VeriSign.

Prerequisites

¢ An SSL certificate, either generated by you or issued by a third-party Certificate Authority. For more
information on generating a certificate, see http://wiki.eclipse.org/Jetty/Howto/Configure_SSL.

Start

1. Depending on your certificate format, do one of the following:

e If your certificate is in PEM form, you can load it to a JSSE keystore with the keytool using the
following command:

keytool -keystore keystore -importcert -alias alias -file certificate file
-trustcacerts

Where:
keystore is the name of your JSSE keystore.

alias is the unique alias for your certificate in the JSSE keystore.
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certificate_file is the name of your certificate file. For example, jetty.crt.

» If your certificate and key are in separate files, you must combine them into a PKCS12 file before
loading it to a keystore.

1. Use the following command in openssl to combine the files:
openssl pkcsl2 -inkey private key -in certificate -export -out pkcsl2 file

Where:

private_key is the name of your private key file. For example, jetty.key.

certificate is the name of your certificate file. For example, jetty.crt.

pkcs12 file is the name of the PKCS12 file that will be created. For example, jetty.pkcsl2.

2. Load the PKCS12 file into a JSSE keystore using keytool with the following command:
keytool -importkeystore -srckeystore pkcsl2 file -srcstoretype store type
-destkeystore keystore

Where:
pkcs12 file is the name of your PKCS12 file. For example, jetty.pkcsl2.

store_type is the file type you are importing into the keystore. In this case, the type is
PKCS12.

keystore is the name of your JSSE keystore.

You will need to set two passwords during this process: keystore and truststore. Make
note of these passwords because you will need to add them to your Jetty SSL
configuration file.

End

Configuring Jetty

Start

1. Open the Jetty SSL configuration file in a text editor: jetty _installation/etc/jetty-ssl.xml.

2. Find the <New id="sslContextFactory" class="org.eclipse.jetty.http.ssl.SslContextFactory">
element and update the passwords:

<Configure id="sslContextFactory" class="org.eclipse.jetty.util.ssl.SslContextFactory">
<Set name="KeyStorePath"><path to keystore><Property name="jetty.base"
default="." />/<Property name="jetty.keystore" default="etc/keystore"/></Set>
<Set name="KeyStorePassword">0BF:<obfuscated keystore password><Property
name="jetty.keystore.password"
default="0BF:1vnylzlolx8elvnwlvn61x8glzlulvn4"/></Set>
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<Set name="KeyManagerPassword">0BF:<obfuscated keymanager password><Property
name="jetty.keymanager.password"
default="0BF:1u2ulwmllz7slz7alwnllu2g"/></Set>
<Set name="TrustStorePath">"><path to truststore><Property name="jetty.base"
default="." />/<Property name="jetty.truststore"
default="etc/keystore"/></Set>
<Set name="TrustStorePassword"> OBF:<obfuscated truststore password><Property
name="jetty.truststore.password"
default="0BF:1vnylzlolx8elvnwlvn61x8glzlulvn4"/></Set>
<Set name="EndpointIdentificationAlgorithm"></Set>
<Set name="NeedClientAuth"><Property name="jetty.ssl.needClientAuth"
default="false"/></Set>
<Set name="WantClientAuth"><Property name="jetty.ssl.wantClientAuth"
default="false"/></Set>
<Set name="ExcludeCipherSuites">
<Array type="String">
<Item>SSL RSA WITH DES CBC SHA</Item>
<Item>SSL DHE RSA WITH DES CBC SHA</Item>
<Item>SSL DHE DSS WITH DES CBC SHA</Item>
<Item>SSL RSA EXPORT WITH RC4 40 MD5</Item>
<Item>SSL RSA EXPORT WITH DES40 CBC SHA</Item>
<Item>SSL DHE RSA EXPORT WITH DES40 CBC SHA</Item>
<Item>SSL DHE DSS EXPORT WITH DES40 CBC SHA</Item>
</Array>
</Set>

Note: You can run Jetty's password utility to obfuscate your passwords. See http://wiki.eclipse.org/
Jetty/Howto/Secure_Passwords.

3. Save your changes.

End

Choosing a Directory for the Keystore

The keystore file in the example above is given relative to the Jetty home directory. For production,
you should keep your keystore in a private directory with restricted access. Even though the keystore
has a password, the password may be configured into the runtime environment and is vulnerable to
theft.

You can now start Jetty the normal way (make sure that jcert.jar, jnet.jar and jsse.jar are on your
classpath) and SSL can be used with a URL, such as https://your IP:8743/
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Transport Layer Security (TLS)

Genesys Knowledge Center supports the Transport Layer Security (TLS) protocol to secure data
exchanged with other Genesys components. For details about TLS, see the Genesys 8.1 Security
Deployment Guide. You can configure TLS for Knowledge Center by completing the procedures on this
page.

Configuring TLS for Genesys Servers

To configure the TLS parameters for Genesys servers, see Introduction to Genesys Transport Layer
Security.

Configuring TLS for Genesys Knowledge Center Server

To enable TLS support for the Genesys Knowledge Center Server, you must do the following:

1. Have properly installed a trusted certificates for the Genesys server. For more information, please see
Certificate Generation and Installation.

2. Configure TLS options for the Genesys Knowledge Center Server application.

3. Configure the appropriate connections between the Genesys Knowledge Center Server application and
the necessary Genesys servers through secure ports. For example, by setting a secure Config Server
port in the Server Installation Folder/server/setenv.bat file in the PRIMARY_CFGSERVER_PORT
variable.

Configuring Secure Connections to Configuration Server

To configure a secured connection from Genesys Knowledge Center Server to Configuration Server
use the following TLS-related configuration options in the setenv.bat/sh configuration:

Parameter Name Acceptable Values Purpose

Set this option to enable secured
connection

T GRADE or UNSECURED by
PRIMARY_CFGSERVER_CONNECTION PRt

Incorrect setting of this parameter
can lead to inability to establish a
connection with the server

PROVIDER PEM, JKS, MSCAPI, PKCS11 Type of used security provider
Path to trusted CA PEM file or JKS
TRUSTED_CA valid file name (including path) truststore file or SHA-1

Thumbprint for MSCAPI storage.
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Security

Transport Layer Security (TLS)

Parameter Name

TRUSTSTORE_PASSWORD

Acceptable Values

n/a

In case of enabled mutual TLS, configure the following options:

CERTIFICATE

PRIVATE_KEY

KEYSTORE_PASSWORD

KEYENTRY_PASSWORD

Configuring TLS Options

n/a

n/a

n/a

n/a

Purpose

Specifies the name of the trusted
store file which holds the public
certificate to verify the server.
Applicable for PEM and JKS
trusted storage types only.

Password for the JKS trusted
storage. Provide password only if
trusted CA is in the JKS format.

Client certificate file in PEM
format or JKS keystore file or
SHA-1 Thumbprint for MSCAPI
storage.

Unencrypted private key in PEM
format or Certificate SHA-1
Thumbprint for MSCAPI storage.
Ignored for JKS storage.

Provide password if key storage
is in the JKS format.

Provide password if private key
encrypted by its own password.

The Genesys Knowledge Center Server includes the following TLS-related configuration options in its

security section.

Parameter Name

tls

provider

certificate

Acceptable Values

Boolean value.

Possible values are "1"/"0", "yes"/"no",
"on"/"off", "true"/"false".

Example:

. "tls=1"

"PEM", "MSCAPI", "PKCS11"
Not case-sensitive.

Example:

e "provider=MSCAPI"

PEM provider: path to a X.509
certificate file in PEM format.
Path can use both forward and
backward slash characters.

Purpose

Client:

1 - perform TLS handshake immediately
after connecting to server. 0 - do not turn
on TLS immediately but autodetect can
still work.

Explicit selection of security
provider to be used. For example,
MSCAPI and PKCS11 providers
can contain all other parameters
in their internal database. This
parameter allow configuration of
TLS through security provider
tools.

Specifies location of X.509
certificate to be used by
application.

MSCAPI provider keeps certificates in
internal database and can identify them
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Parameter Name

certificate-key

trusted-ca

tls-mutual

Acceptable Values

MSCAPI provider: thumbprint of a
certificate - string with hexadecimal
SHA-1 hash code of the certificate.
Whitespace characters are allowed
anywhere within the string. PKCS11
provider: this parameter is ignored.

Examples:

e '"certificate= C:\certs\client-
cert-3-cert.pem"

e '"certificate=A4 7E A6 E4 7D
45 6A A6 2F 15 BE 89 FD 46
FO EE 82 1A 58 B9"

PEM provider: path to a PKCS#8
private key file without password
protection in PEM format. Path
can use both forward and
backward slash characters.

e MSCAPI provider: this
parameter is ignored; key is
taken from the entry
identified by "certificate"
field.

e PKCS11 provider: this
parameter is ignored.

Examples:

e "certificate-key= C:\certs\
client-cert-3-key.pem"

PEM provider: path to a X.509
certificate file in PEM format.
Path can use both forward and
backward slash characters.

MSCAPI provider: thumbprint of a
certificate - string with hexadecimal
SHA-1 hash code of the certificate.
Whitespace characters are allowed
anywhere within the string. PKCS11
provider: this parameter is ignored.

Examples:

e "trusted-ca= C:\certs\
ca.pem"”

e "trusted-ca=A4 7E A6 E4 7D
45 6A A6 2F 15 BE 89 FD 46
FO EE 82 1A 58 B9"

Boolean value.

Purpose

by hash code; so called thumbprint.

In Java, PKCS#11 provider does not allow
selection of the certificate; it must be
configured using provider tools.

Note: When using autodetect (upgrade)
TLS connection, this option MUST be
specified in application configuration,
otherwise Configuration Server would
return empty TLS parameters even if
other options are set.

Specifies location of PKCS#8
private key to be used in pair
with the certificate by
application.

MSCAPI provider keeps private keys
paired with certificates in internal
database. In Java, PKCS#11 provider does
not allow selection of the private key; it
must be configured using provider tools.

Specifies location of a X.509
certificate to be used by
application to validate remote
party certificates. The certificate
is designated as Trusted
Certification Authority certificate
and application will only trust
remote party certificates signed
with the CA certificate.

MSCAPI provider keeps CA certificates in
internal database and can identify them
by hash code; so called thumbprint. In
Java, PKCS#11 provider does not allow
selection of the CA certificate; it must be
configured using provider tools.

Has meaning only for server
application. Client applications
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Parameter Name

tls-crl

tls-target-name-check

cipher-list

fips140-enabled

sec-protocol

Acceptable Values

Possible values are "1"/"0", "yes"/"no",
"on"/"off", "true"/"false".

Example:

e "tls-mutual=1"

All providers: path to a Certificate
Revocation List file in PEM
format. Path can use both
forward and backward slash
characters.

Example:

e "tls-crl= C:\certs\crl.pem"

"host" or none. Not case-
sensitive.

Example:

e "tls-target-name-check=host"

String consisting of space-
separated cipher suit names.
Information on cipher names can
be found online.

Example:

e "cipher-list=

Purpose

ignore this value. When turned
on, server will require connecting
clients to present their
certificates and validate the
certificates the same way as
client applications do.

Applications will use CRL during
certificate validation process to
check if the (seemingly valid)
certificate was revoked by CA.
This option is useful to stop
usage of leaked certificates by
unauthorized parties.

When set to "host", enables
matching of certificate’s
Alternative Subject Name or
Subject fields against expected
host name. PSDK supports DNS
names and IP addresses as
expected host names.

Used to calculate enabled cipher
suites. Only ciphers present in
both the cipher suites supported
by security provider and the
cipher-list parameter will be

TLS_ECDHE_RSA_WITH_AES_256,GR&. SHA
TLS_ECDHE_RSA_WITH_AES_128 CBC SHA
TLS_ECDH_RSA_WITH_3DES_EDE_CBC_SHA"

Boolean value.

Possible values are "1"/"0", "yes"/"no",
"on"/"off", "true"/"false".

Example:

e "fipsl40-enabled=1"

String value.

Possible values are "SSLv23", "SSLv3",
"TLSv1", "TLSv11l", "TLSv12".

Example:

e "sec-protocol=TLSv1"

PSDK Java: when set to true,
effectively is the same as setting
"provider=PKCS11" since only
PKCS11 provider can support
FIPS-140. If set to true while
using other provider type, PSDK
will throw exception.

Starting with PSDK release 8.5.1,
an application can specify the
exact protocol to send and
accept secure connection
requests on one or more of its
connections.

See Configuring Trusted Stores below for details about configuration for a specific type of store (PEM,

JKS, MSCAPI).
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Configuring Trusted Stores
PEM Trusted Store

PEM stands for "Privacy Enhanced Mail", a 1993 IETF proposal for securing e-mail using public-key
cryptography. That proposal defined the PEM file format for certificates as one containing a
Base64-encoded X.509 certificate in specific binary representation with additional metadata headers.

PEM certificate trusted store works with CA certificate from an X.509 PEM file. It is a recommended
trusted store to work on Linux systems.

Complete the steps below to work with the PEM certificate trusted store:

Start

1. Configure TLS for Genesys servers to use certificates signed by CA certificate certificateCA.crt.

2. Place the trusted CA certificate in PEM format on the Genesys Knowledge Center Server application
host. To convert a certificate of another format to .pem format you can use the OpenSSL tool. For
example:

e Convert a DER file (.crt .cer .der) to PEM:
openssl x509 -inform der -in certificateCA.crt -out certificateCA.pem

* Convert a PKCS#12 file (.pfx .p12) containing a private key and certificates to PEM:
openssl pkcsl2 -in certificateCA.pfx -out certificateCA.pem -nodes

You can add -nocerts to only output the private key or add -nokeys to only output the
certificates.

3. In Genesys Administrator, navigate to Provisioning > Environment > Applications and open your
Knowledge Center Server application.

4. Click the Options tab and navigate to the security section.
5. Set the trusted-ca-type option to PEM.

6. Set the trusted-ca option to the path and file name for your trusted CA in PEM format on the Genesys
Knowledge Center Server application host.

7. Click Save & Close.

End
JKS Trusted Store

A Java KeyStore (JKS) is a repository of security certificates used, for instance, in SSL/TLS encryption.
The Java Development Kit provides a tool named keytool to manipulate the keystore.

Complete the steps below to work with the JKS certificate trusted store:

Start

1. Configure TLS for Genesys servers to use certificates signed by CA certificate certificateCA.crt.

2. Import the CA certificate to an existing Java keystore using keytool:
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* Run the keytool command with option -alias set to root:
keytool -import -trustcacerts -alias root -file certificateCa.crt -keystore
/path/to/keysore/keystore. jks

* Enter the keystore password in command line prompt - for example:
Enter keystore password: somepassword

3. In Genesys Administrator, navigate to Provisioning > Environment > Applications and open your
Knowledge Center Server application.

4. Click the Options tab and navigate to the security section.
5. Set the trusted-ca-type option to JKS.

6. Set the trusted-ca option to the path and file name for your JKS trusted storage type on the Genesys
Knowledge Center Server application host.

7. Set the trusted-pwd option to the password defined for your keystore in Step 2.
8. Click Save & Close.

End
MSCAPI Trusted Store

Complete the steps below to work with the MSCAPI certificate trusted store:

Start

1. Configure and tune TLS for Genesys servers to use certificates signed by the same CA.

2. If the Knowledge Center Server is running on a different host, copy the trusted CA certificate to this
host.

3. Import the CA certificate to WCS via Certificates Snap-in on the Knowledge Center Server host by
launching the MMC console. Enter mmc at the command line.

4. Select File > Add/Remove Snap-in... from the main menu.
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= Consolel - [Console Root] [_ O] I
w Action  View  Favorites  Window  Help | = |5' |§|
@:g Pew CErl+HM
—  Open.. Chrl+C I
— Save Chrl+5
Save Az, There are no iterns ko show in this view,
add/Rel Chrl+m
Options, .
1 Chwindowsh, , \services, msc
2 ServerManager.msc
3 S indowst. .\ compmgmk. msc
4 C1indowstsywstem32) secpol.msc
Exit
|Enables wou to add snap-ins to or remowve them From the snap-in console,
5. Select Certificates from the list of available snap-ins and click Add.
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7= rConsolel - [Console Root] _ (Ol x]

@ File  Action View Favorites Window  Help 12| x|
sl Add or Remove Snap-ins [ x|

&= =]

=] Console Rao You can select snap-ins for this console From those available on your computer and configure the selected set of snap-ins, For
5 extensible snap-ins, wou can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:
Snap-in | Wendor | - ] Console Raat Edit Extensions. .. |
= Activel Contral Microsaft Car...
.ﬁ.uthorization Manager Microsoft Cor... REmave |
es Micrasaft Car...
_:EE." Camponent Services Microsoft Car. .. Move Up |
;g!(:ornputer Managem.., Micrasoft Cor,,, —
sk Device Manager Microsaft Cot.., [Maye Down |
= Disk Management Microsoft and. .. Add = |
@ Event Viewer Microsaft Cot..,
| Folder Microsaft Cor,..
_i‘f Group Policy Object ... Microsoft Cor,,,
-;g"'lnternet Information... Microsoft Cor..,
@ IF Securiby Monikor Microsoft Cor, .,
@ 1P Security Policy Ma... Microsoft Cor...
12| Link to web Address Microsoft Car... LI e
Description:
The Certificates snap-in allows you to browse the contents of the certificate stores For yourself, a service, aor a compu ter.

K I Cancel |

6. Select the account to manage certificates for and click Finish. It is important to place certificates under
the correct Windows account. Some applications are run as services under the Local Service or System
account, while others are run under user accounts. The account chosen in MMC must be the same as
the account used by the application which certificates are configured for, otherwise the application will
not be able to access this WCS storage.
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= Consolel - [Console Root] 9 =] '

& Fle  Action  Vie

|| Console Roo of snap-ins, For

This snap-in will always manage certificates for:

% My user account Edit Extensions |

" Service account

" Computer account Bemove |

Mave g |
flae: Lo |

advanced... |
[
< Back I Firizh I Cancel | e
acompu ker,

oK | Cancel |

7. Click OK.

8. Import a certificate. Right-click the "Trusted Root Certification Authorities/Certificates" folder and choose
ALl Tasks > Import... from the context menu. Follow the steps presented by the Certificate Import
Wizard. Oonce finished the imported certificate appears in the certificates list.
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= Consolel - [Console Root Cettificates - Current User', Trusted Root

File  Action  Wiew Favoribes  Window  Help
e |sm8ld=HE
| Console Root Issued To =

al

=

m

I I 2 I 2 2 = R R R

=l G Certificates - Current: User

| Personal
| Certificates
| Trusted Root Certification Autho

| Enkerg

5 addTrust External C4 Root
5 Baltimore CyberTrust Root
=] class 3 Public Primary Certifical
5 class 3 Public Primary Certifical

| Intern

P Ertrust,net Certification autha
Enkrusk et Secure Server Cerl

Equifax Secure Certificate Autt
eoTrust Global CA

GlobalSign ook Ca
o Daddy Class 2 Cerkification

> i Wi
~ ik Mews Window From Here
| Truske
| Unktra Mew Taskpad Wiew...
| Third- T
| Truste felies

| Oither Expork Lisk...
| Certifi Heln

[GTE CyberTrust Global Rioaok

7| Smart e

| ©

kb ) i v alicert, com/
LEJMicru:usu:uFt Authenticodeltm) Ro
[EMicrosoft Code Signing PCA
‘-_':éJMicru:usu:uFt Code Signing PCA
LgJMicru:usu:uFt Carparation
ﬁ};]MicrnsuFt Corporation
EalMicrosoft Rook Autharity
EalMicrosoft Rook Certificate Auth
[EIMicrosaft Time-Stamp Service
LEJMicru:usu:uFt Timestamping PCA
[SIMOD LIABILITY ACCEPTED, ()9

[ [ P )

<

|.C'.d|:| a certificake to a store

9. In Genesys Administrator, navigate to Provisioning > Environment > Applications and open your

Knowledge Center Server application.

10. Click the Options tab and navigate to the security section.

11. Set the trusted-ca-type option to MSCAP.
12. Click Save & Close.

End

Configuring TLS for a server running Windows

By default, Genesys Knowledge Server as a Windows Service runs without a TLS connection. To
configure a secure connection from Genesys Knowledge Center Server to a Configuration Server
while running as a Windows Service you need to update the installed default service for Genesys
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Knowledge Center Server.

In order to do this you will need to:

1. Remove Genesys Knowledge Center Server Windows Service, which was configured in the installation
package.

1. Run the Windows Command Prompt (cmd.exe)
2. Go to <Knowledge Center Server installation folder>/server

3. Run the next command: server.bat remove

2. Configure a secure connection settings in setenv.bat to Genesys Configuration Server, as described in
Configuring Secure Connections to Configuration Server.

3. Re-install the Windows Service for Genesys Knowledge Center Server, now with the secure connection
configured to Genesys Configuration Server.

1. Run Windows Command Prompt (cmd.exe)
2. Go to <Knowledge Center Server installation folder>/server

3. Run the next command: server.bat install
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Authentication

You can enable secure communications with the Management and Reporting REST APIs by completing
the procedures below to implement authentication. If you do enable authentication, then all API
clients must use the authentication scheme and credentials. Three common clients of the API are the
Genesys Knowledge Center Plugin for Administrator, Genesys Knowledge Center Plugin for Workspace
Desktop Edition and Genesys Knowledge Center CMS.

Configuring Authentication in Genesys Knowledge Center

Complete the steps below to enable authentication for the Management and Reporting REST APIs.

Start

1. In Genesys Administrator, navigate to Provisioning > Environment > Applications, select the
Knowledge Center Cluster application, and click Edit....

2. Click the Options tab and scroll down to the [security] section.

3. Set the following options:
» auth-scheme
* user-id
* password

4. Click Save & Close.

End
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UTF8

You can configure your Knowledge Center Servers and Knowledge Center CMS to support UTF-8 in
Configuration Server, which in turn supports multi-language categories.

Configuring a UTF-8 Connection to Configuration Server

Complete the following steps for your Knowledge Center Servers.

Prerequisites

e Your version of Configuration Server supports UTF-8. For details, see the compliant versions for
mandatory components.

Start

1. Navigate to the installation directory for your Knowledge Center Server and open the setenv.bat file
for Windows — or the setenv.sh file for Linux — with a text editor. For example: Path to installation
directory/server/setenv.bat.

2. Find the following string: :: set JAVA_OPTS=%)AVA_OPTS% -Dgenesys.cfgServerUseUtf8=true.

3. Remove the two colons (::) at the start. This converts the string from a comment to a command to use
UTF-8. Your string should now look like this: set JAVA_OPTS=%)AVA_OPTS%
-Dgenesys.cfgServerUseUtf8=true

4. Save your changes.

End
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Overview

Knowledge Center comes with a Sample Ul, hosted on a sample website, which provides basic access
to your installation of Knowledge Center and your configured knowledge base content. You can use it
to test and demonstrate what Knowledge Center can do or as an example of how to integrate
Knowledge Center access into your existing website.

The Sample Ul is based on independent and easily configurable components. Its website was created
using Bootstrap and works on all web browsers that support Bootstrap. See the Bootstrap
documentation for details.

After you install your Knowledge Center Servers and configure the Knowledge Center Cluster, you can
access the Sample Ul sandbox via the following URLs:

* If you have configured a load-balancer for your cluster: http://host load balacer:port load balancer/gks-
sample-ui

e If you use a Knowledge Center Cluster with a single node: http://gkc_server_host:gkc_server_port/gks-
sample-ui

The Sample Ul is pre-configured to use a knowledge base with an ID of knowledgeFAQ.

Authorizing

You can use the Sample Ul to:

* Browse the site, either as an anonymous user or by authorizing yourself as a customer.
To authorize, click the Log in link, enter your credentials, and click Confirm

This is not a real site authorization, as Knowledge Center server will only use an email as a customerld to
identify sessions in History records.
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Sample Ul Login

e To log out, click the link with your customer name and select "Logout"

Search

Ling ot

Sample Ul Logout

Searching
Search for any QNA document using the search bar.

Conduct a search

Start

1. Enter a question in the search bar and Search or press Enter.
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Top Questions

WAl B man i lonall
Can I s My CMS gyst
oW B0 ImpoIT daka i
Cam || prevent pusiomaer
what & the dference b
Shouks | et Knowiedge |
How can | sef acCess oo

knowledge center

What |5 Hnowledge Center?

Mo 10 Create ew Bnowiedgs base n Knowleoge Cenber Server?

‘What components Knowledge Cenler consists of?

Wi iy feedback helgs the Knowledge Canler?

What do | need b have Knowledge Center GMS for?

Dioes Mnowkedge Cenler CMS and Knowiedge Center Server wses same data?
What i main funcionaily of the Keowledge Cener?

Fera knowiedge cenler Snds The nightl Srdwers on My gesslions?

i Can | astign Genesys Knowlsadge Center Plugies o my sgents?

Can | previn] Knowiedgs Cenies Irom Sfiweing cerlan questions?

ey - o

How Enowiedge enter inds: e right answers on my qUesIons?

What components Knosiedge Center consists of?
What is abernatie questions?

Categories @

Garetal Languages Feedback

Garedys Mnowieage Cener Senes Hislony AdminSIralon eXIention for Genetys Knowiedge Cenler
ARG @ XIRAION fof GEnesys Knowkedge Cemed Saang GEnesys Knowieage Center Server

Sample Ul Search

Search

Caslomer =

2. Review search results. You can use the No relevant result button to let Knowledge Center know that
your search was unsuccessful. At the bottom of the page, there is a list of categories to which your
search result documents belong.

Wil Iy Ganawyy Knoelaigs Cantar™ n

Wt Is Samaan Krrmindgs Conme?

unius. Knsmivigs Comte Shvwn T 1Sy g 0 S-0 VO RS Rumiedgn Iy COphng . B ity a8
s P by ATl T oD SR, R b T (HTE T PO 1 B o o

Hem can | snnign Ganeays Hnowisdge Canter Plogin fo my sgenta?

To pITYE B AT S Cran S ey M ey Y B RTeer
ki | el e e b O e | i i el iy Wb ¢ A I

Wi e A b ¥ i Costmi T
FRCwkig [ R Pule o O el el B O mi P AT K e A 150 Irasiy | e T Dl

rormponenty - roekeige Ceie Sere - B faa of Gy Saowiedgn Cemier B s noners B 0! yoer b

Sample Ul Search Results

End

oty Fope o mrwiedge ome 1
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Open and Review a Document

Important
Documents can be in plain text or rich text

Ligy i

o Wt \H.lklﬁ'll:_p:'

‘What is Knowlsdge?

Theones of knowledge
o also Lpesterrology

Themniusl demsrraion of phicanpty from sowor wis mace poesbis by the sobonifel pheiomapiy’s cone was Theory of knoasecos.
& Fuory chafonciirom dhe sownces becacas o uag e foundaton | Withoo! thy cea of 8 Yeony of inowisdos “ @ i hard o mages
el ity " couald s Bt it e o micdee Eoence — Richardfordy. Philosophy and the Wror of Nslore

mﬂm#mnjmdmﬂm i in Thalinid of degy. The clakwcal defirtion. described But
el dereaed By Plain fhrd Wl & Mmmmnmhlmm i el B puasified. e
ol Bl 5 Tl s 2ol Aol 38 Gl (5 animpiiralingidl; demoralrats Thife & 3 fuste o
ailiratiic perpoded, wchading Robei Mosck's srgumenis ol & egusiement thal knowledgs Trecks S fulhaod Smos Baeckbuers sdofons
FegUERTE el W 00 0T M A0 Sy PUETTONE weho Ml @ty O Mt Conalina’ ThiowgP 3 defec, flaw, of Ladure e knowiedge. Fichad
Hriham suggeats that our defnsbon of knoskedgenspens that the wadencs 1o the el racssstales i irath

In eanteaaie thel appesack, Lidhwg VWingenites chasred, foloaing Moo’y parsdos, Batons cin &y He bebead 8 Bl il 6 &5 " bl nel H
Ereoacal badl @ i) e ™ Hel geeis o 10 degues thal s de nol cossapond iodalel meslal sietes, bl oather o datret wird of Lalieng st
eoracton Vhal o diffessnt Rene & nol the mesial siate of the speaier, bl The actityin sk Dy 08 sngaged

‘Beientifc inowledge

Thedevslopment of the scienirfic meftod has made 3 sgrifcant contriusion 1o howknowledge of the physcal workd and A phenomena is acqpsnsd
To b Sprmwiacmniric, 3 mwthod of ngury must be Bansd on gathenng clessriabis andmeasurable swcdence migec! 1o spesifs; penopies. of
reanoring arceapeneeniahion The scenbfic method cormsty of the collschon of datatheough cbesrvalion and sxpenmentabion. and the fommulaion
and besing oftypolhesss. Sownce and The rature of scentrfc noslsdge haws aha mmdm hmunl'hn
derosoped krowledce Bun devsloped brosder riags whech o Been haparg withis becdoguiy i Fre o ks

dixgy i eruls: af dogry. il 12 A g8 ey of ¥ L

e L e s e
Example of Rich Text

¢ To expand the document, click the more link.

* Send feedback about the relevance of a search, using the Yes/No link to Like or Dislike the quality of
the search. IF you dislike an answer, you are asked to provide a comment to improve the Knowledge
article.
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What i Geneiy Knowisdge Senter? n

¥l i N L

Hawm o | a8aign Geneays Knawiedge Cane FIuging 1o sy ajeis
To prossde graws i Ganrie daowisdgr Dorde So o, wrie ek o vow sgemh
Pl e e et B b reviieges Fon eaieegie noieh il Ceveny Wi s Jeakop S e et e s men]

PR A 10 T phgE

rrien Fu Far b S srosbage Aereee v

Negative Feedback Comment Field
¢ Click the I need more help button to send a request for proactive help from Genesys Web

Engagement.

Important

This feature has been created only for use in conjunction with Genesys Web Engagement. No real message
will be sent without integrating your Knowledge Center installation with GWE.

e Click on attachment names to open any attachments in the document. Attachments will open in a new

window.

Whit b Gansdyi Knowiesge Center? n

What s Ganawys Knowssdge CenterT
i I A BB i K T T T ke O (i S I i ¢ ey ey W BTy § b A
e L R e e e = orAgaaor vl Ry ke
rerEr e b gy e o P g s Gl ey g b

s, e grode: L provie
P T e

e T b

Categories

Opening Attachments
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Browsing

To browse Categories click the "Categories" link from main page.

Cusiomes =

VWhat are you looking for? L]

Top Questions

What ks main func icnality of T Hnowkedge Centers

Can | wse iy CHIS Syifem indlead on the Hnowiedge Cenler CMIS?

Hr 0 Mol QELA IO Iy KSOWeaoe DaseT

Can | prevent Csiemers from Seeing CErian inowiedge amces?

What i the dfference Between ge Chrster and ge base?

Shauld | e g8 Sarver kiow whathar § user viewsd only | of S answars provated?
Heri ¢an | St CCESS CONe for My AdmIniSinaions and maragers?

Hiow inowiedge center finds. the right answers on my quessons?

Whal components Kncwkedoe Cenler tomists of?

WAl . AEETRATE (QUESHONSE D

Categories €

eneral Languages Feedback
Gl KRowiOge Cented Serer Faslnny NIRRT E BXIENG0N 100 Ganetyh hiraliage CEnler
Admanisiraior eXiersion for GEnesys Hnowleage Center aing OaEnesys Hnowkedge Center Sened

Sample Ul Main Questions

What are you locking for? .

Home | Calegones

Categories

Feedback Adminsaaion eXiension for Genesys Knowledge Center  Genesys Wel Engagement

GEnesys Hnowiedge Center Pulse Plugin - HEdory Configuration

Siring Archiwing General

GEnesys Hnowedge Center Sener Languages Fles.

Geneiyi Knowiedge Center CMS bl Atk (SenEsyE Krowiedge Cemed Workipae Pugin

Sample Ul Categories
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Custamer =

VWhat ane you ;\nklng fior T i

Home | Adminisiralor eXlension for Genesys Knowiedge Cenber

What do | need Administrator plugin for?

Mnoaiedge Cenber Admirsinaios plugin allows 1o creabe knowledge bases in inowiedge clusier. Plsase refer o ihe Users Guide i get moane
Information on the tasks ihal can be execuled in phugin and pamculis steps of the execulion. moe

How to create new knowledge base in Knowledge Center Server?

Mew Enowledge Base could be created using Genesys Knowisdge Center Prugin for Administralor inskde Genesys Administralorn Exiension apgpicaton
Lhser Gl will pronice you detailed INsinsction on how bo use it more

Can | restrict the access to the knowledge base for my agents only?

WS, ENoWiedge Dase Can De bolaned &8 e (rivate and will be aciessbie 10 [he Spenl only. INCIMaton of hine 10 declfe knowiedge base 1o be
privale can be found n K ge Cener Flugin Lsers Guide more

Categories

Gereiys Knwledge Certer Servet General General
Genesys Knowledge Center Server

Sample Ul Document Categories
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Configuring CMS Cluster

Overview

The Knowledge CMS can work in cluster mode (for example, several nodes of the CMS servers can
use one data repository). Such configuration is only possible while sorting the data in the Data Base
(PostgreSQL, My SQL .etc).

You cannot perform this configuration with a persistent repository file.

How to Configure the Cluster

Start

1. Configure all applications and install several Knowledge CMS servers. Each server works as a node in

2.
3.

4.

the Knowledge CMS cluster.

Configure Load Balancer on top of the configured nodes to access the CMS cluster.

Each configured Knowledge CMS application must be connected to the Knowledge Application Cluster.

Somrsbrdy Drde CML L] Pt

s T

e

T L] w1 L et Pl ] [T L

Connections

Add port with name "jgroups" to each CMS application.
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Ports

5. Configure Knowledge CMS servers to work with appropriate DB.

* Create Data Base to store CMS data in PostgreSQL, My SQL or other which support ]DBC/JNDI
(http://www.oracle.com/technetwork/java/javase/jdbc/index.html , http://www.oracle.com/
technetwork/java/jndi/index.html)

e Change jetty.xml each CMS node (<CMS installation folder>/etc/jetty.xml). Change section
"datasource for Genesys Knowledge Center CMS" to support particular DB type. For example:

For My SQL:
<New id="jdbc/knowledge" class="org.eclipse.jetty.plus.jndi.Resource">
<Arg></Arg>
<Arg>jdbc/knowledge</Arg>
<Arg>
<New class="com.mysql.jdbc.jdbc2.optional.MysqlConnectionPoolDataSource">
<Set name="Url">jdbc:mysql://<host and port for access DB>/<CMS DB
name></Set>
<Set name="User"><username for access CMS DB></Set>
<Set name="Password"><password for access DB></Set>
</New>
</Arg>
</New>

For PostgreSQL:
<New id="jdbc/knowledge" class="org.eclipse.jetty.plus.jndi.Resource">
<Arg></Arg>
<Arg>jdbc/knowledge</Arg>
<Arg>
<New class="org.postgresql.ds.PGPoolingDataSource">
<Set name="User"><username for access CMS DB></Set>
<Set name="Password"><password for access DB></Set>
<Set name="DatabaseName"><CMS DB name></Set>
<Set name="ServerName"><host for access DB></Set>
<Set name="PortNumber"><post for access DB></Set>
<Set name="DataSourceName">knowledge</Set>
<Set name="InitialConnections">5</Set>
<Set name="MaxConnections">15</Set>
</New>
</Arg>
</New>

6. Configure the Application Options in Knowledge Application Cluster:
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Application Options

Name

Section:cms.cluster

cmsPathStorage

dbDataColumnType

dbldColumnType

dbJndiName

dbSharedEnable

R Nl L e B L

Description

Path for store repository.

Database type for
DATA_COLUMN.

Database type for ID_COLUMN.

Name of JNDI class in Jetty.

Enables cms instances to store
data in shared database.

Value

Default: ./knowledge/store

Valid Values: valid path to folder to
store persistent repository file
Effective: After restart
Use this option for single-node CMS in
case of using persistent repository file
instead of DB.

Default: BINARY

Valid Values: valid type for

DATA_COLUMN, BLOB for My SQL,

BYTEA for PostgreSQL etc
(http://infinispan.org/docs/7.1.x/

user_guide/
user_guide.html#_jdbc_based_cache_loaders)
Effective: After restart

Default: VARCHAR(255)

Valid Values: valid type for ID_COLUMN
(http://infinispan.org/docs/7.1.x/

user_guide/
user_guide.html#_jdbc_based_cache_loaders)
Effective: After restart

Default: java:comp/env/jdbc/
knowledge

Valid Values: String "java:comp/env/
jdbc/knowledge" or "comp/env/jdbc/
knowledge" for running under Jetty8
Effective: After restart

Default: false
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Name Description Value

Valid Values: true, false

Effective: After restart

To enable CMS cluster set this option to
true.

Default: BIGINT

Valid Values: valid type for

. Database type for TIMESTAMP_COLUMN
dbTimestampColumnType TIMESTAMP_COLUMN. Ejt;tetf.é/mgg/lspan.org/docs/7.l.x/
user_guide.html# _jdbc_based cache_loaders)
Effective: After restart

Default: TCP

. ) . Determine the interaction Valid Values:
jgroupsConfiguration between a server. JGROUPS_UPD,JGROUPS_TCP,JGROUPS_EC2,TCP,TCP_NIO, T
Effective: After restart

Default: Genesys Knowledge
Repository
repositoryName JNDI database name. Valid Values: Any string (should not be

changed after database creation)
Effective: After restart

Section:cms.general
Default: None

* Optional i . .
URL to access CMS cluster via ‘g’f'f':czs::e:f;g’ra:fsgpr‘t'-
externalURL Load balance. To work with attached document if the

CMS cluster is configured.

7. A repository in the provided database is created after this configuration is complete and upon start of
the first CMS node. All nodes can then work with this repository as a cluster.

End
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Load-Balancing Configuration

Deploying a Cluster

Whenever you deploy a Knowledge Center Server instance, you must configure a
Knowledge Center Cluster, even if you only plan on having one server.

Knowledge Center Cluster stores all of the settings and data that are shared by each of the
Knowledge Center Server instances that reside within it. This makes it pretty easy to add additional
servers as your knowledge needs grow.

Knowledge Center Cluster also serves as the entry point to all client requests sent to Knowledge
Center Servers. The cluster application in Genesys Administrator needs to be configured to point to
the host and port of the load balancer that will distribute these requests among your Knowledge
Center Servers.

If you only have one server deployed in your cluster, you can configure the cluster
application to point directly to the host and port of that server.

Configuring Your Load-Balancer Solution

Let's take a look at how you might configure your load balancer to distribute requests between
servers. This sample uses an Apache load balancer.

Genesys recommends that you use a round-robin approach to balancing.

If you need more information about load balancing in a Genesys environment, the
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Genesys Web Engagement Load Balancing page provides some useful background
information.

Prerequisites

¢ Several Knowledge Center Servers should be installed. These servers will be used as cluster nodes
(nodel, node2, node3, and so on)

* You must have a Genesys Administrator application of type Application Cluster

* All Knowledge Center Server applications should be connected to the application cluster

Start

1. Install the Apache HTTP Server (http://httpd.apache.org/). The port and host of the installed load
balancer should be used in the Application Cluster application in Genesys Administrator.

2. Enable these modules (in the ./conf/https.conf configuration file):
* LoadModule proxy_module modules/mod_proxy.so
* LoadModule proxy_ajp_module modules/mod _proxy_ajp.so
* LoadModule proxy balancer_module modules/mod_proxy balancer.so
* LoadModule proxy_connect_module modules/mod_proxy_connect.so
* LoadModule proxy_ftp_module modules/mod_proxy ftp.so
* LoadModule proxy http_module modules/mod_proxy http.so

» LoadModule proxy_scgi_module modules/mod_proxy scgi.so

3. Configure your proxy settings (http://httpd.apache.org/docs/2.2/mod/mod_proxy_balancer.html):

# Proxy
# ProxyPass / balancer://''knowledge cluster''/ stickysession=JSESSIONID|jsessionid
nofailover=0ff
ProxyPass / balancer://''knowledge cluster''/
<Proxy balancer://test cluster>
BalancerMember http://host node 1l:port node 1 route=nodel
BalancerMember http://host node 2:port node 1 route=node2
</Proxy>
ProxyRequests 0On
<Proxy *>
AddDefaultCharset off
Order deny,allow
Allow from all
#Allow from .example.com
</Proxy>

4. In each node in your Jetty server configuration, set ./etc/jetty.xml like this:

<Set name="sessionIdManager">
<New id="hashIdMgr" class="org.eclipse.jetty.server.session.HashSessionIdManager">
<Set name="workerName">nodel</Set>
</New>
</Set>
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5. Restart Apache, then restart all of your nodes

6. All requests that are sent to Apache will be distributed to your cluster nodes. The current configuration
supports stickysession mode based on JSESSIONID (http://httpd.apache.org/docs/2.4/mod/
mod_proxy_balancer.html#stickyness_implementation)

End

Here are couple of sample requests:

e Request to a specific node: http://host_node 1:port node 1/gks-sample-ui

* Request to the cluster, which will be distributed to any appropriate node:
http://host _load balacer:port_load balancer/gks-sample-ui
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Knowledge Center Cluster Application Options
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Knowledge Center Cluster Application Configuration Options

Name Description

Section: cms.cluster

cmsPathStorage Path for store repository.

dbDataColumnType Database type for DATA_COLUMN.

dbldColumnType Database type for ID_COLUMN.

dbJndiName Name of JNDI class in Jetty.

Enables cms instances to store data in shared

dbSharedEnable database.

Default: ./knowledge

Valid Values: valid path t
repository file

Effective: After restart
Use this option for single-n
persistent repository file in

Default: BINARY

Valid Values: valid type f
SQL, BYTEA for PostgreSQL
7.1.x/user_guide/
user_guide.html#_jdbc_ba:
Effective: After restart

Default: VARCHAR(2

Valid Values: valid type f
(http://infinispan.org/docs/
user_guide.html#_jdbc_ba:
Effective: After restart

Default: java:comp/e
Valid Values: String "java

"comp/env/jdbc/knowledge
Effective: After restart

Default: false

Valid Values: true, false
Effective: After restart
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Name

dbTimestampColumnType

jgroupsConfiguration

repositoryName

Section: cms.general

externalURL

Section: general

session-ttl

Section: multicast

enabled

Section: general

esReadOnly

Description

Database type for TIMESTAMP_COLUMN.

Determine the interaction between a server.

JNDI database name.

Connection to CMS load balancer.

Specify time that server will store session
information while no activities are taking
place.

Specify whether enabled node should use
multicast or unicast to discover other servers
within the same cluster.

Specifies whether a server should use
multicast or unicast to discover other servers
within the same cluster.

To enable CMS cluster set

Default: BIGINT

Valid Values: valid type f
(http://infinispan.org/docs/
user_guide.html#_jdbc_ba:
Effective: After restart

Default: TCP

Valid Values:
JGROUPS_UPD,JGROUPS_T(
Effective: After restart

Default: Genesys Kn

Valid Values: Any string (
database creation)
Effective: After restart

Default: none

Valid Values: Valid URL

Default: 8h

Valid Values: number + L
units: d (days), m (minutes
Changes Take Effect: Aft

Default: true

Valid Values: true, false
Changes Take Effect: Aft

Genesys Knowledge Cent
configured to use multice
box. Multicast works by s
your local network to dist
Knowledge Center Servel
pings and respond. A clu:
after. This ease of use is
disable it in production of
could accidentally join yo
simply because they rece
ping or are misconfigurec
cluster name.

Default: true

Valid Values: true, false
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Name

sessionTtl

Section: multicast

enabled

Section: reporting

geo

ttl

Section: log

all

Description

Specify time that server will store session
information while no activities are taking
place.

Specify whether enabled node should use
multicast or unicast to discover other servers
within the same cluster.

Determine the precision of the IP geo-location
algorithm.

Specify time that records will be stored in the
history.

Specifies the outputs to which an application
sends all log events. The log output types
must be separated by a comma when more
than one output is configured. For example: all
= stdout, logfile

Default: 8h

Valid Values: number + L
units: d (days), m (minutes
Changes Take Effect: Aft

Default: true

Valid Values: true, false
Changes Take Effect: Aft

Genesys Knowledge Cent
configured to use multice
box. Multicast works by s
your local network to dist
Knowledge Center Servel
pings and respond. A clu:
after. This ease of use is
disable it in production of
could accidentally join yo
simply because they rece
ping or are misconfigurec
cluster name.

Default: CITY

Valid Values: OFF - Disab
COUNTRY - Customer's cot

Default: 14d

Valid Values:number + u
units: d (days), m (minutes
Changes Take Effect: Aft

Default: stdout

Valid Values: (log output

Name

stdout

stderr

network
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Name

standard

Description

Specifies the outputs to which an application
sends the log events of the Standard level. The
log output types must be separated by a
comma when more than one output is
configured. For example: standard = stderr,
network

Name

memory

[filename]

Changes Take Effect: Aft

Default: stdout

Valid Values:

Name

stdout

stderr

network
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Name Description \

Name

memory

[filename]

Changes Take Effect: Im

Default: stdout

Valid Values:
Name

stdout

Specifies the outputs to which an application stderr

sends the log events of the Trace level and

higher (that is, log events of the Standard,

trace Interaction, and Trace levels). The log outputs

must be separated by a comma when more

than one output is configured. For example:

trace = stderr, network. network
memory
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Name Description

Name

[filename]

Changes Take Effect: Im

Default: standard

Valid Values:
Name
all
debug
Determines whether a log output is created. If
it is, specifies the minimum level of log events
verbose generated. The log events levels, starting with trace
the highest priority level, are Standard,
Interaction, Trace, and Debug.
interaction
standard
130
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Name Description \

Name

none

Changes Take Effect: Im

Default: 1000

Valid Values:
Name

false

Specifies whether there is a segmentation limit ~ <number> KB or

for a log file. If there is, sets the mode of <number>
measurement, along with the maximum size. If
segment the current log segment exceeds the size set
by this option, the file is closed and a new one
is created. This option is ignored if log output <number> MB

is not configured to be sent to a log file.

<number> hr

Changes Take Effect: Aft

Default: 3

Valid Values:

Determines whether log files expire. If they do, Sae

sets the measurement for determining when

they expire, along with the maximum number false
of files (segments) or days before the files are
removed. This option is ignored if log output is

not configured to be sent to a log file.

expire

<number> file or
<number>
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Name Description \

Name

<number> day

Changes Take Effect: Aft

If an option's value is not
valid values, it will autonr

Verbosity settings are explicitly applied for the
following loggers:

e Loggers that are not declared explicitly in
the log4j2.xml configuration file.

* Loggers that are specified explicitly in the
log4j2.xml and are specified in the value
for this affectedLoggers option.

For other loggers specified in log4j2.xml, but not
mentioned in the value for this option, the verbosity level
is not re-applied.
Here is a use case for when you might need to set this
option:
Default: None
e Cassandra needs to write error messages

to a log file, and at the same time, whelll EECEs Uins aehnEs

- semicolon (;), specified in t

Genesys components also need to write com.genesyslab.wmchcore

debug messages to the log file. org.elasticsearch, com.gen

com.genesys.knowledge.a,

affectedLoggers To resolve this use case, you would: com.genesys.knowledge.se

com.genesys.elasticsearch

: . . : . com.genesys.elasticsearch
1. Specify the following logger in log4j2.xml.: A g S,

<logger name="org.apache.cassandra" com.genesys.knowledge.a:
level="error" additivity="false"> com.genesys.knowledge.w
Changes Take Effect: Im

2. Do not include org.apache.cassandra in

the value for the affectedLoggers option.

3. The default log4j2.xml file contains the
following logger: <logger name=
"com.genesyslab.platform" level="info"
additivity="false">

4. Include com.genesyslab.platform in the
value for the affectedLoggers option.

5. Set the verbose option to debug.

In the sample above, the value of affectedLoggers
should be com.genesyslab.platform. Error (but not debug
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Name Description \

or info) messages from Cassandra will be available in logs,
and debug messages from com.genesyslab.platform will
be available in logs.

Default: time

Valid Values:

Name
time
Specifies how to represent, in a log file, the
time when an application generates log
time_format records. A log record's time field in the ISO locale
8601 format looks like this:
2001-07-24T04:58:10.123
1SO8601

Changes Take Effect: Im

Default: local

Valid Values:

Name

Specifies the system in which an application

calculates the log record time when local
time_convert generating a log file. The time is converted

from the time in seconds since 00:00:00 UTC,

January 1, 1970.

utc
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Name

Section: security

auth-scheme

user-id

password

Section: internal

Description

Specifies the HTTP authentication scheme
used to secure REST API requests to the
Knowledge Server. With the Basic scheme,
clients must be authenticated with a user ID
and password.

The user identifier (login) used in
authentication for the REST API.

The user password used in authentication for
the REST API.

Changes Take Effect: Im

Default: none

Valid Values: none, basic
Changes Take Effect: Aft
Default: n/a

Valid Values: string
Changes Take Effect: Aft

Default: n/a

Valid Values:string
Changes Take Effect: Aft

Knowledge Center Server uses this section to store internal initialization parameters. Do not attempt to change these options.

Knowledge Center Server Application Options
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Knowledge Center Server Application Configuration Options

Name
Section: archiving

enabled

Description

Specifies whether a node will allow to execute
archiving using its API. Enabling archiving on
the node does not affect other nodes of the
cluster. Archiving is

resource consuming functionality - use it wisely.

Default: true

Valid Values: true, false
Changes Take Effect: Aft
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Name

type

path

Section: security

tls

provider

certificate

certificate-key

Description

Defines format of resulted archive will be
stored in.

Path to the stored archive. The archive will be
stored as

Default: tar

Valid Values: tar, zip, cpi
Changes Take Effect: Aft

Default: none

Valid Values: string

<path>/history_<requested_date_range>.<archianges Take Effect: Aft

Client:

1 - perform TLS handshake immediately after connecting
to server. 0 - do not turn on TLS immediately but
autodetect can still work.

Explicit selection of security provider to be
used. For example, MSCAPI and PKCS11
providers can contain all other parameters in
their internal database. This parameter allow
configuration of TLS through security provider
tools.

Specifies location of X.509 certificate to be
used by application.

MSCAPI provider keeps certificates in internal database

and can identify them by hash code; so called thumbprint.

In Java, PKCS#11 provider does not allow selection of the
certificate; it must be configured using provider tools.

Note: When using autodetect (upgrade) TLS connection,
this option MUST be specified in application configuration,
otherwise Configuration Server would return empty TLS
parameters even if other options are set.

Specifies location of PKCS#8 private key to be
used in pair with the certificate by application.

MSCAPI provider keeps private keys paired with
certificates in internal database. In Java, PKCS#11
provider does not allow selection of the private key; it
must be configured using provider tools.

Boolean value.

Possible values are "1"/"0"
"true"/"false".

Example:

. tls=1"

"PEM", "MSCAPI", "PK

Not case-sensitive.

Example:

e "provider=MSCAP]

PEM provider: path to
PEM format. Path can
backward slash chara

MSCAPI provider: thumbpri
hexadecimal SHA-1 hash ¢
Whitespace characters are
string. PKCS11 provider: th

Examples:

e "certificate= C:\ce
cert-3-cert.pem"

e "certificate=A4 7E
15 BE 89 FD 46 F(

PEM provider: path tc
file without password
Path can use both for
characters.

e MSCAPI provider: f
key is taken from
"certificate" field.

e PKCS11 provider: |

Examples:

o "certificate-key= (
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Name

trusted-ca

tls-mutual

tls-crl

tls-target-name-check

cipher-list

fips140-enabled

Description

Specifies location of a X.509 certificate to be
used by application to validate remote party
certificates. The certificate is designated as
Trusted Certification Authority certificate and
application will only trust remote party
certificates signed with the CA certificate.

MSCAPI provider keeps CA certificates in internal database
and can identify them by hash code; so called thumbprint.
In Java, PKCS#11 provider does not allow selection of the
CA certificate; it must be configured using provider tools.

Has meaning only for server application. Client
applications ignore this value. When turned on,
server will require connecting clients to
present their certificates and validate the
certificates the same way as client
applications do.

Applications will use CRL during certificate
validation process to check if the (seemingly
valid) certificate was revoked by CA. This
option is useful to stop usage of leaked
certificates by unauthorized parties.

When set to "host", enables matching of
certificate’s Alternative Subject Name or
Subject fields against expected host name.
PSDK supports DNS names and IP addresses
as expected host names.

Used to calculate enabled cipher suites. Only
ciphers present in both the cipher suites
supported by security provider and the cipher-
list parameter will be valid.

PSDK Java: when set to true, effectively is the
same as setting "provider=PKCS11" since only
PKCS11 provider can support FIPS-140. If set to
true while using other provider type, PSDK will
throw exception.

cert-3-key.pem"

PEM provider: path to
PEM format. Path can
backward slash chars
MSCAPI provider: thumbpri
hexadecimal SHA-1 hash ¢
Whitespace characters are
string. PKCS11 provider: th

Examples:

e "trusted-ca= C:\ce

e "trusted-ca=A4 7E
15 BE 89 FD 46 F(

Boolean value.

Possible values are "1"/"0"
"true"/"false".

Example:

e "tls-mutual=1"

All providers: path to
List file in PEM format
forward and backwar

Example:

e "tls-crl= C:\certs\c

"host" or none. Not c:

Example:

» "tls-target-name-c

String consisting of sj
suit names. Informati
be found online.

Example:

e '"cipher-list=
TLS_ECDHE_RSA_
TLS ECDHE_RSA
TLS ECDH_RSA W

Boolean value.

Possible values are "1"/"0"
"true"/"false".
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Name

sec-protocol

Section: log

all

Description

Starting with PSDK release 8.5.1, an
application can specify the exact protocol to
send and accept secure connection requests
on one or more of its connections.

Specifies the outputs to which an application
sends all log events. The log output types
must be separated by a comma when more
than one output is configured. For example: all
= stdout, logfile

Example:
* "fips140-enabled=
String value.

Possible values are "SSLv2
"TLSv12".

Example:

* '"sec-protocol=TLS

Default: stdout

Valid Values: (log output

Name

stdout

stderr

network

memory
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Name Description \

Name

[filename]

Changes Take Effect: Aft

Default: stdout

Valid Values:
Name
stdout
stderr
Specifies the outputs to which an application network
sends the log events of the Standard level. The
standard log output types must be separated _by a
comma when more than one output is
configured. For example: standard = stderr,
network
memory
[filename]
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Name Description \

Changes Take Effect: Im

Default: stdout

Valid Values:
Name

stdout
stderr
network

Specifies the outputs to which an application

sends the log events of the Trace level and

higher (that is, log events of the Standard,

trace Interaction, and Trace levels). The log outputs

must be separated by a comma when more

than one output is configured. For example:

trace = stderr, network.
memory
[filename]

Changes Take Effect: Im

Default: standard

Valid Values:
Determines whether a log output is created. If
it is, specifies the minimum level of log events Name
verbose generated. The log events levels, starting with
the highest priority level, are Standard,
Interaction, Trace, and Debug. all
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Name

segment

Description

Specifies whether there is a segmentation limit
for a log file. If there is, sets the mode of
measurement, along with the maximum size. If
the current log segment exceeds the size set
by this option, the file is closed and a new one
is created. This option is ignored if log output
is not configured to be sent to a log file.

Name

debug

trace

interaction

standard

none

Changes Take Effect: Im

Default: 1000

Valid Values:
Name
false

<number> KB or
<number>
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Name Description \

Name

<number> MB

<number> hr

Changes Take Effect: Aft

Default: 3

Valid Values:

Name

false

<number> file or
Determines whether log files expire. If they do, <number>
sets the measurement for determining when
they expire, along with the maximum number

expire of files (segments) or days before the files are
removed. This option is ignored if log output is
not configured to be sent to a log file. <number> day
Changes Take Effect: Aft
If an option's value is not
valid values, it will autorr
Verbosity settings are explicitly applied for the
following loggers:
Default: None
e Loggers that are not declared explicitly in .
. . . . Valid Values: The names
affectedLoggers the /og4j2.xml configuration file. semicolon (;), specified in t

o . . com.genesyslab.webme.cc
* Loggers that are specified explicitly in the Changges -f-;ke E"fvfect: im

log4j2.xml and are specified in the value
for this affectedLoggers option.
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Name

Description

For other loggers specified in log4j2.xml, but not
mentioned in the value for this option, the verbosity level
is not re-applied.

Here is a use case for when you might need to set this
option:

e Cassandra needs to write error messages
to a log file, and at the same time,
Genesys components also need to write
debug messages to the log file.

To resolve this use case, you would:

1. Specify the following logger in log4j2.xml:
<logger name="org.apache.cassandra"
level="error" additivity="false">

2. Do not include org.apache.cassandra in
the value for the affectedLoggers option.

3. The default log4j2.xml file contains the
following logger: <logger name=
"com.genesyslab.platform" level="info"
additivity="false">

4. Include com.genesyslab.platform in the
value for the affectedLoggers option.

5. Set the verbose option to debug.

In the sample above, the value of affectedLoggers
should be com.genesyslab.platform. Error (but not debug
or info) messages from Cassandra will be available in logs,
and debug messages from com.genesyslab.platform will
be available in logs.

Default: time

Valid Values:
Name
time
Specifies how to represent, in a log file, the
time when an application generates log
time_format records. A log record's time field in the ISO
8601 format looks like this:
2001-07-24T04:58:10.123 locale
1SO8601
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Name Description \

Name

Changes Take Effect: Im

Default: local

Valid Values:

Name

Specifies the system in which an application local
calculates the log record time when
time_convert generating a log file. The time is converted
from the time in seconds since 00:00:00 UTC,
January 1, 1970.
utc

Changes Take Effect: Im

Knowledge Center CMS Application Options
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Knowledge Center CMS Application Options

Name Description
Section: log
all Specifies the outputs to which an application Default: stdout

Genesys Knowledge Center Deployment Guide 143



Configuration Options Authentication

Name Description \

Valid Values: (log output

Name
stdout
stderr
network
sends all log events. The log output types
must be separated by a comma when more
than one output is configured. For example: all
= stdout, lodfile
memory
[filename]

Changes Take Effect: Aft
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Name Description \
Default: stdout

Valid Values:

Name
stdout
stderr
network
Specifies the outputs to which an application
sends the log events of the Standard level. The
log output types must be separated by a
standard comma when more than one output is
configured. For example: standard = stderr,
network
memory
[filename]
Changes Take Effect: Im
Default: stdout
Valid Values:
Specifies the outputs to which an application Name

sends the log events of the Trace level and
higher (that is, log events of the Standard,

trace Interaction, and Trace levels). The log outputs stdout
must be separated by a comma when more
than one output is configured. For example:
trace = stderr, network. stderr
network
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Name Description

Name

memory

[filename]

Changes Take Effect: Im

Default: standard

Valid Values:
Name
all
Determines whether a log output is created. If
it is, specifies the minimum level of log events
verbose generated. The log events levels, starting with debug
the highest priority level, are Standard,
Interaction, Trace, and Debug.
trace
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Name Description \

Name

interaction

standard

none

Changes Take Effect: Im

Default: 1000

Valid Values:
Name

false

Specifies whether there is a segmentation limit ~ <humber> KB or

for a log file. If there is, sets the mode of <number>
measurement, along with the maximum size. If
segment the current log segment exceeds the size set
by this option, the file is closed and a new one
is created. This option is ignored if log output <number> MB

is not configured to be sent to a log file.

<number> hr

Changes Take Effect: Aft

Determines whether log files expire. If they do,

expire sets the measurement for determining when

Default: 3
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Name

affectedLoggers

Description \

Valid Values:

Name

false

<number> file or
<number>

they expire, along with the maximum number
of files (segments) or days before the files are
removed. This option is ignored if log output is
not configured to be sent to a log file.
<number> day

Changes Take Effect: Aft

If an option's value is not
valid values, it will autonr

Verbosity settings are explicitly applied for the
following loggers:

* Loggers that are not declared explicitly in
the log4j2.xml configuration file.

e Loggers that are specified explicitly in the
log4j2.xml and are specified in the value
for this affectedLoggers option.

For other loggers specified in log4j2.xml, but not
mentioned in the value for this option, the verbosity level

is not re-applied. Default: None
Here is a use case for when you might need to set this
option: Valid Values: The names
semicolon (;), specified in t
« Cassandra needs to write error messages com.genesyslab.webme.cc

to a log file, and at the same time, Changes Take Effect: Im

Genesys components also need to write
debug messages to the log file.

To resolve this use case, you would:

1. Specify the following logger in log4j2.xml:
<logger name="org.apache.cassandra"
level="error" additivity="false">

2. Do not include org.apache.cassandra in
the value for the affectedLoggers option.
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Name Description \

3. The default log4j2.xml file contains the
following logger: <logger name=
"com.genesyslab.platform" level="info"
additivity="false">

4. Include com.genesyslab.platform in the
value for the affectedLoggers option.

5. Set the verbose option to debug.

In the sample above, the value of affectedLoggers
should be com.genesyslab.platform. Error (but not debug
or info) messages from Cassandra will be available in logs,

and debug messages from com.genesyslab.platform will
be available in logs.

Default: time

Valid Values:

Name

time

Specifies how to represent, in a log file, the

time when an application generates log

time_format records. A log record's time field in the ISO locale

8601 format looks like this:

2001-07-24T04:58:10.123
1SO8601

Changes Take Effect: Im

Default: local

Valid Values:
Specifies the system in which an application Name
calculates the log record time when
time_convert generating a log file. The time is converted
from the time in seconds since 00:00:00 UTC,
January 1, 1970. local
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Name

Section: security

tls

provider

certificate

certificate-key

Description

Client:

1 - perform TLS handshake immediately after connecting
to server. 0 - do not turn on TLS immediately but
autodetect can still work.

Explicit selection of security provider to be
used. For example, MSCAPI and PKCS11
providers can contain all other parameters in
their internal database. This parameter allow
configuration of TLS through security provider
tools.

Specifies location of X.509 certificate to be
used by application.

MSCAPI provider keeps certificates in internal database

and can identify them by hash code; so called thumbprint.

In Java, PKCS#11 provider does not allow selection of the
certificate; it must be configured using provider tools.

Note: When using autodetect (upgrade) TLS connection,
this option MUST be specified in application configuration,
otherwise Configuration Server would return empty TLS
parameters even if other options are set.

Specifies location of PKCS#8 private key to be
used in pair with the certificate by application.

MSCAPI provider keeps private keys paired with
certificates in internal database. In Java, PKCS#11
provider does not allow selection of the private key; it

Name

utc

Changes Take Effect: Im

Boolean value.

Possible values are "1"/"0"
"true"/"false".

Example:

. tls=1"

"PEM", "MSCAPI", "PK
Not case-sensitive.

Example:

e "provider=MSCAP!

PEM provider: path to
PEM format. Path can
backward slash chara

MSCAPI provider: thumbpri
hexadecimal SHA-1 hash ¢
Whitespace characters are
string. PKCS11 provider: th

Examples:

e "certificate= C:\ce
cert-3-cert.pem"

e "certificate=A4 7E
15 BE 89 FD 46 F(

PEM provider: path to
file without password
Path can use both for
characters.
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Name

trusted-ca

tls-mutual

tls-crl

tls-target-name-check

cipher-list

Description

must be configured using provider tools.

Specifies location of a X.509 certificate to be
used by application to validate remote party
certificates. The certificate is designated as
Trusted Certification Authority certificate and
application will only trust remote party
certificates signed with the CA certificate.

MSCAPI provider keeps CA certificates in internal database
and can identify them by hash code; so called thumbprint.
In Java, PKCS#11 provider does not allow selection of the
CA certificate; it must be configured using provider tools.

Has meaning only for server application. Client
applications ignore this value. When turned on,
server will require connecting clients to
present their certificates and validate the
certificates the same way as client
applications do.

Applications will use CRL during certificate
validation process to check if the (seemingly
valid) certificate was revoked by CA. This
option is useful to stop usage of leaked
certificates by unauthorized parties.

When set to "host", enables matching of
certificate’s Alternative Subject Name or
Subject fields against expected host name.
PSDK supports DNS names and IP addresses
as expected host names.

Used to calculate enabled cipher suites. Only
ciphers present in both the cipher suites
supported by security provider and the cipher-
list parameter will be valid.

e MSCAPI provider: t
key is taken from
"certificate" field.

e PKCS11 provider: 1

Examples:

e '"certificate-key= (
cert-3-key.pem"

PEM provider: path to
PEM format. Path can
backward slash chara
MSCAPI provider: thumbpri
hexadecimal SHA-1 hash ¢
Whitespace characters are
string. PKCS11 provider: th

Examples:

e "trusted-ca= C:\ce

e "trusted-ca=A4 7E
15 BE 89 FD 46 F(

Boolean value.

Possible values are "1"/"0"
"true"/"false".

Example:

e "tls-mutual=1"

All providers: path to
List file in PEM format
forward and backwar

Example:

e "tls-crl= C:\certs\c

"host" or none. Not c:

Example:

* "tls-target-name-c

String consisting of sj
suit names. Informati
be found online.

Example:

e "cipher-list=
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Name

fips140-enabled

sec-protocol

Description

PSDK Java: when set to true, effectively is the
same as setting "provider=PKCS11" since only
PKCS11 provider can support FIPS-140. If set to
true while using other provider type, PSDK will
throw exception.

Starting with PSDK release 8.5.1, an
application can specify the exact protocol to
send and accept secure connection requests
on one or more of its connections.

TLS ECDHE_RSA_

TLS ECDHE_RSA

TLS ECDH_RSA W
Boolean value.

Possible values are "1"/"0"
"true"/"false".

Example:

* "fips140-enabled=

String value.

Possible values are "SSLv2
"TLSv12".

Example:

* "sec-protocol=TLS

Genesys Knowledge Center Deployment Guide

152



Sizing Authentication

Sizing

The exact deployment architecture and solution size will vary depending on your
hardware and your ability to fine-tune the deployed system to get the best
performance on your equipment and with your particular user load. However, the
following estimates may give you some basic ideas on how to size your deployment.

Hardware Sizing Information
Genesys Knowledge Center Server

Minimal

Recommended
CPU Multicore (8+)
RAM 8GB 16GB
100GB or more, depending on
Disk Space

the number of knowledge bases
and the depth of the history

Genesys Knowledge Center CMS

Minimal

Recommended
CPU Multicore (8+)
RAM 8GB 16GB
10GB or more, depending on
Disk Space

the number of knowledge bases

Recommended Software Configuration

¢ OS version—Linux 6 x64 or higher, Windows Server 2008R2 x64 or higher

e Java version—Java version 1.7 or higher, 64-Bit Server VM

Java Options

Genesys Knowledge Center
Server (without archiving) O Ui

Initial heap size (Xms) Maximum heap size (Xmx)

Genesys Knowledge Center Deployment Guide 153



Sizing Authentication

Java Options Initial heap size (Xms) Maximum heap size (Xmx)
Genesys Knowledge Center
Server (with archiving) 4096m 8192m
gslgesys Knowledge Center 1024m 1024m

XMS and Xms parameters used by Knowledge Center Server and Knowledge Center CMS are changed
in the setenv.bat or setenv.sh files.

It is strongly advised to not set the Xmx larger than 32Gb.

In most cases it is recommended to plan your deployment with 50% of your memory
allocated to the running application. The remaining 50% is used for the OS filesystem
cache allowing for different software (including Genesys Knowledge Center) to work
faster and minimizing disk operations.
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