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Welcome to the Developer's Guide!

Welcome to the Developer's Guide!

This guide offers a collection of articles that will help you get started with Platform SDK development.

For detailed information about the Platform SDKs, please refer to the Platform SDK APl Reference for

your specific release.

Getting Started

Learn about the Platform SDK
architecture and how to begin creating
your own custom applications.

Introducing the Platform SDK
Architecture and Design

Event Handling

Working Directly with Genesys Servers

Understand how Platform SDK allows your
application to interact directly with the
desired Genesys Server.

Connecting to a Server
Telephony (T-Server)

More...

(V]

Using Application Blocks to Aid
Development

Find out about the architecture of
Genesys Co-browse.

Application Template Application Block
Warm Standby Application Block
Configuration Object Model Application

Commonly Used Features

These features are not specific to a
Genesys server, and can be used in most
applications.

Channel Encoding for String Values
Logging Configuration

Secure Connections Using TLS

Rlack

Additional Resources

Additional articles to support Platform
SDK developers.

More...
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Migration Overview
Legacy Support
Platform SDK API Reference
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Introductory Topics

Introductory Topics

The following articles give information about common Platform SDK functionality and protocol usage
that all developers should be aware of:

* Introducing the Platform SDK

* Architecture of the Platform SDK

e Connecting to a Server

¢ Configure Platform SDK Channel Encoding for String Values

¢ Using the Warm Standby Application Block

* Using the Application Template Application Block

¢ Using the Cluster Protocol Application Block

e Event Handling

» Setting Up Logging in Platform SDK

e Additional Logging Features (only applicable for Java)
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Introductory Topics Introducing the Platform SDK

Introducing the Platform SDK

The Platform SDK exposes the protocols of Genesys servers as an API. This means you can write .NET
and Java applications that communicate with these servers in their native protocols.

You can use the Platform SDK to do two main things:

e Establish and maintain a connection to each Genesys server used by your application

¢ Send and receive messages to and from each of these Genesys servers

In addition to enabling these two basic functions, the Platform SDK ships with application blocks,
which have been built on top of the Platform SDK in order to provide simple yet high-performance
ways to do things like configuring warm standby settings for your connections and working with
configuration objects.

The following image shows the relationship between the Platform SDK protocol objects and the
servers each of them connects with.

P ratocol
TServerPraocol StatServerProtocal e TeServerP rotocol
Iy [} Iy
TLIB STATUB LB
== TCP R —
L] L h |
T-Server Stat Server s T Server

Each protocol object subclasses ClientChannel, which in turn subclasses DuplexChannel and
implements the Protocol interface. This means they all share a common interface to the Genesys
servers. The protocol objects communicate with the corresponding Genesys servers over a TCP
connection, with each one using the native protocol of the server it connects with. For example, the
TServerProtocol object communicates over TCP with a T-Server, using the TLIB protocol that is
native to the T-Server.

As mentioned above, the Platform SDK also includes reusable production-quality application blocks
that can be dropped into your code to provide simple yet high-performance ways to carry out
important functions that are commonly needed by applications that communicate with Genesys
servers.

As shown below, there are two main types of application blocks: generic and specific.
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Generic application blocks provide functionality that is useful for a broad range of applications, such
as configuring connection and warm standby settings. These application blocks are recommended for
use in most development. Specific application blocks are only beneficial for certain types of
applications. For example, the Configuration Object Model application block makes it easy to work
with objects in the Genesys Configuration Layer and is only required when you are writing an
application that requires this functionality.

Finally, the Platform SDK includes additional components designed to make development of custom
applications easier. These components offer support for useful features such as customized logging
or switch abstraction.

The Protocols

The Platform SDK is divided into separate “protocols.” Each component works with one or more of
Genesys servers.

The following table shows the servers each of the Platform SDK protocols connects with, and gives
the names of the native protocols that are used to communicate with each server.

Platform SDK Protocol Name Genesys Servers Native Protocols
Configuration Platform SDK Configuration Server CFGLIB
Contacts Platform SDK Universal Contact Server UCS Protocol

* Message Server e GMESSAGELIB

Management Platform SDK
e Solution Control Server e SCSLIB
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Platform SDK Protocol Name Genesys Servers Native Protocols
e Local Control Agent e LCALIB
Open Media Platform SDK Interaction Server ITX, ESP

¢ CMLIB
Outbound Contact Platform SDK Outbound Contact Server

e OCS-Desktop Protocol

) e Custom Server e Custom Server Protocol
Routing Platform SDK
e Universal Routing Server e Routing Server Protocol
Statistics Platform SDK Stat Server STATLIB
e TLIB
Voice Platform SDK T-Servers

¢ Preview Interaction Protocol

* MCR Chat Lib

* MCR E-Mail Lib

* MCR Callback Lib
e ESP E-Mail Lib

e Chat Server
Web Media Platform SDK e E-Mail Server Java

e Callback Server

Configuration Platform SDK

The Configuration Platform SDK enables you to build applications that use the services of the
Genesys Configuration Server. This allows these applications to either query on objects in the
Configuration Layer of your Genesys environment or to add, modify, and delete information about
those objects, while taking advantage of an environment in which Configuration Server carries out
several important administrative functions.

Contacts Platform SDK

The Contacts Platform SDK allows you to build applications that view, or interact with, the contact
information for your contact center. This SDK accesses information directly from Universal Contact
Server, allowing you to design applications that access contact information when dealing with
multimedia interactions such as chat or e-mail, for example.

Management Platform SDK

The Management Platform SDK enables you to write applications that interact with Message Server,
Solution Control Server, and Local Control Agents.

Open Media Platform SDK

With the Open Media Platform SDK, you can build client applications that feed open media
interactions into your Genesys environment, or applications that act as custom media servers to

Platform SDK Developer's Guide 9
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perform external service processing (ESP) on interactions that have already entered it.
Outbound Contact Platform SDK

The Outbound Contact Platform SDK can be used to build applications that allow you to manage
outbound campaigns.

Routing Platform SDK

The Routing Platform SDK allows you to write Java and .NET applications that combine logic from your
custom application with the router-based logic of URS, in order to solve many common interaction-
related tasks.

Statistics Platform SDK

With the Statistics Platform SDK, you can build applications that use the services of Stat Server in
order to solicit and monitor statistics from your Genesys environment.

Stat Server tracks information about customer interaction networks (contact center, enterprise-wide,
or multi-enterprise telephony and computer networks). It also converts the data accumulated for
directory numbers (DNs), agents, agent groups, and non-telephony-specific object types, such as e-
mail and chat sessions, into statistically useful information.

Voice Platform SDK

The Voice Platform SDK enables you to design applications that monitor and handle voice interactions
from a traditional or IP-based telephony device.

Web Media Platform SDK

The Web Media Platform SDK can be used to build applications that interact with Chat Server, E-Mail
Server Java, and Callback Server through a web server interface.

The Application Blocks

These application blocks are reusable production-quality components, designed using
industry best practices and provided with source code so they can be used "as is,"
extended, or tailored as necessary.

Please see the License Agreement for details.

Genesys application blocks are reusable production-quality components that provide specific
functionality needed by a broad range of Genesys customers. They have been designed using
industry best practices and provided with source code so they can be used “as is”, extended, or
tailored if you need to. Please see the License Agreement for details.

Application Template Application Block

Platform SDK Developer's Guide 10



Introductory Topics Introducing the Platform SDK

The Application Template Application Block provides a way to read configuration options for
applications in Genesys Administrator and to configure Platform SDK protocols. It also allows standard
connection settings (including ADDP or TLS details) to be retrieved from Configuration Server, and
helps with common features like setting up WarmStandby or assigning message filters.

Configuration Object Model Application Block

The Configuration Object Model (COM) Application Block provides a consistent and intuitive object
model for applications that need to work with Configuration Server objects. Use the COM Application
Block when you need to create, update, or delete Configuration Layer Objects.

Warm Standby Application Block

You can use the Warm Standby Application Block to switch to a backup server in case your primary
server fails, in cases where you do not need to guarantee the integrity of existing interactions.

Deprecated Content

The application blocks listed in this section are considered legacy products. Documentation is still
provided for backwards compatibility, but new development should not use these application blocks.

Message Broker Application Block (deprecated)

The Message Broker Application Block makes it easy for your applications to handle events in an
efficient way.

Deprecated with release 8.1.1. If you have existing applications that use the Message Broker
Application Block, refer to the migration article for details on how to update your code. New
applications should use the improved message handling capability now included in Platform SDK
instead.

Protocol Manager Application Block (deprecated)

The Protocol Manager Application Block allows for simplified communication with more than one
server. It takes care of opening and closing connections to many different servers, as well as handling
the reconfiguration of high availability connections.

Deprecated with release 8.1.1. If you have existing applications that use the Protocol Manager

Application Block, refer to the migration article for details on how to update your code. New
applications should use the improved ability of Platform SDK to connect to servers instead.

The Components

Additional components are included to provide useful functionality for creating custom applications
with the Platform SDK, even if that doesn't necessarily involve communicating with Genesys servers.

Platform SDK Log Library

The Platform SDK Log Library presents an easy-to-use API for logging messages in custom-built
applications.
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Architecture of the Platform SDK

The Platform SDKs enable you to write client or server applications that use messages to
communicate with Genesys servers.

Each SDK has one or more Protocol objects that you can use in your client applications to establish
communication with the appropriate server. These objects use the native protocols of the Genesys
servers they are designed to work with.

From a conceptual standpoint, your application's Protocol object, will be communicating directly
with the appropriate server using the server's protocol running on TCP/IP, as shown below.

Client Application
Genasys
Server Protocol!
GenasysSarver- TCPAP
Pratocal Genesys Server

Once you have opened a connection to the server, you are ready to send and receive messages. The
Platform SDK supports two message exchange patterns. In some cases, you will need to follow the
Request/Response pattern. That is, you will send a message and wait for a response, as shown below.

Client Server

Request

|

|

|

| Respanse
e

<
|

At other times, following the Unsolicited Event pattern, you simply need to wait for unsolicited
messages of a certain type.

Client Server

Event

=
|
|
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The messages you send will be in the form of Request classes, such as RequestAgentLogin or
RequestAnswerCall. The messages you receive, whether solicited or not, will be in the form of Event
classes, such as EventAck or EventDialing.

As you can see, the architecture of the Platform SDKSs is fairly simple — but you can use it to do some
powerful things.
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Connecting to a Server

Java

The applications you write with the Platform SDK need to communicate with one or more Genesys
servers, so the first thing you need to do is create connections with these servers. You will have to
reference libraries and add import statements to your project for each specific protocol you are
working with. These steps are not explicitly described here because the files and packages required
will vary depending on which protocols you plan to use.

Starting with release 8.1.1, the Platform SDK uses Netty by default for the
implementation of its transport layer. Therefore, your project will need to reference
Netty as well.

Once you have connected to a server, you use that connection to exchange messages with the
server. For details about sending and recieving messages to and from a server, refer to the event
handling article.

Creating a Protocol Object

To connect to a Genesys server, you create an instance of the associated protocol class. As an
example, this article will describe a conntection to a Genesys T-Server using the TServerProtocol
class. (For different applications, please use this APl Reference to check protocol details for the
specific server that you wish to connect to.)

In order to create a protocol object, you will first need to create an Endpoint object which acts as a
container for generic connection parameters. An Endpoint object contains, at a minimum, a server
name, the host name where the server is running, and the port on which the server is listening. The
server name will appear in logs but does not affect protocol behavior; it may be any name that is
significant to you.

Endpoint tserverEndpoint = new Endpoint("T-Server", TSERVER HOST, TSERVER PORT);
TServerProtocol tserverProtocol = new TServerProtocol(tserverEndpoint);

After creating your protocol object, you need to specify some connection parameters that are specific
to that protocol. These parameters will differ depending on which server you are connecting to.
Please check to the sections specific to the server that you wish to connect to for more information.

Once configuration is complete, you can open the connection to your server.
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Working with a Connection Synchronously

The easiest way to open a connection to your server is to do it synchronously, which means that the
method will block any additional processing until the server connection has either opened
successfully or failed definitively. This is commonly used for non-interactive, batch applications. In
this case, you can add code for using the protocol directly after opening. In the case of failure, the
open method will throw an exception that should be caught and handled.

tserverProtocol.open();
// You can start sending requests here.

When you have finished communicating with your servers, you can close the connection. Similar to
how a connection is opened, you close a synchronous connection by using the following method:

// Synchronous
tserverProtocol.close();

Working with a Connection Asynchronously

You may prefer to open a connection using asynchronous (non-blocking) methods. This is usually
preferred for user-interactive applications, in order to avoid blocking the GUI thread so that the
application does not appear "frozen" to the user.

When using the asynchronous connections, make sure that your code waits for the
Opened event to fire before attempting to send or receive messages. Otherwise you
might be trying to use a connection that is not yet open.

There are two types of asynchronous open/close protocol operations available in Java:

1. Completion handler based asynchronous operations

2. Future based asynchronous operations

Completion Handler Based Asynchronous Operations

Instead of using a normal open or close method, you instead use the following ClientChannel API
methods:
e public <A> void openAsync(CompletionHandler<EventObject, A> handler, A attachment);

e public <A> void openAsync(long timeout, CompletionHandler<EventObject, A> handler, A
attachment);

e public <A> void closeAsync(final CompletionHandler<ChannelClosedEvent, A> handler,
final A attachment);

e public <A> void closeAsync(long timeout, final CompletionHandler<ChannelClosedEvent, A>
handler, final A attachment);

These methods allow you to conveniently specify timeout values, register an internal channel
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listener, and start the beginOpen or beginClose (as appropriate) operation. If the operation is

completed (with or without errors) before the timeout occurs, then the timeout is canceled; otherwise

the operation is assumed to have failed. In either case, the internal channel handler is unregistered

and the handler notified of the results.

Example

CompletionHandler<EventObject, Object> openHandler = new CompletionHandler<EventObject,
Object>() {
@Override
public void completed(EventObject result, MyContext context) {
ChannelOpenedEvent event = (ChannelOpenedEvent)result;
UniversalContactServerProtocol ucs =
(UniversalContactServerProtocol)event.getSource();

// TODO: do not lock current thread. Schedule some work asynchronously.
context.executor.execute( new OpenCompletedTask(context, ucs) );

}

@Override

public void failed(Throwable exc, MyContext context) {
// TODO: do not lock current thread. Schedule some work asynchronously.
context.executor.execute( new OpenFailedTask(context) );

};

CompletionHandler<ChannelClosedEvent, Object> closeHandler = new
CompletionHandler<ChannelClosedEvent, Object>() {
@Override
public void completed(ChannelClosedEvent event , MyContext context) {
UniversalContactServerProtocol ucs =
(UniversalContactServerProtocol)event.getSource();

// TODO: do not lock current thread. Schedule some work asynchronously.
context.executor.execute( new CloseCompletedTask(context, ucs) );

}

@Override

public void failed(Throwable exc, MyContext context) {
// TODO: do not lock current thread. Schedule some work asynchronously.
context.executor.execute( new CloseFailedTask(context) );

};

UniversalContactServerProtocol ucs = new UniversalContactServerProtocol();
ucs.setEndpoint( new Endpoint(HOST, PORT) );

MyContext context = new MyContext();

ucs.openAsync (15000, openHandler, context);
// ... in some other place

ucs.closeAsync (15000, closeHandler, context);
Future Based Asynchronous Operations

An alternative way to use asynchronous operations is to use the following Future-based
ClientChannel APl methods:

Platform SDK Developer's Guide
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e public Future<ChannelOpenedEvent> openAsync();

e public Future<ChannelOpenedEvent> openAsync(Long timeout);

e public Future<ChannelClosedEvent> closeAsync();

Example

UniversalContactServerProtocol ucsl = new UniversalContactServerProtocol(new Endpoint(HOST1,

PORT1));

UniversalContactServerProtocol ucs2 = new UniversalContactServerProtocol(new Endpoint(HOST2,

PORT2));

Future<ChannelOpenedEvent> fOpenl
Future<ChannelOpenedEvent> fOpen2

ucsl.openAsync(15000L);
ucs2.openAsync(15000L) ;

// TODO : do something

while (!(fOpenl.isDone() && fOpen2.isDone()) ) {
// TODO : do something
Thread.yield();

try {
ChannelOpenedEvent evl
ChannelOpenedEvent ev2

fOpenl.get();
fOpen2.get();

// TODO : something here with the opened protocols
catch(ExecutionException | InterruptedException ex) {

// do something

// ... in some other place
Future<ChannelClosedEvent> fClosel
Future<ChannelClosedEvent> fClose2

ucsl.closeAsync();
ucs2.closeAsync();

// TODO : do something

while (!(fClosel .isDone() && fClose2 .isDone()) ) {
// TODO : do something

Thread.yield();

}

try {
ChannelClosedEvent evl = fClosel.get();
ChannelClosedEvent ev2 = fClose2.get();
// TODO : something here

catch(ExecutionException | InterruptedException ex) {
// do something
}

Configuring ADDP

The Advanced Disconnection Detection Protocol (ADDP) is a Genesys proprietary add-on to the TCP/IP

Platform SDK Developer's Guide
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stack. It implements a periodic poll when no actual activity occurs over a given connection. If a
configurable timeout expires without a response from the opposite process, the connection is
considered lost.

ADDP is enabled as part of the configuration process for a particular protocol connection instance,
and can either be initialized before the connection is open or reconfigured on already opened
connection.

Tip

Changing the configuration immediately after a connection is opened, or from the
channel event handlers, is not recommended. Some connection configuration options
(including ADDP) can be changed on the fly, however the channel configuration is not
expected to change often or quickly - options are not treated as if they are dynamic
values.

To enable ADDP, use the configuration options of your Endpoint object. Set the UseAddp property to
true and configure the rest of the properties based on your desired performance.

Platform SDK connections have the following ADDP configuration options available:

e protocol - set the option value to addp to enable ADDP;
e addp timeout - specifies how often the client will send ADDP ping requests and wait for responses;

e addp remote timeout - specifies how often the server will send ADDP ping requests and wait for
responses;

e addp tracing enable - used to enable logging of ADDP activities on both the client and server; can be
set to "none", "local", "remote", "full" (or "both").

Here is an initialization code sample:

PropertyConfiguration tserverConfig = new PropertyConfiguration();
tserverConfig.setUseAddp(true);
tserverConfig.setAddpServerTimeout(10);
tserverConfig.setAddpClientTimeout(10);
tserverConfig.setAddpTraceMode (AddpTraceMode.Both);

Endpoint tserverEndpoint = new Endpoint("T-Server", TSERVER HOST, TSERVER PORT,
tserverConfig);
TServerProtocol tserverProtocol = new TServerProtocol(tserverEndpoint);

or

tserverConfig.setOption
tserverConfig.setOption
tserverConfig.setOption
tserverConfig.setOption

AddpInterceptor.PROTOCOL NAME KEY, AddpInterceptor.NAME);
AddpInterceptor.TIMEOUT KEY, "10");
AddpInterceptor.REMOTE TIMEOUT KEY, "11.5");
AddpInterceptor.TRACE KEY, "full");

—_— e~ —~ —~

Note that timeout values are stored as strings and parsed as float values. So, it is ok to have:

tserverConfig.setOption(AddpInterceptor.TIMEOUT KEY, "10");
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tserverConfig.setInteger(AddpInterceptor.TIMEOUT KEY, 10); // its the same value
tserverConfig.setOption(AddpInterceptor.TIMEOUT KEY, "11.5"); // = is treated as 11500 ms

Tip
The minimum allowed value for ADDP timeouts is 1 (one second). If a timeout value is
set to any value lower than 1, then a timeout of one second is used instead.

Also note that in tserverConfig.setOption(AddpInterceptor.TRACE KEY, "full"), the
tserverConfig.setOption(...) method accepts the following string values:

¢ "none" - no logging occurs
e "local" - ADDP activities are logged locally on the client side

¢ "remote" - a special initialization bit is sent in the ADDP initialization message to server side, asking the
server to write its own ADDP tracing records to a server side log

e "full" - the equivalent of "local" + "remote"

Note that the comparison is case-insensitive for option values, so "FULL" == "Full" == "full".
Unknown trace mode option values are treated as "none".

Tip

In release 8.1.0 of Platform SDK for Java, property handling logic was improved with
truncation of the "CFGTM" prefix to automatically handle the Configuration Server
protocol enumeration CfgTraceMode.toString(). So, if you use the latest Platform
SDK 8.1.0 version for Java, writing CfgTraceMode.CFGTMBoth.toString() is
acceptable, but earlier versions of Platform SDK for Java require that you translate the
enumeration values to the corresponding string values.

Configuring IPvb Connection

For backward compatibility with older/legacy Genesys servers and platforms, Platform SDK has
disabled usage of IPv6 addresses by default. However, IPv6 usage may be explicitly enabled for a
particular connection through specific connection configuration options.

There are two Platform SDK connection options to configure IPv6 usage:

1. enable-ipv6: possible values are:
e '0' - support disabled (default)
e '1'- support enabled;

2. ip-version: possible values are:

e '4,6' - look for IPv4 addresses first (default)
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e '6,4' - look for IPv6 addresses first.

PropertyConfiguration tserverConfig = new PropertyConfiguration();
tserverConfig.setIPv6Enabled(true);
tserverConfig.setIPVersion(Connection.IP VERSION 6 4);

Endpoint tserverEndpoint = new Endpoint("T-Server", TSERVER HOST, TSERVER PORT,
tserverConfig);
TServerProtocol tserverProtocol = new TServerProtocol(tserverEndpoint);

Note: In some environment configurations (Java 5, some Java 6 versions, or old versions of Windows)
an java.net.SocketException: Address family not supported by protocol exception may
occur. The problem is in the underlying JVM/OS platform related to NIO functionality.

This error may be resolved by:

1. Switching to Java 7+ version;

2. Switching to OIO usage instead of NIO with jvm system property:
-Dcom.genesyslab.platform.commons.connection.impl.netty.transport=0I0
or with Java method call (should be executed before any of Platform SDK protocols creation)

PsdkCustomization.setOption(PsdkOption.NettyTransportType, "0I0");

Configuring Client-Side Host/Port

Platform SDK allows client socket local host/port binding for Platform SDK connections.

PropertyConfiguration tserverConfig = new PropertyConfiguration();
tserverConfig.setLocalBindingPort(localPort);
tserverConfig.setLocalBindingHost(localHost);

Endpoint tserverEndpoint = new Endpoint("T-Server", TSERVER HOST, TSERVER PORT,
tserverConfig);
TServerProtocol tserverProtocol = new TServerProtocol(tserverEndpoint);

Be aware that client-side port binding may affect the restoration procedure for
connections, leading to errors such as "port is in use". This error may also occur if the
target hostname is resolved to several IP addresses and Platform SDK failed to
connect to the first of them.

There is a special case regarding the usage of local port binding with TServer High Availiability (HA)
connections. HA protocol connections hold two real connections behind the scenes: one to the
primary and one to the backup. The system does not allow both connections to bind to the same local
port, so to handle this situation an additional parameter is required for the backup connection local
port binding:
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PropertyConfiguration tserverConfig = new PropertyConfiguration();
tserverConfig.setlLocalBindingPort(localPort);
tserverConfig.setInteger(Connection.BACKUP BIND PORT KEY, localPort2);

Endpoint tserverEndpoint = new Endpoint("T-Server", TSERVER HOST, TSERVER PORT,
tserverConfig);
TServerProtocol tserverProtocol = new TServerProtocol(tserverEndpoint);

Configuring Warm Standby

The WarmStandby Application Block will help you connect or reconnect to your Genesys servers. You
will benefit by using the WarmStandby for every application that needs to maintain open connections
to Genesys servers, whether you use hot standby or you are only connecting to a single server with
no backup redundancy configured.

If you use hot standby, use the WarmStandby Application Block when retrying the connection to your
primary or backup server until success, or for reconnecting after both the primary and backup servers
are unavailable.

If you are connecting to a single server, use the WarmStandby Application Block to retry the first
connection or to reconnect after that server has been unavailable. In this case, configure the
WarmStandbyService to use the same Endpoint as primary and backup.

Activating the WarmStandby Application Block Service

To activate the WarmStandby Application Block, you create, configure and start a
WarmStandbyService object. Two Endpoint objects must be defined: one with parameters for
connecting to your primary server and one for connecting to your backup server. You must also
remember to start the WarmStandbyService before opening the protocol.

Endpoint tserverEndpoint = new Endpoint("T-Server", TSERVER HOST, TSERVER PORT,
tserverConfig);

Endpoint tserverBackupEndpoint = new Endpoint("T-Server", TSERVER BACKUP HOST,
TSERVER BACKUP PORT, tserverConfig);

TServerProtocol tserverProtocol = new TServerProtocol(tserverEndpoint);
WarmStandbyConfiguration warmStandbyConfig = new WarmStandbyConfiguration(tserverEndpoint,
tserverBackupEndpoint);

warmStandbyConfig.setTimeout(5000);

warmStandbyConfig.setAttempts((short)2);

WarmStandbyService warmStandby = new WarmStandbyService(tserverProtocol);
warmStandby.applyConfiguration(warmStandbyConfig);

warmStandby.start();

tserverProtocol.beginOpen();

Stopping the WarmStandby Application Block Service

Stop the WarmStandbyService object when your application does not need to maintain the
connection with the server any longer. This is typically done at the end of your program.

warmStandby.stop();
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tserverProtocol.close();

For more information about how the WarmStandby Application Block works, please refer to the
WarmStandby Application Block documentation.

Asynclnvokers

Asynclnvokers are an important aspect of the Platform SDK protocols. They encapsulate the way a
piece of code is executed. By using invokers, you can customize what thread executes protocol
channel events and handles protocol events. You can also use a thread-pool for parsing protocol
messages.

For GUI applications, you normally want most of the logic to happen in the context of the GUI thread.
That will enable you to update GUI elements directly, and will simplify your code because you will not
have to care about multithreading.

For instance, if you are working with a Swing application, you can use the following AsyncInvoker
implementation:

public class SwingInvoker implements AsyncInvoker {

@Override

public void invoke(Runnable target) {
SwingUtilities.invokelLater(target);

}

@Override
public void dispose() {}

Assigning a Protocol Invoker

The protocol invoker is in charge of executing channel events (such as channel closed and channel
opened) and protocol events (received messages from the server). Usually, when developing a GUI
application, you will want to use the GUI thread for handling all kinds of protocol events. By using the
Asyncinvoker class described in the section before, you can assign a protocol invoker like this:

TServerProtocol tserverProtocol = new TServerProtocol(tserverEndpoint);
tserverProtocol.setInvoker(new SwingInvoker());

The protocol invoker is of utmost importance for your application. If you do not explicitly set an
invoker, then a default internal Platform SDK thread is used, and you will need to use care with
possible multithreading issues.

NET

The applications you write with the Platform SDK need to communicate with one or more Genesys
servers, so the first thing you need to do is create connections with these servers. You will have to
reference libraries and add using statements to your project for each specific protocol you are
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working with. These steps are not explicitly described here because the files and packages required
will vary depending on which protocols you plan to use. Once you have connected to a server, you
use that connection to exchange messages with the server. For details about sending and receiving
messages to and from a server, refer to the Event Handling article.

Creating a Protocol Object

To connect to a Genesys server, you create an instance of the associated protocol class. As an
example, this article will describe a conntection to a Genesys T-Server using the TServerProtocol
class. (For different applications, please use this APl Reference to check protocol details for the
specific server that you wish to connect to.)

In order to create a protocol object, you will first need to create an Endpoint object which acts as a
container for generic connection parameters. An Endpoint object contains, at a minimum, a server
name, the host name where the server is running, and the port on which the server is listening. The
server name will appear in logs but does not affect protocol behavior; it may be any name that is
significant to you.

var tserverEndpoint
var tserverProtocol

new Endpoint("T-Server", TServerHost, TServerPort);
new TServerProtocol(tserverEndpoint);

After creating your protocol object, you need to specify some connection parameters that are specific
to that protocol. These parameters will differ depending on which server you are connecting to.
Please check to the sections specific to the server that you wish to connect to for more information.

Once configuration is complete, you can open the connection to your server.

Working with a Connection Synchronously

The easiest way to open a connection to your server is to do it synchronously, which means that the
method will block any additional processing until the server connection has either opened
successfully or failed definitively. This is commonly used for non-interactive, batch applications. In
this case, you can add code for using the protocol directly after opening. In the case of failure, the
open method will throw an exception that should be caught and handled.

tserverProtocol.Open();
// You can start sending requests here.

When you have finished communicating with your servers, you can close the connection. Similar to
how a connection is opened, you can also choose to close a connection either synchronously or
asynchronously by using one of the following methods:

tserverProtocol.Close();

Or:

tserverProtocol.Dispose();

Working with a Connection Asynchronously

You may prefer to open a connection using asynchronous (non-blocking) methods. This is usually
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preferred for user-interactive applications, in order to avoid blocking the GUI thread so that the
application does not appear "frozen" to the user.

When using the asynchronous connections, make sure that your code waits for the
Opened event to fire before attempting to send or receive messages. Otherwise you
might be trying to use a connection that is not yet open.

There are two types of asynchronous open/close protocol operations:

1. Pure asynchronous operations

2. lAsyncResult based asynchronous operations

Pure Asynchronous Operations
These operation use channel timeout with the following ClientChannel APl methods:

e public void BeginOpen();

e public void BeginClose();

Example

var ucs = new UniversalContactServerProtocol(new Endpoint (HOST, PORT)) {Timeout =
TimeSpan.FromSeconds(20)};

var openedEvent = new ManualResetEvent(false);

ucs.Opened += (sender, args) => openedEvent.Set();

var closedEvent = new ManualResetEvent(false);

ucs.Closed += (sender, args) => closedEvent.Set();

ucs.BeginOpen();

// ... in some other place
if ('openedEvent.WaitOne(TimeSpan.FromSeconds(30))) // here might be any timeout value

// channel has not been opened yet

)
// TODO: Work with the channel
ucs.BeginClose();

// ... in some other place
if (!'closedEvent.WaitOne(TimeSpan.FromSeconds(30))) // here might be any timeout value

// channel has not been closed yet

}

IAsyncResult Based Asynchronous Operations

Instead of using a normal open or close method, you instead use the following ClientChannel API
methods:
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e public IAsyncResult BeginOpen(AsyncCallback callback, object state);

e public IAsyncResult BeginOpen(TimeSpan timeout, AsyncCallback callback, object state);
e public void EndOpen(IAsyncResult iAsyncResult);

e public IAsyncResult BeginClose(AsyncCallback callback, object state);

e public IAsyncResult BeginClose(TimeSpan timeout, AsyncCallback callback, object state);
e public void EndClose(IAsyncResult iAsyncResult);

These methods allow you to conveniently specify timeout values, register an internal channel
listener, and start the beginOpen or beginClose (as appropriate) operation. If the operation is
completed (with or without errors) before the timeout occurs, then the timeout is canceled; otherwise
the operation is assumed to have failed. In either case, the internal channel handler is unregistered
and the handler notified of the results.

Additional information about IAsyncResult interface is available on MSDN.
Example: Using Callbacks

var ucs = new UniversalContactServerProtocol(new Endpoint (HOST, PORT)) { Timeout =
TimeSpan.FromSeconds(20) };

var openedEvent = new ManualResetEvent(false);

var closedEvent = new ManualResetEvent(false);

ucs.BeginOpen(ar =>

try

ucs.EndOpen(ar);
openedEvent.Set();
// TODO: notify if operation is successful

}

catch (Exception e)
// TODO: notify about the error
}

}, ucs);

// ... in some other place
if (!openedEvent.WaitOne(TimeSpan.FromSeconds(30))) // here might be any timeout value

// channel has not been opened yet

}
ucs.BeginClose(ar =>
{
try
ucs.EndClose(ar);
closedEvent.Set();
// TODO: notify if operation is successful
}
catch (Exception e)
// TODO: notify about the error
}
}, ucs);
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// ... in some other place
if (!closedEvent.WaitOne(TimeSpan.FromSeconds(30))) // here might be any timeout value

// channel has not been closed yet

}
Example: Using IAsyncResult

var ucs = new UniversalContactServerProtocol(new Endpoint (HOST, PORT)) { Timeout =
TimeSpan.FromSeconds(20) };

var openResult = ucs.BeginOpen(null, null);

// ... in some other place

try

ucs.EndOpen(openResult);
// TODO: notify if operation is successful

catch (Exception e)

// TODO: notify about the error

}

var closeResult = ucs.BeginClose(null, null);
// ... in some other place

try

ucs.EndClose(closeResult);
// TODO: notify if operation is successful

catch (Exception e)

// TODO: notify about the error
h

Configuring ADDP

The Advanced Disconnection Detection Protocol (ADDP) is a Genesys proprietary add-on to the TCP/IP
stack. It implements a periodic poll when no actual activity occurs over a given connection. If a
configurable timeout expires without a response from the opposite process, the connection is
considered lost.

To enable ADDP, use the configuration options of your Endpoint object. Set the UseAddp property to
true and configure the rest of the properties based on your desired performance. For a description of
all ADDP-related options, please refer to the APl Reference.

var tserverConfig = new PropertyConfiguration();
tserverConfig.UseAddp = true;

tserverConfig.AddpServerTimeout
tserverConfig.AddpClientTimeout
tserverConfig.AddpTrace = "both";

= 10;
= 10;

var tserverEndpoint
var tserverProtocol

new Endpoint("T-Server", TServerHost, TServerPort, tserverConfig);
new TServerProtocol(tserverEndpoint);
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Tip
The minimum allowed value for ADDP timeouts is 1 (one second). If a timeout value is
set to any value lower than 1, then a timeout of one second is used instead.

Tip

In release 8.1.1 of Platform SDK for .NET, property handling logic was improved with
truncation of the "CFGTM" prefix to automatically handle the Configuration Server
protocol enumeration CfgTraceMode.toString(). So, if you use the latest Platform
SDK 8.1.1 version for .NET, writing CfgTraceMode.CFGTMBoth.toString() is
acceptable, but earlier versions of Platform SDK for .NET require that you translate the
enumeration values to the corresponding string values.

Configuring IPve Connection

For backward compatibility with older/legacy Genesys servers and platforms, Platform SDK has
disabled usage of IPv6 addresses by default. However, IPv6 usage may be explicitly enabled for a
particular connection through specific connection configuration options.

There are two Platform SDK connection options to configure IPv6 usage:

1. enable-ipv6: possible values are:
» 'false' - support disabled (default)

e 'true' - support enabled

2. ip-version: possible values are:
e '4,6' - look for IPv4 addresses first (default)

e '6,4' - look for IPv6 addresses first

PropertyConfiguration configuration = new PropertyConfiguration();
configuration.SetOption(CommonConnection.EnableIPv6Key, "1");
configuration.SetOption(CommonConnection.IpVersionKey, "6,4");

var client = new TServerProtocol(new Endpoint(host, port, configuration));

or:

PropertyConfiguration configuration = new PropertyConfiguration

IPv6Enabled = true,
IPVersion = "6,4"
};

var client = new TServerProtocol(new Endpoint(host, port, configuration));
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Configuring Client Side Host/Port

Platform SDK allows client socket local host/port binding for Platform SDK connections.

PropertyConfiguration configuration = new PropertyConfiguration

LocalBindingHos
LocalBindingPor

host,
port

~+

};

var client = new TServerProtocol(new Endpoint(srvHost, srvPort, configuration));

Be aware that client-side port binding may affect the restoration procedure for
connections, leading to errors such as "port is in use". This error may also occur if the
target hostname is resolved to several IP addresses and Platform SDK failed to
connect to the first of them.

There is a special case regarding the usage of local port binding with TServer High Availiability (HA)
connections. HA protocol connections hold two real connections behind the scenes: one to the
primary and one to the backup. The system does not allow both connections to bind to the same local
port, so to handle this situation an additional parameter is required for the backup connection local
port binding:

PropertyConfiguration configuration = new PropertyConfiguration

LocalBindingHost host,
LocalBindingPort port,
BackupLocalBindingHost
BackupLocalBindingPort

host,
backupPort

}i

var client = new TServerProtocol(new Endpoint(srvHost, srvPort, configuration));

Configuring Warm Standby

The Warm Standby Application Block will help you connect or reconnect to your Genesys servers. You
will benefit by using the Warm Standby for every application that needs to maintain open
connections to Genesys servers, whether you use hot standby or you are only connecting to a single
server with no backup redundancy configured.

If you use hot standby, use the Warm Standby Application Block when retrying the connection to your
primary or backup server until success, or for reconnecting after both the primary and backup servers
are unavailable.

If you are connecting to a single server, use the Warm Standby Application Block to retry the first
connection or to reconnect after that server has been unavailable. In this case, configure the
WarmStandbyService to use the same Endpoint as primary and backup.
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Activating the WarmStandby Application Block

To activate the Warm Standby Application Block, you create, configure and start a
WarmStandbyService object. Two Endpoint objects must be defined: one with parameters for
connecting to your primary server and one for connecting to your backup server. You must also
remember to start the WarmStandbyService before opening the protocol.

var tserverEndpoint = new Endpoint("T-Server", TServerHost, TServerPort, tserverConfig);
var tserverBackupEndpoint = new Endpoint("T-Server", TServerBackupHost, TServerBackupPort,
tserverConfig);

var tserverProtocol = new TServerProtocol(tserverEndpoint);

var warmStandbyConfig = new WarmStandbyConfiguration(tserverEndpoint, tserverBackupEndpoint);
warmStandbyConfig.Timeout = 5000;
warmStandbyConfig.Attempts = 2;

var warmStandby = new WarmStandbyService(tserverProtocol);
warmStandby.ApplyConfiguration(warmStandbyConfig);
warmStandby.Start();

tserverProtocol.Open();

Stopping the WarmStandby Application Block

Stop the WarmStandbyService object when your application does not need to maintain the
connection with the server any longer. This is typically done at the end of your program.

warmStandby.Stop();
tserverProtocol.Dispose();

For more information about how the Warm Standby Application Block works, please refer to the Warm
Standby Application Block documentation.

Asynclnvokers

Asyncinvokers are an important aspect of the Platform SDK protocols. They encapsulate the way a
piece of code is executed. By using invokers, you can customize what thread executes protocol
channel events and handles protocol events. You can also use a thread-pool for parsing protocol
messages.

For GUI applications, you normally want most of the logic to happen in the context of the GUI thread.
That will enable you to update GUI elements directly, and will simplify your code because you will not
have to care about multi-threading.

For instance, if you are working with a Windows Forms or WPF application,, you can use the following
IAsyncInvoker implementation:

public class SyncContextInvoker : IAsyncInvoker

{

private readonly SynchronizationContext syncContext;

public SyncContextInvoker()
{
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this.syncContext = SynchronizationContext.Current;

b
public void Invoke(Delegate d, params object[] args)
{
syncContext.Post(s => { d.DynamicInvoke(args); }, null);
}
public void Invoke(WaitCallback callback, object state)
{
syncContext.Post(s => { callback(state); }, null);
}
public void Invoke(EventHandler handler, object sender, EventArgs args)
{
syncContext.Post(s => { handler(sender, args); }, null);
}

The Protocol Invoker

The protocol invoker is in charge of executing channel events (such as channel closed and channel
opened) and protocol events (received messages from the server). Usually, when developing a GUI
application, you will want to use the GUI thread for handling all kinds of protocol events. By using the
class implemented in the section before, you can assign a protocol invoker like this:

var tserverProtocol = new TServerProtocol(tserverEndpoint);
tserverProtocol.Invoker = new SyncContextInvoker();

The protocol invoker is of utmost importance for your application. If you do not explicitly set an
invoker, then a default internal Platform SDK thread is used, and you will need to use care with multi-
threading issues.

Advanced: Multithreaded Message Parsing

Tip
Please apply this section only if your application is suffering from performance
problems because of large message parsing. You should identify the bottleneck using

profiling techniques, and should measure the effect after making these changes by
using the same profiling techniques.

Take into account that the technique described here can affect the correctness of your application,
since concurrently parsing messages can affect the order in which those messages are received. So
use this technique only selectively and in places where order of received messages is not relevant.

Every message you receive from a Genesys server is formatted in some way. Most Genesys servers
use binary protocols, while some use XML-based protocols. When your application receives one of
these messages, it parses the message and places it in the message queue for the appropriate
protocol.
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By default, the Platform SDK uses a single thread for parsing all messages. This parsing can be time-
consuming in certain cases, and some applications may face performance issues. For example, some
applications may receive lots of large binary-format messages, such as some of the statistics
messages generated by Stat Server, while others might need to parse messages in non-binary
formats, such as the XML format used to communicate with Genesys Multimedia (or e-Services)
servers.

If message parsing becomes a bottleneck for your application, you can try to enable multi-threaded
message parsing. This is done by setting the protocol connection invoker to an invoker that
dispatches work to a pool of threads. One such invoker is provided out-of-the-box:

statServerProtocol.SetConnectionInvoker(DefaultInvoker.InvokerSingleton);
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Configuring Platform SDK Channel
Encoding for String Values

While sending string attributes/values to a server (or to the other side of any connection), Platform
SDK packs strings to their binary representation. The binary representation depends on actual
charset encoding, so it is important that this data will be unpacked with correct encoding when
received on the other side of the connection.

Genesys protocols do not allow client and server sides to synchronize (that is, exchange) the
encoding being used, so application developers may need to handle this configuration manually.
(Exception: A Configuration Server 8.1.2+ deployment that is configured as UTF-8 multi-lingual can
automatically synchronize UTF-8 encoding with Platform SDK 8.1.3 or later. For details, see
Connecting Using UTF-8 Character Encoding.) The most common situation requiring this type of
configuration occurs when a Genesys server and the application using Platform SDK to connect with
that server have different localization settings, causing default encoding to be different on both sides.

There are two possible solutions for synchronizing the client side encoding with that of the server
side:

1. (Java only) Change default jvm encoding with the jym argument: java -Dfile.encoding=...
This changes the charset encoding for the entire jvm, so will affect the main application and any
Platform SDK connections to other servers. It may affect the client application relation with other
components on the client host.

2. (Java only) Starting with Platform SDK 8.1.3, the new com.genesyslab.platform.defaultcharset
system property can be used to set default charset encoding for Platform SDK connections without the
need to change default encoding for whole jvm.

Platform SDK checks this property once before opening the first connection, and if a value is
specified then it will be used as the default encoding for all Platform SDK connections (instead of
the value defined for the jvm).

3. Configure a particular Platform SDK connection to use the server side encoding with following
connection configuration option (added in Platform SDK 8.0.1):

[Java]
protocol = ...;

PropertyConfiguration conf = new PropertyConfiguration();
conf.setOption(Connection.STR_ATTR_ENCODING_NAME_KEY, "windows-1252");

protocol.configure(conf);
protocol.open();

[C#]
protocol = ...;

PropertyConfiguration conf = new PropertyConfiguration();
conf.SetOption(CommonConnection.StringAttributeEncodingKey, "windows-1252");

protocol.Configure(conf);
protocol.Open();
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Using the Warm Standby Application Block

Tip

e This application block is a reusable production-quality component. It has been designed
using industry best practices and provided with source code so it can be used "as is,"
extended, or tailored if you need to.

Please see the License Agreement for details.

 The Warm Standby Application Block described in this topic is a redesign first available
with Platform SDK 8.5.101.06 for Java or 8.5.101.06 for .NET, that provides no
backwards-compatibility for earlier releases. For information about earlier versions of
the Warm Standby Application Block, please read the Legacy Warm Standby Application
Block Description.

This article describes how developers can use the Warm Standby Application Block to maintain
availability of connections between their applications and Genesys servers. It applies to all Server
Deployment Modes, no matter if single-server mode, primary-backup mode, or cluster (N+1) mode.

The WarmStandby class is designed to handle the process of connecting (first-time connection) and
reconnecting (in case of a connection failure) to the Genesys servers. WarmStandby maintains a pool
of server addresses and sequentially tries to connect to a server until an attempt is successful or the
pool has been exhausted.

WarmStandby raises events about its behavior that can be traced by client code.

Supported Server Deployment Modes

¢ Single Server: WarmStandby assists with reconnection attempts to the same server when the client
gets disconnected.

¢ Classical Genesys Primary-Backup: WarmStandby assists with reconnection attempts to the same
server, and failovers among the pair of servers. In some cases, failovers need to wait for a delay for the
backup server to become active (for example, with Configuration Server).

e Active N+1 Cluster: WarmStandby assists with reconnections and failovers.

In addition, any of these configurations can be deployed in Multiple Data Centers mode. In this
mode, the service is deployed across Data Centers, where every Data Center has a set of servers
configured in any of the Server Deployment Modes above. WarmStandby enables the client to do Data
Center failovers by allowing the pool of server addresses to be reconfigured. Triggering a Site failover
(pool reconfiguration) is the responsibility of the client application, as it will depend on deployment-
specifics.

Behavior

Behavior in the case of pool-exhaustion is defined programmatically by your client application, and
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depends on your needs. In some cases, you will want WarmStandby to stop trying to connect. This is
the case for client applications that need an open connection to go on with the application logic. In
other cases you will want to continue attempting to connect, for keeping service availability. For that
you can programmatically activate automatic restore, in order for WarmStandby to continue
connection attempts in the background. The same client application may need to use both
approaches, in order to start up by using the stop-on-pool-exhaustion approach (for example: a user
authentication step on startup), and then activate automatic restore as soon as all the startup logic is
done.

WarmStandby defines a concrete background automatic restore strategy that follows these rules:

¢ When an established connection to a server breaks (disconnection), the same server is retried
immediately once (reconnection), in order to recover from casual network or protocol failures. A
random delay can be configured (ReconnectionRandomDelayRange), which will be useful for client
applications with a large number of running instances (such as custom agent desktops) so that every
client does not try to reconnect at the same time.

e |If reconnection fails, the next server in the pool is tried (failover). A configurable delay (BackupDelay)
can be applied before the failover, for cases where a passive server may need some time to become
active (such as a Configuration Server running in backup mode).

e After all the servers in the configured pool are tried, the pool is retried again, after a configurable delay
(RetryDelay). This repeats indefinitely until the client application programmatically decides to stop.
RetryDelay is a list, so that a back-off strategy can be applied to retry delays. For example: "first wait
5 seconds, then 10 seconds, and then 30 seconds for all future attempts."

Summary

The following is a brief summary of the different ways that client applications should use
WarmStandby:

e Batch (synchronous, non-interactive) client applications will just need to call open(), and possibly check
if the connection is open during their execution by using the isOpen() method.

e GUI (asynchronous, interactive) client applications will normally want to connect, but only keep the
connection open after some other conditions hold (for example: user authentication, other connections
also open, etc). They will therefore call openAsync () and then autoRestore() when appropriate.

¢ Daemon (lengthy, non-interactive) client applications can just call autoRestore() or, if they need to
process the result of the open operation, the can use autoRestore(false) and then open() or
openAsync().

Java

Creating

Before creating a new WarmStandby instance, you first create a protocol instance for the server you
want to connect to. Every WarmStandby constructor requires a protocol instance as a parameter, as
shown in the examples below.
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UniversalContactServerProtocol ucs = new UniversalContactServerProtocol();
WarmStandby ws = new WarmStandby(ucs);

or

UniversalContactServerProtocol ucs = new UniversalContactServerProtocol();
WarmStandby ws = new WarmStandby(ucs, new Endpoint("hostl", portl), new Endpoint("host2",
port2));

Once the WarmStandby object is created, you can no longer use the open and close
operations for that protocol or set the channel endpoint directly. These operations will
now be handled using the WarmStandby object instead.

Configuring
The configuration for WarmStandby contains the following information:

* Endpoints: a list of endpoints which will be processed while trying to open the channel;
¢ Timeout: timeout for the channel opening operation;

e BackupDelay: interval between getting disconnected from a server and the first attempt to switch
endpoints;

e RetryDelay: intervals between cycles for trying to reconnect to a server;
e ReconnectionRandomDelayRange: maximum value of additional random delay.

Initial configuration of WarmStandby occurs inside the instance constructor, but an external
configuration can be applied whenever it is convenient for your application.

There are two ways you can update WarmStandby configuration:

1. directly updating specific configuration values in your WarmStandby instance

2. maintaining and updating a WSConfig object to hold configuration details, and then applying the entire
configuration to your WarmStandby implementation

For simple applications where WarmStandby configuration typically does not change and you are
connecting to a small number of Genesys servers, the first method may be easier. But if your
application uses a more dynamic approach for the WarmStandby feature, or if you want to apply the
same configuration details to multiple protocol objects, then using WSConfig to manage the
configuration details can simplify your programming.

Updating Configuration Directly

You can use the getConfig() method to return and modify the current WarmStandby configuration
details, as shown below.
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ws.getConfig()
.setEndpoints(new Endpoint("hostl", portl), new Endpoint("host2", port2))
.setBackupDelay(2000)
.setReconnectionRandomDelayRange(5000)
.setRetryDelay (100, 500, 5000)
.setTimeout (10000);

Note that you only need to set fields you want updated using this method. For example, if you use a
constructor that sets Endpoint details then the setEndpoints line could be ignored.

Using the WSConfig Object

You can also create a WSConfig object that holds configuration details. This object allows you to
update and manage configuration settings, and only have them applied to the WarmStandby
object(s) when you are ready by using setConfig.

WSConfig c¢fg = new WSConfig()
.setEndpoints(new Endpoint("hostl", portl), new Endpoint("host2", port2))
.setBackupDelay(2000)
.setReconnectionRandomDelayRange (5000)
.setRetryDelay (100, 500, 5000)
.setTimeout (10000);

ws.setConfig(cfg);
or

WSConfig cfg = new WSConfig();

cfg.setEndpoints(new Endpoint("hostl", portl), new Endpoint("host2", port2))
cfg.setBackupDelay (2000)

cfg.setReconnectionRandombDelayRange (5000)

cfg.setRetryDelay (100, 500, 5000)

cfg.setTimeout (10000) ;

ws.setConfig(cfg);

Using WarmStandby

Opening a Protocol Without Reconnect

The following code shows how to make a single connection attempt. If this attempt is unsuccessful
then WarmStandby finishes its work.

UniversalContactServerProtocol ucs = new UniversalContactServerProtocol();
WarmStandby ws = new WarmStandby(ucs, new Endpoint("hostl", portl), new Endpoint("host2",
port2));
try {
ws.open();

catch (WSNoAvailableServersException ex) {
// TODO: Handle exception

catch (WSCanceledException ex) {
// TODO: Handle exception
}
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or

UniversalContactServerProtocol ucs = new UniversalContactServerProtocol();
WarmStandby ws = new WarmStandby(ucs, new Endpoint("hostl", portl), new Endpoint("host2",
port2));

try {
ws.open();

)
catch (WSException ex) {

// TODO: Handle exception
)

Opening a Protocol with Reconnect

The following code leads to an endless cycle of connection attempts, with some delays between
attempts, until a success is found or a manual break occurs.

In this scenario, if a channel gets disconnected then WarmStandy will initiate a new cycle of
connections to server.

UniversalContactServerProtocol ucs = new UniversalContactServerProtocol();

WarmStandby ws = new WarmStandby(ucs, new Endpoint("hostl", portl), new Endpoint("host2",
port2));

ws.autoRestore();

WarmStandby.autoRestore() is a way to instruct the WarmStandby: "you now take care of keeping
the connection available in the background".

Closing a WarmStandby Connection

To close an open WarmStandby connection, use the close() method.

UniversalContactServerProtocol ucs = new UniversalContactServerProtocol();
WarmStandby ws = new WarmStandby(ucs, new Endpoint("hostl", portl), new Endpoint("host2",

port2));
// TODO: do something
ws.close();

The close() method automatically cancels the requirement for any further attempts to re-establish a
connection. Use the autoRestore(), or autoRestore(boolean), method to re-enable reconnection
attempts.

Asynchronous Operations of WarmStandby
Code samples above are for synchronous operations, which block the current thread.
Asynchronous operations are similar to synchronous but don’t block the running thread. To use

asynchronous operations, use the table below and replace any calls to synchronous methods with the
asynchronous equivalents.

Synchronous method Asynchronous equivalent
open() openAsync().get()
close() closeAsync().get()
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Tip
You can also use the WarmStandby asynchronous open/close operations with the
Future interface.

Using WarmStandby Event Handlers

WarmStandby contains four events you should use for notification of connection status.

Event name Event description
ChannelOpened Notifies that channel was opened successfully.
ChannelDisconnected Notifies that channel was disconnected.

Notifies that the another connection attempt was

EndpointTriedUnsuccessfully unsuccessful

Notifies that the all connection attempts in the

AllEndpointsTriedUnsuccessfully current cycle were unsuccessful.

Using open() and openAsync().get() methods for your WarmStandby connection inside
these event handlers will cause a thrown exception.

NET

Creating

Before creating a new WarmStandby instance, you first create a protocol instance for the server you
want to connect to. Every WarmStandby constructor requires a protocol instance as a parameter, as
shown in the examples below.

var ws = new WarmStandby(new UniversalContactServerProtocol());
// any other child of ClientChannel may be used

Once the WarmStandby object is created, you can no longer use the open and close
operations for that protocol or set the channel endpoint directly. These operations will
now be handled using the WarmStandby object instead.
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Configuring
The configuration for WarmStandby contains the following information:

e Endpoints: a list of endpoints which will be processed while trying to open the channel;
¢ Timeout: timeout for the channel opening operation;

e BackupDelay: interval between getting disconnected from a server and the first attempt to switch
endpoints;

¢ RetryDelay: intervals between cycles for trying to reconnect to a server;

e ReconnectionRandomDelayRange: maximum value of additional random delay.
Initial configuration of WarmStandby occurs inside the instance constructor, but you can also use the
WSConfig object to hold a custom values that can be maintained and applied whenever it is
convenient for your application. WSConfig allows your application to adjust the WarmStandby

configuration details as needed, or allows you to apply the same configuration details to multiple
protocol objects.

There are two ways to create a WSConfig object:

var cfg = new WSConfig

{
Endpoints = new List<Endpoint>
{
new Endpoint("hostl", portl),
new Endpoint("host2", port2),
new Endpoint("host3", port3)
}!
BackupDelay = 2000,
ReconnectionRandomDelayRange = 5000,
RetryDelay = new []{100, 500, 5000},
Timeout = 10000
I
or

cfg = new WSConfig();
cfg.SetEndpoints(new Endpoint("hostl", portl),
new Endpoint("host2", port2),
new Endpoint("host3", port3));
cfg.SetRetryDelay (100, 500, 5000);
cfg.BackupDelay = 2000;
cfg.Timeout = 10000;
cfg.ReconnectionRandomDelayRange = 5000;

Then you can easily apply the configuration to an existing WarmStandby instance:

ws.Configuration = cfg;
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Using WarmStandby

Opening a Protocol Without Reconnect

The following code shows how to make a single connection attempt. If this attempt is unsuccessful
then WarmStandby finishes its work.

var ws = new WarmStandby(new UniversalContactServerProtocol ());
// any other child of ClientChannel may be used
var cfg = new WSConfig()
{
Timeout = 1000,
BackupDelay = 2000,
ReconnectionRandomDelayRange = 3000
}.SetEndpoints(new Endpoint("hostl", portl), new Endpoint("host2",
port2)).SetRetryDelay (1000, 2000);
ws.Configuration = cfg;
try
{

ws.0pen();
catch (Exception)

// TODO: Handle exception

Opening a Protocol with Reconnect

The following code leads to an endless cycle of connection attempts, with some delays between
attempts, until a success is found or a manual break occurs.

In this scenario, if a channel gets disconnected then WarmStandy will initiate a new cycle of
connections to server.

var ws = new WarmStandby(new UniversalContactServerProtocol ());
// any other child of ClientChannel may be used
var cfg = new WSConfig()
{
Timeout = 1000,
BackupDelay = 2000,
ReconnectionRandomDelayRange = 3000
}.SetEndpoints(new Endpoint("hostl", portl), new Endpoint("host2",
port2)).SetRetryDelay (1000, 2000);
ws.Configuration = cfg;
ws.AutoRestore(true); // leads to opening of Warmstandby

Closing a WarmStandby Connection

To close an open WarmStandby connection, use the Close() method.

var ws = new WarmStandby(new UniversalContactServerProtocol ());
// any other child of ClientChannel may be used

// TODO: do something

try

{

ws.Close();
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catch (Exception)

// TODO: Handle exception
}

The Close() method automatically cancels the requirement for any further attempts to re-establish a
connection. Use the AutoRestore(), or AutoRestore(bool), method to re-enable reconnection attempts.

Asynchronous Operations of WarmStandby
Code samples above are for synchronous operations, which lock the current thread.
Asynchronous operations are similar to synchronous but don’t lock the running thread. To use

asynchronous operations, use the table below and replace any calls to synchronous methods with the
asynchronous equivalents.

Synchronous method Asynchronous equivalent
Open() EndOpen(BeginOpen(null,null))
Close() EndClose(BeginClose(null,null))

Tip
WarmStandby .NET asynchronous open/close operations were designed using
IAsyncResult interface.

Using WarmStandby Event Handlers

WarmStandby contains four events you should use for notification of connection status.

Event name Event description
ChannelOpened Notifies that channel was opened successfully.
ChannelDisconnected Notifies that channel was disconnected.

Notifies that the another connection attempt was

EndpointTriedUnsuccessfully unsuccessful

Notifies that the all connection attempts in the

AllEndpointsTriedUnsuccessfully current cycle were unsuccessful.

Using the Open() or EndOpen(lAsyncResult) methods for your WarmStandby
connection inside these event handlers will cause a thrown exception.
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Using the Application Template Application
Block

This application block is a reusable production-quality component. It has been
designed using industry best practices and provided with source code so it can be
used "as is," extended, or tailored if you need to.

Please see the License Agreement for details.

Java

The Application Template Application Block provides a way to read configuration options for
applications in Genesys Administrator and to configure Platform SDK protocols. It also allows standard
connection settings (including ADDP or TLS details) to be retrieved from Configuration Server, and
helps with common features like setting up WarmStandby or assigning message filters. Primary
Application Template functionality includes:

¢ ClientConfigurationHelper sets up client connections and configures WarmStandby.
e ServerConfigurationHelper sets up server connections.

¢ GConfigTlsPropertyReader extracts TLS-related option values from configuration objects, and is
intended to be used together with
com.genesyslab.platform.commons.connection.tls.TLSConfigurationParser.

e FilterConfigurationHelper helps to bind message filters with protocol objects.

e GFApplicationConfigurationManager monitors the application configuration from Configuration
Server and provides notification of any updates to options for your custom application, options of
connected servers, or options of their host objects. If Log4j2 logging framework exists, then this
component also enables Log4j2 configuration based on the application logging options in Configuration
Manager. For more information, refer to the Additional Logging Features article.

¢ ClusterClientConfigurationHelper helps create and configure the Cluster Protocol Application Block.

Setting Up a Client Connection

Application Template helper creates com.genesyslab.platform.Endpoint instance with initialized
configuration properties. Details about how to specify required options in Configuration server are
available below. In order to retrieve specified options from Configuration Server, user should read
IGApplicationConfiguration object where this properties are stored.
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Sample:

//create Configuration Service

ConfServerProtocol confProtocol = new ConfServerProtocol(new Endpoint(host,port));
confProtocol.setUserName("...");

confProtocol.setClientName("...");
confProtocol.setClientApplicationType(CfgAppType.CFGSCE.ordinal());

IConfService confService = ConfServiceFactory.createConfService(confProtocol);
confProtocol.open();

//read your application options

String appName = "my-app-name";

CfgApplication cfgApplication = confService.retrieveObject(CfgApplication.class,
new CfgApplicationQuery(appName));

GCOMApplicationConfiguration appConfiguration = new
GCOMApplicationConfiguration(cfgApplication);

//get particular connection definition
IGAppConnConfiguration connConfig = appConfiguration.getAppServer(CfgAppType.CFGStatServer);

//returns configured endpoint.
Endpoint epStatSrv = ClientConfigurationHelper.createEndpoint(appConfiguration,
connConfig, connConfig.getTargetServerConfiguration());

//use protocol with configured endpoint
StatServerProtocol statProtocol = new StatServerProtocol(epStatSrv);

statProtocol.setClientName(clientName);
statProtocol.open();

Tip
Instructions on how to enable TLS using the Application Template Application Block
are part of the TLS-specific documentation.

Configuring WarmStandby

Note: This section was updated for Platform SDK for Java release 8.5.102.02. For earlier releases, expand
the "Legacy Content" text at the end of this section.

The Application Template helper createWarmStandbyConfigEx () allows you to create a configuration
for the new implementation of the warm standby, as illustrated here:

String appName = "my-app-name"
CfgApplication cfgApplication = confService.retrieveObject(
CfgApplication.class, new CfgApplicationQuery(appName));

GCOMApplicationConfiguration appConfiguration =
new GCOMApplicationConfiguration(cfgApplication);

IGAppConnConfiguration connConfig = appConfiguration.getAppServer(CfgAppType.CFGStatServer);

//Helper method for new WarmStandby
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WSConfig wsConfig = ClientConfigurationHelper.createWarmStandbyConfigEx(appConfiguration,

connConfig);

StatServerProtocol statProtocol = new StatServerProtocol();

statProtocol.setClientName(clientName) ;

WarmStandby warmStandby = new WarmStandby(statProtocol);

warmStandby.setConfig(wsConfig);
warmStandby.autoRestore();

Configuration in Configuration Manager looks quite similar to the classic Warm Standby configuration
with one difference: there are special timing parameters which are quite different than "Reconnection
Timeout" and "Reconnection Attempts" and thus are specified apart from them. The "Reconnection

Timeout" and "Reconnection Attempts" are not used in new Warm Standby Configuration.

Client Connection options:

Name
warm-standby.retry-delay
warm-standby.reconnection-random-delay-range
warm-standby.open-timeout

Values, in Seconds
5, 10, 15
10
30

See Warm Standby documentation and the API Reference guide for details about how these timing

options customize Warm Standby behavior.

Options can be specified in Configuration Manager as shown below:

5]

-
I ClientApp [psdkw2k8-env:6000] Properties

[ TServerG3 [psdkw2k8-env:6000] Properties

23]

General | Connections | Options | Annex | Security [ Dependency|

| Gencd | Advanced |

Transport Protocol Paremeters:
Server Secured Connection | I
|l
i i
| —
[ Application Parameters:
i warm-standby retry-delay=5,10,15;wam-standby reconnection- -
random-delay-range=10,wam-standby opentimeout=30
Ll
i 4 1 | r i
L Add Edit Delete
[ J { J | ] —
|
M) ok ][ cance ][ ooy |[ Hep |
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The last option is specified in Backup Server Applications on the Options tab. This characteristic of
the backup server describes how much time is required for the server to step into primary mode.

Options Tab Section Value, in Seconds
warm-standby backup-delay=5

[+] Legacy Content

Configuring WarmStandby (Legacy Content)

Note: This section only applies to Platform SDK releases prior to:

* Java - 8.5.102.02
e .NET-8.5.102.03

This section describes how to configure WarmStandby service with Application Template helpers. To
find out how to use the WarmStandby service, see the corresponding Using the Warm Standby
Application Block article.

Application Template helper method creates configuration for
com.genesyslab.platform.applicationblocks.warmstandby.WarmStandbyService. The result
includes parameters for the connection to primary and backup servers defined in the specified
application configuration information.

Sample:

String appName = "my-app-name";
CfgApplication cfgApplication = confService.retrieveObject(
CfgApplication.class, new CfgApplicationQuery(appName));

GCOMApplicationConfiguration appConfiguration = new
GCOMApplicationConfiguration(cfgApplication);
IGAppConnConfiguration connConfig = appConfiguration.getAppServer(CfgAppType.CFGStatServer);

WarmStandbyConfiguration wsConfig =
ClientConfigurationHelper.createWarmStandbyConfig(appConfiguration, connConfig);

StatServerProtocol statProtocol = new StatServerProtocol(wsConfig.getActiveEndpoint());
statProtocol.setClientName(clientName);
WarmStandbyService wsService = new WarmStandbyService(statProtocol);

wsService.applyConfiguration(wsConfig);

wsService.start();
statProtocol.beginOpen();

Setting Up a Server Channel

Similar to the creation of the client connection, provide the IGApplicationConfiguration object to
the helper class.
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Sample:
Endpoint endpoint = ServerConfigurationHelper.createListeningEndpoint(appConfiguration,

appConfiguration.getPortInfo("default"));
ExternalServiceProtocolListener serverChannel = new ExternalServiceProtocollListener(endpoint);

This helper creates an Endpoint instance initialized with properties like the listening TCP port number,
ADDP parameters, and so on.

Setting Up TLS

Instructions on how to enable TLS using the Application Template Application Block are part of the
TLS-specific documentation. Please refer to that article for details about how to enable secure
connections using the Application Template.

Also, see how to Configure TLS Parameters in Configuration Manager for a client or server channel.

Enabling Message Filtering

Using the Debug Log Level in Platform SDK protocol may affect Application performance due to the
huge amount of log information output. It is possible to setup message filters for a protocol object,
where the filter is configured in Genesys Administrator. This way, production applications will be able
to provide appropriate log traces for troubleshooting without hurting performance with overly
verbose logging.

See how to setup message filters for additional details.

Defining Configuration Options in Genesys Administrator

Options can be specified in the CfgApplication object using Genesys Administrator. There are
several possible option locations in the CfgApplication object:

e Options tab

e Annex tab

» Connections parameters

* Port parameters

¢ Host annex

Common Options

Here is how options could be specified on the Options tab:
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-
GenercClient [135.225.51.41:6000] Properties
P

S

| General | Cunnedinns| Options |Pﬂneac | Security I Depmqur|
[3@ commens-connection "] 5 ] | [ X | = | @ [ @

Name * Value
Enter text here ?l Enterteat here ‘?l
abe address "10.10.0.100"
'ﬁg;lazy—parsjng-enabled "falze"
abe port "5558"
'ﬁgreuse-address "true”
f-ﬁstring-aﬁributes-encuding "Cpl1252”
abe test "y

[ oKk ][ Cancel Apply Help

Here is how options could be specified for a particular connection (using the Connection parameters):
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g Y B
[ GDesktop AT [135.225.51.41:6000] Properties 2 | 23 confserv_AT [135.225.51.41:6000] Properties S5

| General I Tenants I Server Info I Start Info |Geneta|| Advanced |
Connections | Options I Anines I Security I Dependency

Transport Protocol Parameters:

port=3005string-attributes-encoding=Cp 1251 0peration- -

Server 5  Connection ... Trace Mode timeout=2000;connectiontimeout=3000;reusze-address=1 keep-
alive=0jp-version=4 & lazy-parsing-enabled=true

ﬁcnnfsew_AT addp Trace On Both ...

ﬁconfsenr_ﬁT_TLS addp Trace On Client ...

ﬁ lyin d Trace On Client...

WStat_Senrer_.ﬁT simple Trace Is Tumed. ..

BB Stat_Server AT_TLS Y simple Trace Is Tumed... —

Application Parameters:

| -

pdd | [ Bt | [ Deete | ok J[ Concel || Hep |

A complete options list is provided in the table below.

Section Option Description

Specifies encoding for string

string-attributes-encoding attributes

Boolean value. Enables or

disables lazy parsing of

properties, for which lazy parsing
lazy-parsing-enabled possibility is enabled in protocol.

Currently used in Configuration Server
protocol, enabled by default.

) Host bind option, specifies host
commons-connection

address from which connection should be
made
Port bind option, specifies port
port from which connection should be
made

Port bind option, specifies port
backup-port from which connection should be
made (bind to) for backup server.

Integer value. Timeout for

operation-timeout operations like stopReading and
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Section Option

connection-timeout

reuse-address

keep-alive

use-utf-for-responses

ucs-protocol

use-utf-for-requests

target-xml-version

webmedia-protocol

replace-illegal-unicode-chars

illegal-unicode-chars-
replacement

IPV6 Options

The IPV6 usage can be enabled with "enable-ipv6" option.

Section Option
common enable-ipv6

Description
resumeReading.

Timeout is specified in milliseconds.

Integer value. Sets connection
timeout option for the local
socket to be opened by
connection.

Timeout is specified in milliseconds.

Boolean value. Sets
SO_REUSEADDR option for the
local socket to be opened by
connection

Boolean value. Sets
SO_KEEPALIVE option for the
local socket to be opened by
connection.

Boolean value. If set to false,
UCSprotocol will add
'tkv.multibytes'="'false' pair in
Request KVlist of the message. It
is false by default.

Boolean value. If set to true, all
string values of each KVlist will
be packed as UtfStrings (in
"UTF-16BE" encoding), instead of
common strings. It is true by
default.

Version of XML which is used to
transport WebMedia protocol
messages.

See corresponding
javax.xml.transform.OutputKeys.Version
property for details.

Boolean value. Enables or
disables replacing of the illegal
unicode chars in Webmedia XML
messages.

String to replace illegal unicode
chars

Description
Turns IPv6 support on/off.

Platform SDK Developer's Guide

49



Introductory Topics

Using the Application Template Application Block

Section

Option Description

Possible values: 0 (default, implied) and

1.

If set to 0, IPv6 support would be

disabled, even if supported by OS/

platform.

The ip-version constant specifies the order in which connection attempts will be made to IPv6 and
IPv4 addresses. Possible values include the following strings:

e "4,6" (default)
° II6'4II

This setting has no effect on the connection if enable-ipv6 is set to 0; warning would be logged. Has
no effect on server side; warning would be logged.

Option values should be specified within the connection transport properties:

ADDP Options

s Y N
[ GDesktop AT [135.225.51.41:6000] Properties | R [ confserv_AT [135.225.51.41:6000] Properties u
|  Geneml | Terarts I Server Info I Start Info | General | Advanced |
Connections | Options | Annex | Security | Dependency
Transport Protocol Parameters:
ip-version=4 §;
Server 5 Connection ... Trace Mode
ﬁconfsew_AT addp Trace On Both ...
ﬁconfsenr_AT_TLS addp Trace On Client...
ﬁ It Trace On Client...
ﬁStat_Server_AT simple Trace |s Tumed. .
£ Stat_Server AT_TLS Y simple Trace ls Tumed...
Application Parameters:
add_ | [ et | [ Des | ok J[ cancel |[ ke |
[ ok |[ Cancel Apply Help

ADDP options, which can be handled with the Application Template helper, should be specified on the

Connections tab.
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- N
P Stat_Server AT [135.225.51.41:6000] Properties [ &5 |

General Fnd'u'anc.edl
ﬁ Server: ﬁ Stat_Server AT -

Port 1D: default -

Connection Protocol:  addp -

Local Timeout: 5

Bemote Timeout: &

i Trace Mede: | Trace ls Tumed Off -

Connection Mode: (@ Unsecured

Secured

| ok || Canced || Hep

TLS Options

See the article on Configuring TLS Parameters in Configuration Manager for more information about
TLS options.

Cluster Connection Configuration Helpers

This section describes Application Template helper methods that support the configuration of cluster
connections to Genesys server, including use cases and samples.
Cluster Connection Configuration Types

There are two types of Genesys server cluster configuration available in Configuration Server: client-
aligned configuration, and node-aligned configuration.

Both types provide information about addresses of the target servers in a cluster, and connection
options used to communicate with them. You must choose the proper helper to use for each type of
cluster configuration.

Client-aligned configuration methods:
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¢ ClusterClientConfigurationHelper.createClusterProtocolEndpoints(IGApplicationConfigurat
ion appConfig, CfgAppType serverType)

e ClusterClientConfigurationHelper.createClusterProtocolEndpoints(IGApplicationConfigurat
ion appConfig, IGAppConnConfiguration clusterConn, CfgAppType serverType)

Node-aligned configuration methods:

e ClusterClientConfigurationHelper.createRefClusterProtocolEndpoints(IConfService
confService, IGApplicationConfiguration appConfig, CfgAppType serverType)

e ClusterClientConfigurationHelper.createRefClusterProtocolEndpoints(IConfService
confService, IGApplicationConfiguration appConfig, IGAppConnConfiguration clusterConn,
CfgAppType serverType)

Client-Aligned Configuration Samples
Sample 1
In the first sample scenario, a "ClientApp" Application is connected to the "ClusterApp'" virtual

application (type=CFGApplicationCluster) that has connections to cluster nodes of one ore more
clusters.

ClientApp

Single SEWEI’S\

A ']
iMessage Server I iTServer I

UcCs Cluger; / Oth\gr Genesyf}\’ier\rer Clust\t\r\
| "2 k ~ -4
iUCSBI iSR‘JBI iSFWEI SRV 1

ClusterProtocol protocol ...

List<WSConfig> nodeslList =
ClusterClientConfigurationHelper.createClusterProtocolEndpoints(ClientApp,
CfgAppType.CFGContactServer);

protocol.setNodes(nodesList);

Clusterfpp

Sample 2

In the second sample scenario, the "MyNodeApp" Application is a cluster node that is connected to
the "MyClusterApp" virtual application. In this case, "MyClusterApp" is a shared store of connection
configurations for all cluster nodes, which can have connections to other clusters like "UCS" as well
as stand-alone servers.
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My Cluster\
inNodeApp I iNodeE I iNadeB I

MyClusterApp

Single Servers Cluster

iMezsage Serwver I iTServer Frimary I LICS Cluster App I

/

LJCSl I iUCSE I LCs 3

ClusterProtocol protocol ...

List<WSConfig> nodeslList =
ClusterClientConfigurationHelper.createClusterProtocolEndpoints (MyClusterApp,
clusterAppConnection, CfgAppType.CFGContactServer);

protocol.setNodes (nodesList);

Connection Options

You can use Genesys Administrator to define connection parameter options (such as ADDP, ip-
version, strings encoding, or TCP socket options) that are used for all nodes in a cluster, or to define
connection parameter for a particular node that will overriding common parameters.

¢ Common Options: Specified in the connection from ClientApp to ClusterApp (or from OwnClusterApp if
application is a node of some type of cluster).

¢ Node-Specific Options: can be specified in Configuration Manager in connection from ClusterApp to
NodeApp.

See eServices Load Balancing Business Continuity for examples.

Node-Aligned Configuration
Sample 3

In the third sample scenario, the "ClientApp" Application is connected to the "UCSClusterApp" virtual
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application that groups UCS nodes. Unlike previous configurations, the cluster nodes in this scenario
are also connected to the "UCSClusterApp" virtual application.

Single Servers

ClientApp

UCS Cluster |

Mﬂenesys Server Cluster\

K

K

iMessage Server

i TServer Primary

ClusterProtocol protocol ...
List<WSConfig> nodesList =

ClusterClientConfigurationHelper.createRefClusterProtocolEndpoints(confService, ClientApp,
CfgAppType.CFGContactServer);
protocol.setNodes(nodesList);

Sample 4

In the fourth sample scenario, the "MyNodeApp" Application is a cluster node. The "MyClusterApp"

UCSClusterApp

iUCSl

iUCS2

iUCSB

SRV Cluster App

iSR\fl

ISR\(2

iSRV3

application has a connection to the UCS cluster ("UCSClusterApp" application). UCS nodes also have
connections to "UCSClusterApp".
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My cluster\
iNGdEB I iNDdEE I iMyNﬂdeApp I

MyClusterdpp

Single Servers

ﬁﬁﬂuster\
Y
iMessage Server I iTServer Primary I

Y
LCSClusterApp

ClusterProtocol protocol ...

UCSII UCSEI iUCSBI
List<WSConfig> nodeslList =

ClusterClientConfigurationHelper.createRefClusterProtocolEndpoints(confService, MyNodeApp,
clusterAppConnection, CfgAppType.CFGContactServer);
protocol.setNodes(nodesList);

Connection Options

You can use Genesys Administrator to define connection parameter options (such as ADDP, ip-
version, strings encoding, or TCP socket options), but in this scenario this configuration is applied for
all nodes in a cluster.

¢ Common Options: Specified in the connection from ClientApp to ClusterApp.

Code Samples
Simple client application connecting to any UCS cluster

This sample checks the connection configuration for "WCC mode" UCS 9.0 cluster, then for "WDE
mode" UCS cluster, and then for "legacy mode" connection to UCS (pri/bck) server.

// Take "my application configuration" from context, or read it in a way like this:
IGApplicationConfiguration myApp = new GCOMApplicationConfiguration(
confService.retrieveObject(CfgApplication.class,
new CfgApplicationQuery(myAppName)));
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// For the first, try UCS 9 connection cluster:
List<WSConfig> conns = ClusterClientConfigurationHelper.createRefClusterProtocolEndpoints(
confService, myApp, CfgAppType.CFGContactServer);

if (conns == null || conns.isEmpty()) {

// If there is no UCS 9 cluster connected, then we try older UCS cluster, or simple UCS
connection(s):

conns = ClusterClientConfigurationHelper.createClusterProtocolEndpoints(

myApp, CfgAppType.CFGContactServer);

}

System.out.println("Connections:

+ conns);
WCC based cluster node application connecting to any UCS cluster

This sample works in context of WCC.

// Take "my application configuration" from context, or read it in a way like this:
final IGApplicationConfiguration myApp = new GCOMApplicationConfiguration(
confService.retrieveObject(CfgApplication.class,
new CfgApplicationQuery(myAppName)));

IGApplicationConfiguration myClusterApp = null;
// if we do not have 'myClusterApp' from WCC context, we may take it by this way:
final List<IGAppConnConfiguration> clusters = GApplicationConfiguration
.getAppServers (myApp.getAppServers(), CfgAppType.CFGApplicationCluster);
if (clusters !'= null) {
if (clusters.size() == 1) {
myClusterApp = clusters.get(0).getTargetServerConfiguration();
log.infoFormat(
"Application is recognized as a node of cluster ''{0}''",
myClusterApp.getApplicationName());
} else if (clusters.size() > 1) {
log.error("Application has more than one application cluster connected"
+ " - its treated as a standalone app");

}

// Select application cluster connection start point:
final IGApplicationConfiguration connSrc = (myClusterApp != null) ? myClusterApp : myApp;

// For the first, try UCS 9 connection cluster:
List<WSConfig> conns = ClusterClientConfigurationHelper.createRefClusterProtocolEndpoints(
confService, connSrc, CfgAppType.CFGContactServer);

if (conns == null || conns.isEmpty()) {

// If there is no UCS 9 cluster connected, then we try older UCS cluster, or simple UCS
connection(s):

conns = ClusterClientConfigurationHelper.createClusterProtocolEndpoints(

connSrc, CfgAppType.CFGContactServer);

}

System.out.println("Connections:

+ conns);

Handling updates from Config Server

The GFApplicationConfigurationManager component monitors Config Server for updates and
provides notifications about changes in applications.

You should register for updates at GFApplicationConfigurationManager.
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GFApplicationConfigurationManager appManager = ...
appManager.register(new ClientConnEventListener());
appManager.init();

In the handle (GFAppCfgEvent event) method implementation, create a new connection configuration
using one of the helpers mentioned above: package
com.genesyslab.platform.apptemplate.application;

public class ClientConnEventListener extends GFAppCfgEventListener {

private UcsClusterProtocol ucsProtocol;

@Override

public void handle(GFAppCfgEvent event) {
//get new application configuration
IGApplicationConfiguration appconfig = event.getAppConfig();

//create new connection configuration

List<WSConfig> conns =
ClusterClientConfigurationHelper.createClusterProtocolEndpoints(appconfig,
CfgAppType.CFGContactServer);

//apply connection configuration
ucsProtocol.setNodes(conns);

WCC-based cluster configuration does not support an update handler at this time.
Subscribing to updates in this case will lead to Config Server overloading, so
customers are encouraged to make direct requests to Config Server to actualize the
cluster configuration before opening ClusterProtocol.

NET

The Application Template Application Block provides a way to read configuration options for
applications in Genesys Administrator and to configure Platform SDK protocols. It also allows standard
connection settings (including ADDP or TLS details) to be retrieved from Configuration Server, and
helps with common features like setting up WarmStandby or assigning message filters. Primary
Application Template functionality includes:

e ClientConfigurationHelper sets up client connections and configures WarmStandby.

e ServerConfigurationHelper sets up server connections.

Setting Up a Client Connection

Application Template helper creates an Endpoint instance with initialized configuration properties.
Details about how to specify required options in Configuration server are available below. In order to
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retrieve specified options from Configuration Server, user should read IGApplicationConfiguration
object where this properties are stored.

Sample:

//create Configuration Service
ConfServerProtocol confProtocol = new ConfServerProtocol(new Endpoint(host,port)){
UserName = "...",
ClientName = "...",
ClientApplicationType= (int)cfgAppType,
UserPassword = "..."
+s
IConfService confService = ConfServiceFactory.CreateConfService(confProtocol);
confProtocol.Open();

//read your application options
var myApplicationName = "...";
var applicationConfiguration = new GCOMApplicationConfiguration(
new CfgApplicationQuery(confService){ Name = myApplicationName }.ExecuteSingleResult()
);

CfgAppType myApplicationType = default(CfgAppType);

var applicationEndPoint = ClientConfigurationHelper.CreateEndpoint(applicationConfiguration,
applicationConfiguration.GetAppServer(myApplicationType),
applicationConfiguration.GetAppServer(myApplicationType).TargetServerConfiguration);

//use protocol with configured endpoint

StatServerProtocol statProtocol = new StatServerProtocol(applicationEndPoint);
statProtocol.ClientName = clientName;

statProtocol.Open();

Configuring WarmStandby

The Application Template helper CreateWarmStandbyConfigEx () allows you to create a configuration
for the new implementation of the warm standby, as illustrated here:

var myApplicationName = "..";
CfgAppType myApplicationType = default(CfgAppType);
var applicationConfiguration new GCOMApplicationConfiguration(
new CfgApplicationQuery(confService){ Name = myApplicationName }.ExecuteSingleResult()

);
WSConfig warmStandbyConfig = ClientConfigurationHelper.CreateWarmStandbyConfigEx(
applicationConfiguration,applicationConfiguration.GetAppServer(myApplicationType));

Configuration in Configuration Manager looks quite similar to the classic Warm Standby configuration
with one difference: there are special timing parameters which are quite different than "Reconnection
Timeout" and "Reconnection Attempts" and thus are specified apart from them. The "Reconnection
Timeout" and "Reconnection Attempts" are not used in new Warm Standby Configuration.

Client Connection options:

Name Values, in Seconds
warm-standby.retry-delay 5,10, 15
warm-standby.reconnection-random-delay-range 10
warm-standby.open-timeout 30
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See Warm Standby documentation and the API Reference guide for details about how these timing
options customize Warm Standby behavior.

Options can be specified in Configuration Manager as shown below:

. [ | £3 TserverG3 [psdkw2k8-env:6000] Properties (e

i —
I ClientApp [psdkw2k8-env:6000] Properties

General | Connections | Options | Annex | Security | Dependency | | General | Advanced |

= Transport Protocol Parameters:
Server Secured Connection | A

[l Application Parameters:

warm-standby retry-delay=5,10,15wam-standby reconnection- -
random-delayrange=10.wam-=standby opentimeout=30

o] o ) [ )

'@ ok J [ camsl ][ v |[_Heb ]

The last option is specified in Backup Server Applications on the Options tab. This characteristic of
the backup server describes how much time is required for the server to step into primary mode.

Options Tab Section Value, in Seconds
warm-standby backup-delay=5

[+] Legacy Content

Configuring WarmStandby (Legacy Content)

This section describes how to configure WarmStandby service with Application Template helpers. To
find out how to use the WarmStandby service, see the corresponding Using the Warm Standby
Application Block article.

Application Template helper method creates configuration for WarmStandbyService. The result
includes parameters for the connection to primary and backup servers defined in the specified
application configuration information.

Sample:

Platform SDK Developer's Guide 59


https://docs.genesys.com/Documentation/IW/8.5.x/Developer/UsingWarmStandbyAB
https://docs.genesys.com/Documentation/IW/8.5.x/Developer/LegacyWarmStandbyAB
https://docs.genesys.com/Documentation/IW/8.5.x/Developer/LegacyWarmStandbyAB

Introductory Topics Using the Application Template Application Block

var myApplicationName = ;
CfgAppType myApplicationType default (CfgAppType);
var applicationConfiguration new GCOMApplicationConfiguration(
new CfgApplicationQuery(confService){ Name = myApplicationName }.ExecuteSingleResult()

);

WarmStandbyConfiguration warmStandbyConfig =

ClientConfigurationHelper.CreateWarmStandbyConfig(
applicationConfiguration,applicationConfiguration.GetAppServer(myApplicationType));

Setting Up a Server Channel

Similar to the creation of the client connection, provide the IGApplicationConfiguration object to
the helper class.

Sample:

Endpoint endpoint = ServerConfigurationHelper.CreateListeningEndpoint(appConfiguration,
appConfiguration.PortInfo("default"));
ExternalServiceProtocolListener serverChannel = new ExternalServiceProtocolListener(endpoint);

This helper creates an Endpoint instance initialized with properties like the listening TCP port number,
ADDP parameters, and so on.

Defining Configuration Options in Genesys Administrator

Options can be specified in the CfgApplication object using Genesys Administrator. There are
several possible option locations in the CfgApplication object:

e Application options tab
e Connection parameters

e Port parameters

Common Options

Here is how options could be specified on the Options tab:
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-
GenercClient [135.225.51.41:6000] Properties
P

S

| General | Cunnedinns| Options |Pﬂneac | Security I Depmqur|
[3@ commens-connection "] 5 ] | [ X | = | @ [ @

Name * Value
Enter text here ?l Enterteat here ‘?l
abe address "10.10.0.100"
'ﬁg;lazy—parsjng-enabled "falze"
abe port "5558"
'ﬁgreuse-address "true”
f-ﬁstring-aﬁributes-encuding "Cpl1252”
abe test "y

[ oKk ][ Cancel Apply Help

Here is how options could be specified for a particular connection (using the Connection parameters):
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B

-
ﬁ confsery_AT [135.225.51.41:6000] Properties

|Geneta| | Advanced |

s 3
[Z) GDesktop_AT [135.225.51.41:6000] Properties | 22 |
| General I Tenants I Server Info I Start Info
Connections | Options I Annex I Security I Dependency
Server 5 Connection ... Trace Mode
ﬁcnnfsew_AT addp Trace On Both ...
ﬁconfsenr_ﬁT_TLS addp Trace On Client ...
ﬁ lyin d Trace On Client...
WStat_Senrer_.ﬁT simple Trace Is Tumed. ..
BB Stat_Server AT_TLS Y simple Trace Is Tumed...
Add || Edt || Deete |
[ ok J[ Camcel || sonh Help

Transport Protocol Parameters:
port=3005string-attributes-encoding=Cp 1251 0peration- -
timeout=2000;connectiontimeout=3000;reusze-address=1 keep-
alive=0jp-version=4 & lazy-parsing-enabled=true

Application Parameters:

| -

| [ Ccancel

J

Hep |

A complete options list is provided in the table below.

Section

string-attributes-encoding

lazy-parsing-enabled

commons-connection address

port

backup-address

backup-port

Option

Description

Specifies encoding for string
attributes.

Boolean value. Enables or
disables lazy parsing of
properties, for which lazy parsing
possibility is enabled in protocol.

Currently used in Configuration Server
protocol, enabled by default.

Host bind option, specifies host
from which connection should be
made

Port bind option, specifies port
from which connection should be
made

Host bind option, specifies host
from which connection should be
made for backup server.

Port bind option, specifies port
from which connection should be
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Section Option

use-utf-for-responses

ucs-protocol

use-utf-for-requests

replace-illegal-unicode-chars
webmedia-protocol

illegal-unicode-chars-
replacement

IPV6 Options

The IPV6 usage can be enabled with "enable-ipv6" option.

Section Option

common enable-ipv6

Description
made (bind to) for backup server.

Boolean value. If set to false,
UCSprotocol will add
'tkv.multibytes'="'false' pair in
Request KVlist of the message. It
is false by default.

Boolean value. If set to true, all
string values of each KVlist will
be packed as UtfStrings (in
"UTF-16BE" encoding), instead of
common strings. It is true by
default.

Boolean value. Enables or
disables replacing of the illegal
unicode chars in Webmedia XML
messages.

String to replace illegal unicode
chars

Description
Turns IPv6 support on/off.

Possible values: 0 (default, implied) and
1.

If set to 0, IPv6 support would be
disabled, even if supported by OS/
platform.

The ip-version constant specifies the order in which connection attempts will be made to IPv6 and

IPv4 addresses. Possible values include the following strings:

e "4,6" (default)
° Il6’4ll

This setting has no effect on the connection if enable-ipv6 is set to 0; warning would be logged. Has

no effect on server side; warning would be logged.

Option values should be specified within the connection transport properties:
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i i B
3 GDesktop_AT [135.225.51.41:6000] Properties | 2 [] g3 confserv AT [135.225.51.41:6000] Properties S5

| General I Tenants I Server Info I Start Info |Genaa]| Advanced |
Connections | Options I Annex I Security I Dependency

Transport Protocol Parameters:

ip-version=4,G; "
Server S Connection ... Trace Mode
ﬁconfsenr_ﬁT addp Trace On Both .
ﬁconfsew_AT_TLS addp Trace On Cliert ...
ﬁ It Trace On Client...
ﬁStat_Server_P\T simple Trace |s Tumed...
B Stat_Server AT TLS Y simple Trace |s Tumed... .

Application Parameters:

ok ) (e ][ ow [ )

ADDP Options

ADDP options, which can be handled with the Application Template helper, should be specified on the
Connections tab.
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- N
P Stat_Server AT [135.225.51.41:6000] Properties [ &5 |

General Fnd'u'anc.edl
ﬁ Server: ﬁ Stat_Server AT -

Port 1D: default -

Connection Protocol:  addp -

Local Timeout: 5

! Bemote Timeout: &
N Trace Mode: | Trace |s Tumed Cff -
Connection Mode: (@ Unsecured
Secured
[ ok || cancel || Hep |
e ; -
TLS Options

See the article on Configuring TLS Parameters in Configuration Manager for more information about
TLS options.
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Using the Cluster Protocol Application Block

Java

The Cluster Protocol Application Block is only supported in Platform SDK for Java at
this time.

This Application Block is designed to be used with applications where a large number of requests
should be spread between a configured set of UCS servers - or other Genesys servers - in a cluster,
providing a type of high-availability (HA) connection to that cluster.

Tip
When the Cluster Protocol Application Block is connected to a cluster, it can be used in
UCS9 N+1 server mode connected to all nodes, or in UCS9 N+1 client mode

connected to one node. When the application block is connected to a single
application that has a backup configured, it works in UCS8 mode Primary/Backup.

Architecture Overview

One of the simplest and most common uses of the Platform SDK interface is a protocol that interacts
directly with a Genesys server using a set of standard protocol methods (such as Open, Close, Send,
Request).

To provide a single working protocol with at least one backup, we use the Warm Standby Application
Block. That application block intercepts control of the protocol interface and provides switch-over
between multiple protocols, or protocol restoration, using a single Warm Standby endpoint.

The Cluster Protocol builds on this idea, allowing you to work simultaneously with a series of
protocols and Warm Standby application blocks (each of which can represent one or many individual
protocols) the same way that you would with a single, standard protocol. To configure the Cluster
Protocol, you use a mixed list of protocol and Warm Standby endpoints gathered from Configuration
Server.
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Application Cluster Protocol

Protocol interface: Warm Standby

________________ Server Protocol 1
close() Warm Standby v E
Application [N ------—---—-——---—-

] Server Protocol 2
logic

request() Warm Standby

L b Server Protocol 3

Load
Balancer
Server N

The Cluster Protocol itself covers any scenarios where we need simultaneous connections through a
load balancer to many servers, where each server may have one or many backups.

Sequence Diagram: Main Scenario When Using Cluster Protocol Application Block

| Application | | Cluster Protocol | | LB | | Protocol 1 | |Warm Standby 1| |Protoco| Nl |Warm Standby N

open()
create

create, start open

start open
create
create, start open
openad starkopen l
opened l
Opened .__ i e —
. . opened
opened I
request -
S ki choose one b\_(_LB
request ->
<- response I
request -
choose one by LB
O request - >
<- response
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High Availability Options

The Cluster Protocol is able to control the state of protocol connections, and use the Warm Standby
Application Block to keep them opened. Each cluster node may be initialized as a standard Platform
SDK Endpoint, or using WSConfig (Warm Standby configuration) with one or more backup Endpoints
added. A list of opened connections is tracked using a Load Balancer, which allows requests to be
spread across connected protocols.

This gives your application the flexibility to configure one endpoint per connection ("server mode"),
or to combine cluster endpoints in a single Warm Standby configuration and let the Cluster Protocol
use a single connection to anyone of them ("client mode").

Load Balancing Options

The default Load Balancing strategy uses a "round robin" algorithm over connected servers for
request forwarding. It is possible for you to create your own implementation of the Load Balancer
interface, however, and provide it during creation of the Cluster Protocol instance.

Cluster
Protocol

Load
Balancer

Implementing a Custom LoadBalancer

final EspClusterProtocol haProtocol =
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new EspClusterProtocolBuilder()
.withLoadBalancer(new MylLoadBalancer())
.build();

protected class MyLoadBalancer implements ClusterProtocolLoadBalancer {
@Override
public void configure(final ConnectionConfiguration config) {

}
@Override
public void addNode(final Protocol node) {

}
@Override
public void removeNode(final Protocol node) {

}
@Override
public Protocol chooseNode(final Message request) {

}
@Override
public void clear() {

}

Disaster Recovery

Platform SDK does not inject any business functionality into connections, so the Cluster Protocol
Application Block is able to provide disaster recovery by meeting the following requirements:

1. High availability maintains a list of active connections to ensure that requests are not sent to
disconnected servers.

2. Any request that receives a ChannelClosedOnSendException or ChannelClosedOnRequestException
response (because the connection was broken but not yet removed from the active list) is automatically
resent to a different connection. Other exceptions are passed through to the client application to be
handled manually.

There is no special configuration required to enable disaster recovery, but your application will need
to include logic that handles generic IO exceptions or protocol timeout exceptions.

Sequence Diagram: Cluster Protocol with Node Connection Failure
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Application | Cluster LB | | Protocol 1 | | Warm Standby 1 | | Protocol N | | Warm Standby N
open(
)
create
create, start opel
create start open I
I create, start ope
open failed start open I
[ schedule open retry
opened
openad I
opened
opene 7
d
Sequence Diagram: Cluster Protocol User Request Failure
Application |Cluster Protocol LB Protocol 1 " Warm 5Standby 1 Protocol N
[ I |
Protocol failed before request message was sent
' request —>
choose one by LB
conn broken event
request - >
send failed
remove node
chocse one by LB
request -=
<- response I
Protocol failed after request message was sent
request - =
choose one by LB
request - >
conn broken event
request
<~ request failed failed remove node

How to Handle Lost Requests

It is possible for a communication error to occur where your application sends a request but the
connection is broken before any response is received. When using the Cluster Protocol you may not
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know if another node in the cluster handled the request. In this scenario your application won't know
if the server was able to receive or process the request correctly.

To address this, your application should include business logic that handles exceptions or null returns
for a Cluster Protocol request and acts appropriately based on the type of request. For example, a
request to read data can be sent again without impact, while a request that modifies data on the

server may require your application to check the server state before retrying or providing notification
that the request was successful.

Configuration Options

For this release, only the UCS cluster type is supported.

The Cluster Protocol Application Block supports configuration in Configuration Manager for the client
application and cluster.

I ApplicationClusterPool (260) [bs85ipw6:2020] Proper - Interaction'WarkspaceCluster (259) [b3é

| General | Tenarts I Server Info I Start Info | Connections [ General | Connections | DOptions | Annex | £
Server Secured Server
ﬁ IrecPool _1 ﬁﬁ.pplicatiunElusterPDnl
ﬁ IrcPool_2 ﬁ confzery
ﬁ IrePool_3 W T5w_Lucentz3
aap IrxPool_4 5 TSvi_SIP_One
o IrxPool_5 59 TSwi_SIP_Two
d StatServerPool_1

0 StatServerPool_2

1o StatServerPool_3

%StatSewerF‘ml_-l Yes
%Statﬂer‘uerF‘ml_ﬁ Yes
g UCSPoal_1

i UCSPool_2

4 UCSPool_3

i UCSPool_4

4 UCSPool_5
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Client Connection Active Nodes Randomizer

This randomizer allows dynamic changes to the cluster configuration. However, to
change an existing list of cluster nodes, your application should not use
ClusterProtocol methods for this, but instead make the change using
shuffler.setNodes (nodes).

The randomizer helper is a separate, additional component is available for working with cluster load
balancing from client-type applications. This allows your applications to work with a cluster of servers
without creating live connections to all of its nodes, and helps to prevent many stuck clients.

This component uses existing ClusterProtocol functionality to allow dynamic updates to node
configuration. It then takes a whole list of cluster nodes and then performs periodical endpoint
rotation. In deployments with a large number of clients, this could be critical for performance.

Added nodes use a new instance of the usual Platform SDK protocol class, and asynchronous open will
be started. The node is added to the load balancer immediately after it is connected.

* Removed nodes are immediately excluded from the load balancer, and scheduled for closing after the
protocol timeout delay. This helps with delivery of responses on already started requests.

e The randomizer uses the Java Collections.shuffle(nodes) method to randomize the sequence of
given nodes.

e To update protocol node configuration, this helper uses round-robin rotation over a randomly sorted, full
list of cluster nodes, choosing a subset from a given number of elements. It allows the protocol to
prevent all connections from breaking at a single moment, and to keep online during switchover.

¢ The randomizer component can also attach truncated node endpoints as backup endpoints for selected
ones, allowing the internal WarmStandby service to quickly switchover from unresponsive nodes.

final UcsClusterProtocol ucsNProtocol = new UcsClusterProtocolBuilder().build();
List<WSConfig> nodes = ...;

// create nodes shuffler for 2 active connections

ClusterNodesShuffler shuffler = new ClusterNodesShuffler(ucsNProtocol, 2);

// let the shuffler to use truncated nodes endpoints as backup endpoints for the selected ones
shuffler.setUseBackups(true);

// initialize shuffler with the whole list of cluster nodes

shuffler.setNodes(nodes);

ucsNProtocol.open();

// schedule shuffling operation with 3 secs delay and 3 secs period
TimerActionTicket shufflerTimer = TimerFactory.getTimer().schedule(3000, 3000, shuffler);

// Do the business logic on the cluster protocol...

// In case of update in the cluster configuration, application should use
'shuffler.setNodes (newNodes) "

// instead of ClusterProtocol's methods related to nodes configuration.

// Shutdown:
shufflerTimer.cancel();
ucsNProtocol.close();
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Code Examples

Cluster Protocol Usage Example

UcsClusterProtocol ucsNProtocol =
new UcsClusterProtocolBuilder()

Lbuild();
ucsNProtocol.setClientName("MyClientName");
ucsNProtocol.setClientApplicationType("MyAppType");
ucsNProtocol.setNodesEndpoints(

new Endpoint("ucsl", UCS 1 HOST, UCS 1 PORT),

new Endpoint("ucs2", UCS 2 HOST, UCS 2 PORT),

new Endpoint("ucs3", UCS 3 HOST, UCS 3 PORT));
ucsNProtocol.open();

(EventGetVersion) ucsNProtocol.request(RequestGetVersion.create());
(EventGetVersion) ucsNProtocol.request(RequestGetVersion.create());

EventGetVersion respl
EventGetVersion resp2

Client Nodes Randomizer Usage Example
Application code using the randomizer component may look like the following sample:

final List<WSConfig> nodes = ...;
final UcsClusterProtocol ucsNProtocol =
new UcsClusterProtocolBuilder()
Lbuild();
ucsNProtocol.setTimeout(5000); // sets protocol timeout to 5 secs
ucsNProtocol.setClientName("MyClientName");
ucsNProtocol.setClientApplicationType("MyAppType");

ClusterNodesShuffler shuffler = new ClusterNodesShuffler(ucsNProtocol, 2); // creates nodes
shuffler for 2 active connections
TimerActionTicket shufflerTimer = null;

try {
shuffler.setNodes(nodes); // - initializes shuffler with the whole list of cluster nodes.

ucsNProtocol.open();
shufflerTimer = TimerFactory.getTimer().schedule(3000, 3000, shuffler); // - schedules
shuffling operation with 3 secs delay and 3 secs period

// do the business logic on the cluster protocol...
for (int i = 0; i < 200; i++) {
EventGetVersion resp = (EventGetVersion)
ucsNProtocol. request(RequestGetVersion.create());
System.err.println("Resp from: " + resp.getEndpoint());
Thread.sleep(300);

}
} finally {
if (shufflerTimer != null) {
shufflerTimer.cancel();
shufflerTimer = null;

ucsNProtocol.close();

}
Configuration Helper Example

The ClusterClientConfigurationHelper class is designed to make it easier for your application to
make use of this Application Block by performing the following steps:
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1. Checks if client application is connected to cluster application
2. If cluster application detected, then creates endpoints for all cluster connections of the specify type

3. If cluster application not detected or no connections in cluster application found, then creates endpoints
for all client application connections of the specify type (compatibility mode)

4. If connected server has backup application, endpoint will have classical Primary\Backup configuration

5. Supports specifying shared ADDP options, Transport and Application parameters in connection to cluster
application. Those parameters can be overridden in connection to particular cluster node.

For more information, including an overview of the new Cluster Connection Configuration Helpers,
see Using the Application Template Application Block.
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Event Handling

Java

Once you have connected to a server, much of the work for your application involves sending
messages to that server and handling the events you receive from the server. This article describes
how to send and receive messages from a server.

Messages: Overview of Events and Requests

Messages you send to a server are called requests, while messages you receive are called events. An
event that is received from a server as the result of executing a request is called a response. In
summary, messages can be classified by using the following taxonomy:
e Requests: sent to the server
e Events: received from the server
* Responses: received as the result of a request

* Unsolicited events: not a direct result of a request

Tip
On this page, we will use the more general term "message" instead of "event", in
order to avoid confusion between protocol events and programming events.

For example, you may send a request to log in an agent or to gather statistics. You might also send a
request to update a configuration object, or to shut down an application.

In each of these cases, the server will respond with an event message, as shown below.
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You may also get unsolicited events from the server. That means receiving events that are not a
response to a specific request. For example, EventRinging will notify you of a call ringing on an
extension that you are currently monitoring.

Receiving Messages

With the Platform SDK, you can receive messages synchronously or asynchronously. It is important
that you define the way your application will work in this aspect. In general, you will probably use
only one type or the other in the same application.

Interactive applications normally use asynchronous message handling, because that will prevent the
Ul thread from being blocked, which could make the application appear "frozen" to a user. On the
other hand, non-interactive batch applications commonly use synchronous response handling, as that
allows writing easy code that performs step-by-step.

Receiving Messages Asynchronously

Most Platform SDK applications need to handle unsolicited events. This is particularly true for
applications that monitor the status of contact center resources, such as extensions.

You receive server messages by implementing a MessageHandler that contains the event-handling
logic:

[Javal
MessageHandler tserverMessageHandler = new MessageHandler() {
@Override
public void onMessage(Message message) {
// your event-handling code goes here
}
}
Then you set your implementation as the protocol MessageHandler.

[Javal

tserverProtocol.setMessageHandler(tserverMessageHandler);
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You need to know that your event-handling logic will be executed by using the
protocol invoker. Please set the invoker appropriate for your application needs. For
more information about the protocol invoker and how to set it, refer to Connecting to
a Server.

Inside your event-handling code, you will want to execute different logic for different kinds of events.
A typical way to do this is using a switch statement, based on the event identifier:

[Javal

switch (message.messagelId()) {
case EventAgentLogin.ID:
OnEventAgentLogin(message);
break;
case EventAgentLogout.ID:
OnEventAgentLogout (message);
break;

Receiving Messages Synchronously

Some kinds of applications, such as batch applications, benefit from receiving messages
synchronously. This means that received messages will queue up and be handled by the application
on demand.

In order to receive messages this way, you simply do not set a protocol MessageHandler as
described in the previous section.

Tip
For releases prior to Platform SDK 8.1.1, messages were received synchronously by

default. Please note that 8.1.1 behavior is backwards-compatible, and pre-8.1.1
applications will continue to work as expected without any modification.

To receive a message synchronously, use the Receive method. This method blocks processing,
waiting for the next message to be received before continuing. Take into account that the maximum
time to wait is set by a configurable timeout value. If the timeout expires and no event is received,
you will receive a null value.

[Javal

Message message = tserverProtocol.receive();

If you want to set your own timeout, you can use the Receive method overload that takes a timeout
parameter. Otherwise, if you use Receive with no parameters, the protocol Timeout property will be
used.
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Sending Requests Asynchronously

This is the easiest way to send a message to a server. Suppose you have created and filled a request
object, for example, a RequestAgentLogin message for Interaction Server:

[Javal]

RequestAgentLogin loginRequest = RequestAgentlLogin.create();

loginRequest.setTenantId(tenantId);

loginRequest.setAgentId(agentId);
loginRequest.setPlaceld(placeld);

You can then send it to the server using the following code:
[Java]

interactionServerProtocol.send(loginRequest);

This will result in your application receiving a response from the Interaction Server: either an
EventAck or an EventError message. By using the Send method, you will ignore that response at the
place where you make the request. You will get the response, like any other unsolicited event, using
the techniques described in the Receiving Messages section.

Handling Responses

The understanding of how to send requests and receive events is all you need to communicate with
Genesys servers. However, the Platform SDK also provides the ability to easily associate a response
with the particular request that originated it.

Receiving a Response Synchronously
The easiest way to handle responses is with the Request method. This is a blocking method, as your
application stops to wait for a response to come from the server. Using the same request example

above:

[Javal

Message response = interactionServerProtocol.request(loginRequest);

if (response.messageld() == EventAck.ID) {
EventAck eventAck = (EventAck)response;
// continue here

)

else {
// handle the error here

)

Notice that you will need to cast the message to a specific message type in order to access its
attributes. If a request fails on the server side, you will typically receive an EventError.

Take into account that the Request method blocks until a message is received or a timeout occurs. If
the timeout elapses and no response was received from the server, then a null value is received.
The timeout parameter can be specified in the request method. If you do not use the timeout
parameter then, then the protocol Timeout property is used.
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The Request method will only return one message from the server. In the case that the server returns
subsequent messages, apart from the first response, as a result of the requested operation, then you
must process those messages separately as unsolicited events. Please make sure that your code
handles all messages received from your servers.

When using the Request method, your application only receives the response to that request as a
return value. The response will not be received as an unsolicited event as well. (You can change this
behavior by using the CopyResponse protocol property, described below.)

Receiving a Response Asynchronously

For many applications, blocking your thread while waiting for a response to your request is not
appropriate. For example GUI applications, where the GUI can appear "frozen" if the response takes
too much time to be received. It can also be true for batch applications that may want to send
multiple requests at the same time, while waiting for all responses concurrently. For these scenarios it
is possible to receive responses asynchronously.

Receiving a Response Asynchronously Using a Callback

By using requestAsync, your thread will not block, and it will permit you to handle the response by
using callback methods that will get called asynchronously.

First, you will need to implement a CompletionHandler which will contain the logic for handling the
response to your request:

[Java]
private static final CompletionHandler loginResponseHandler = new CompletionHandler() {
@Override

public void completed(Message message, Void notUsed) {
// handle message here
}

@Override

public void failed(Throwable exc, Void notUsed) {
// handle error here

}

The CompletionHandler callback methods will be executed by the protocol invoker.

Then you can use the CompletionHandler as a parameter to the requestAsync method:
[Java]
interactionServerProtocol.requestAsync(loginRequest, null, loginResponseHandler);

Notice that in this example, the attachment parameter has not been used. If you are sharing the
same CompletionHandler implementation for handling the responses to different requests then you
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may want to use an attachment to make it easy to differentiate among those requests.
Receiving the Response as a Future

Alternatively, you may want to handle responses using the same thread that did the request, but
have the option to do something concurrently while waiting for the response. To accomplish this, use
the beginRequest method.

As an example, you might perform two agent login requests concurrently: one for logging into the T-
Server, and another for logging into Interaction Server.

[Java]

RequestFuture loginVoiceFuture = tserverProtocol.beginRequest(loginVoiceRequest);
RequestFuture loginMultimediaFuture =
interactionServerProtocol.beginRequest(loginMultimediaRequest);

Message loginVoiceResponse = loginVoiceFuture.get();
Message loginMultimediaResponse = loginMultimediaFuture.get();

// handle responses, both are available now

When using the requestAsync or beginRequest methods, you will not receive the response as an
unsolicited event. (You can change this behavior by using the CopyResponse protocol property,
described below).

CopyResponse

Previously it was stated that responses returned by request methods are not received as unsolicited
events by default. This behavior can be modified by using the protocol CopyResponse property. The
default value is false, but it can be set to true like this:

[Java]

tserverProtocol.setCopyResponse(true);

This is particularly useful for protocols which define events that can be both received unsolicited and
as a response to a client request (such as EventAgentLogin defined by the T-Server protocol). By
setting the CopyResponse property to true, you can execute your agent state change logic only when
handling the message as an unsolicited event, and you do not need to include it when receiving the
message as a response.

NET

Once you have connected to a server, much of the work for your application will involves sending
messages to that server and handling the events you receive from the server. This article describes
how to send and receive messages from a server.
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Messages: Overview of Events and Requests

Messages you send to a server are called requests, while messages you receive are called events. An
event that is received from a server as the result of executing a request is called a response. In
summary, messages can be classified by using the following taxonomy:

e Requests: sent to the server

e Events: received from the server

* Responses: received as the result of a request

* Unsolicited events: not a direct result of a request

Tip
On this page, we will use the more general term "message" instead of "event", in
order to avoid confusion between protocol events and programming events.

For example, you may send a request to log in an agent or to gather statistics. You might also send a
request to update a configuration object, or to shut down an application.

In each of these cases, the server will respond with an event message, as shown below.

Client Server
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You may also get unsolicited events from the server. That means receiving events that are not a
response to a specific request. For example, EventRinging will notify you of a call ringing on an
extension that you are currently monitoring.

Receiving Messages

With the Platform SDK, you can receive messages synchronously or asynchronously. It is important
that you define the way your application will work in this aspect. In general, you will probably use
only one type or the other in the same application.
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Interactive applications normally use asynchronous message handling, because that will prevent the
Ul thread from being blocked, which could make the application appear "frozen" to a user. On the
other hand, non-interactive batch applications commonly use synchronous response handling, as that
allows writing easy code that performs step-by-step.

Receiving Messages Asynchronously

Most Platform SDK applications need to handle unsolicited events. This is particularly true for
applications that monitor the status of contact center resources, such as extensions.

You receive server messages asynchronously by subscribing to the Received .NET event:
[C#]
tserverProtocol.Received += OnTServerMessageReceived;

Then you can implement your event-handling logic:

[C#]
void OnTServerMessageReceived(object sender, EventArgs e)
{
IMessage message = ((MessageEventArgs)e).Message;
// your event-handling code goes here
}

You need to know that your event-handling logic will be executed by using the
protocol invoker. Please set the invoker appropriate for your application needs. For
more information about the protocol invoker and how to set it, refer to Connecting to
a Server.

Inside your event-handling code, you will want to execute different logic for different kinds of events.
A typical way to do this is using a switch statement, based on the event identifier:

[C#]

switch (message.Id)
{
case EventAgentLogin.Messageld:
OnEventAgentLogin(message);
break;
case EventAgentLogout.Messageld:
OnEventAgentLogout (message);
break;

Receiving Messages Synchronously

Some kinds of applications, such as batch applications, benefit from receiving messages
synchronously. This means that received messages will queue up and be handled by the application
on demand.
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In order to receive messages this way, you simply do not subscribe to the Received .NET event as
described in the previous section.

Tip
For releases prior to Platform SDK 8.1.1, messages were received synchronously by

default. Please note that 8.1.1 behavior is backwards-compatible, and pre-8.1.1
applications will continue to work as expected without any modification.

To receive a message synchronously, use the Receive method. This method blocks processing,
waiting for the next message to be received before continuing. Take into account that the maximum
time to wait is set by a configurable timeout value. If the timeout expires and no event is received,
you will receive a null value.

[C#]
IMessage message = tserverProtocol.Receive();

If you want to set your own timeout, you can use the Receive method overload that takes a timeout
parameter. Otherwise, if you use Receive with no parameters, the protocol Timeout property will be
used.

Sending Requests Asynchronously

This is the easiest way to send a message to a server. Suppose you have created and filled a request
object, for example, a RequestAgentLogin message for Interaction Server:

[C#]

var loginRequest = RequestAgentLogin.Create();
loginRequest.TenantId = tenantld;
loginRequest.AgentId agentId;
loginRequest.Placeld placeld;

Then you can send it to the server:
[C#]

interactionServerProtocol.Send(loginRequest);

This will result in your application receiving a response from the Interaction Server: either an
EventAck or an EventError message. By using the Send method, you will ignore that response at the
place where you make the request. You will get the response, like any other unsolicited event, using
the techniques described in the Receiving Messages section.

Handling Responses

The understanding of how to send requests and receive events is all you need to communicate with
Genesys servers. However, the Platform SDK also provides the ability to easily associate a response
with the particular request that originated it.
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Receiving a Response Synchronously

The easiest way to handle responses is with the Request method. This is a blocking method, as your
application stops to wait for a response to come from the server. Using the same request example
above:

[C#]

IMessage response = interactionServerProtocol.Request(loginRequest);
if (response.Id == EventAck.Messageld)

var eventAck = (EventAck)response;
// continue here

}

else

{
// handle the error here

}

Notice that you will need to cast the message to a specific message type in order to access its
attributes. If a request fails on the server side, you will typically receive an EventError.

Take into account that the Request method blocks until a message is received or a timeout occurs. If
the timeout elapses and no response was received from the server, then a null value is received.
The timeout parameter can be specified in the request method. If you do not use the timeout
parameter then the protocol Timeout property is used.

The request method will only return one message from the server. In the case that the server returns
subsequent messages, apart from the first response, as a result of the requested operation, then you
must process those messages separately as unsolicited events. Please make sure that your code
handles all messages received from your servers.

When using the Request method, your application only receives the response to that request as a
return value. The response will not be received as an unsolicited event as well. (You can change this
behavior by using the CopyResponse protocol property, described below).

Receiving a Response Asynchronously

For many applications, blocking your thread while waiting for a response to your request is not
appropriate. For example GUI applications, where the GUI can appear "frozen" if the response takes
too much time to be received. It can also be true for batch applications that may want to send
multiple requests at the same time, while waiting for all responses concurrently. For these scenarios it
is possible to receive responses asynchronously.

By using BeginRequest, your thread will not block, and it will permit you to handle the response the
way that best suits your application. This method complies with .NET "Asynchronous Programming
Model". You can find more information about the "Asynchronous Programming Model" in the Web.

For example, your application can handle responses asynchronously by using a callback, which is a
piece of logic that executes asynchronously when the response is received. Define a callback method
like this:

[C#]

void OnLoginResponseReceived(IAsyncResult result) {
IMessage response = interactionServerProtocol.EndRequest(result);
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if (response.Id == EventAck.Messageld)

{
var eventAck = (EventAck)response;
// continue here

}

else

{
// handle the error here

}

Then you can submit your request using the callback method.
[C#]

interactionServerProtocol.BeginRequest(loginRequest, OnLoginResponseReceived, null);

As an alternative, you may want to do something concurrently, while waiting for the response. For
example, you could perform two agent login requests concurrently: one for logging the agent into the
T-Server, and another for logging the agent into Interaction Server.

[C#]

var resultLoginVoice = tserverProtocol.BeginRequest(loginVoiceRequest, null, null);
var resultLoginMultimedia = interactionServerProtocol.BeginRequest(loginMultimediaRequest,
null, null);

var loginVoiceResponse = tserverProtocol.EndRequest(resultLoginVoice);
var loginMultimediaResponse = interactionServerProtocol.EndRequest(resultLoginMultimedia);

// handle responses, both are available now

When using the BeginRequest method, your application receives the response to your request as the
return value of EndRequest. You will not receive the response as an unsolicited event. (You can
change this behavior by using the CopyResponse protocol property, described below).

CopyResponse

Previously it was stated that responses returned by request methods are not received as unsolicited
events by default. This behavior can be modified by using the protocol CopyResponse property. The
default value is false, but it can be set to true like this:

[C#]

tserverProtocol.CopyResponse = true;

This is particularly useful for protocols which define events that can be both received unsolicited and
as a response to a client request (such as EventAgentLogin defined by the T-Server protocol). By
setting the CopyResponse property to true, you can execute your agent state change logic only when
handling the message as an unsolicited event, and you do not need to include it when receiving the
message as a response.
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Setting up Logging in Platform SDK

Java

Using the Built-In Logging Implementation

The Platform SDK Commons library provides adapters for the following implementations:
e com.genesyslab.platform.commons.log.SimpleLoggerFactorylmpl - redirect Platform SDK logs to
System.out;

e com.genesyslab.platform.commons.log.JavaUtilLoggerFactorylmpl - redirect Platform SDK logs to Java
common java.util.logging logging system;

e com.genesyslab.platform.commons.log.Log4JLoggerFactorylmpl - redirect Platform SDK logs to
underlying Log4j 1.x;

¢ com.genesyslab.platform.commons.log.Log4]2LoggerFactorylmpl - redirect Platform SDK logs to
underlying Log4] 2;

e com.genesyslab.platform.commons.log.SIf4JLoggerFactorylmpl - redirect Platform SDK logs to
underlying SIf4j.

Note: Prior to release 8.5.102.02, the only log adapter available was for log4j v1.x and short names were
not available.

By default, these log implementations are switched off but you can enable logging by using one of
the methods described below.

1. In Your Application Code

The easiest way to set up Platform SDK logging in Java is in your code, by creating a factory instance
for the log adapter of your choice and set it as the global logger factory for Platform SDK at the
beginning of your program. An example using the log4j 1.x adapter is show here:
com.genesyslab.platform.commons.log.Log.setLoggerFactory(new Log4JLoggerFactoryImpl());

2. Using a Java System Variable

Using a Java system variable, by setting com.genesyslab.platform.commons.log.loggerFactory to
the fully qualified name of the ILoggerFactory implementation class. For example, to set up log4j as
the logging implementation you can start your application using the following command:

java -Dcom.genesyslab.platform.commons.log.loggerFactory=<log type> <MyMainClass>

Where <log_type> is either a full-defined class names with packages, or one of the following short
names:

e console - for SimpleLoggerFactorylmpl (to System.out);
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e jul - for JavaUtilLoggerFactorylmpl;
e log4j - for the Log4) 1.x adaptor;

* log4j2 - for the Log4) 2 adaptor;
 slf4j - for the SIf4j adaptor;

e auto - with this value, Platform SDK Commons logging tries to detect available the logging system from
the list of ['Log4j2', 'SIf4j', 'Log4j']; if no log system from the list is detected then the
JavaUtilLoggerFactoryImpl adapter will be used.

3. Configuration in the Class Path

You can also configure logging using a PlatformSDK. xml Java properties file that is specified in your
class path:

<?xml version="1.0" encoding="UTF-8"7>
<IDOCTYPE properties SYSTEM "http://java.sun.com/dtd/properties.dtd">
<properties>

<entry

key="com.genesyslab.platform.commons.log.loggerFactory">com.genesyslab.platform.commons.log.Log4JLoggerFactoryl
</properties>

For more information, refer to details about the PsdkCustomization class in the APl Reference Guide.

Providing a Custom Logging Implementation
If log4j does not fit your needs, it is also possible to provide your own implementation of logging.

In order to do that, you will need to complete the following steps:

1. Implement the ILogger interface, which contains the methods that the Platform SDK uses for logging
messages, by extending the AbstractLogger class.

2. Implement the ILoggerFactory interface, which should create instances of your ILogger
implementation.

3. Finally, set up your ILoggerFactory implementation as the global Platform SDK LoggerFactory, as
described above.

Setting Up Internal Logging for Platform SDK

To use internal logging in Platform SDK, you have to set a logger implementation in Log class before
making any other call to Platform SDK. There are two ways to accomplish this:

1. Set the com.genesyslab.platform.commons.log.loggerFactory system property to the fully qualified
name of the factory class

2. Use the Log.setLoggerFactory(...) method
One of the log factories available in Platform SDK itself is
com.genesyslab.platform.commons.log.Log4JLoggerFactoryImpl which uses log4j. You will have

to setup log4j according to your needs, but a simple log4j configuration file is shown below as an
example.

log4j.logger.com.genesyslab.platform=DEBUG, Al
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log4j .appender.Al=org.apache.log4j.FileAppender

log4j.appender.Al. file=psdk.log

log4j.appender.Al. layout=org.apache.log4j.PatternLayout
log4j.appender.Al.layout.ConversionPattern=%-4r [%t] %-5p %-25.25C %x - %m%n

The easiest way to set system property is to use -D switch when starting your application:

-Dcom.genesyslab.platform.commons.log.loggerFactory=com.genesyslab.platform.commons.log.Log4JLoggerFactoryImpl
Logging with AIL

In Interaction SDK (AIL) and Genesys Desktop applications, you can enable the Platform SDK logs by
setting the option log/psdk-debug = true.

At startup, AIL calls: Log.setlLoggerFactory(new Log4JLoggerFactoryImpl());
The default level of the logger com.genesyslab.platformis WARN (otherwise, applications would

literally be overloaded with logs). The option is dynamically taken into account; it turns the logger
level to DEBUG when set to true, and back to WARN when set to false.

Dedicated loggers
Platform SDK has several specialized loggers:

1. com.genesyslab.platform.ADDP
2. com.genesyslab.platformmessage.request

3. com.genesyslab.platformmessage.receive

Dedicated ADDP Logger

ADDP logs can be enabled using common Platform SDK log configuration.

log4j.logger.com.genesyslab.platform=INFO, Al
log4j.appender.Al=org.apache.log4j.FileAppender

log4j.appender.Al. file=psdk.log
log4j.appender.Al.layout=org.apache.log4j.PatternLayout
log4j.appender.Al.layout.ConversionPattern=%-4r [%t] %-5p %-25.25C %X - %m%n

In addition, the com.genesyslab.platform.ADDP logger is controlled by the addp-trace option. If
ADDP log is not required on INFO level, it can be disabled using the following option:

PropertyConfiguration config = new PropertyConfiguration();
config.setAddpTraceMode (AddpTraceMode.None);

or
config.setAddpTraceMode (AddpTraceMode.Remote);

The addp-trace option has no effect when DEBUG level is set. ADDP logs will be printed regardless of
the option value.
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In Platform SDK 8.5.0, the second ADDP logger (AddpIntreceptor) was removed to
avoid ADDP log duplication when RootLogger of the logging system is set to DEBUG
level.

Instead of using second ADDP logger to print logs to another file, it is possible to specify additional
appender.

A sample configuration is provided below:

log4j.logger.com.genesyslab.platform=WARN, Al

log4j .appender.Al=org.apache.log4j.ConsoleAppender

log4j.appender.Al. layout=0org.apache.log4j.PatternLayout
log4j.appender.Al.layout.ConversionPattern=%-d [%t] %-5p %-25.25C %X - %m%n
log4j.appender.Al.Threshold=WARN

//additional log file with addp traces.
log4j.logger.com.genesyslab.platform.ADDP=INFO, A2
log4j.appender.A2=o0rg.apache.log4j.FileAppender
log4j.appender.A2.file=addp.log

log4j.appender.A2.append=false
log4j.appender.A2.layout=0org.apache.log4j.PatternLayout
log4j.appender.A2.layout.ConversionPattern=%-d [%t] %-5p %-25.25C %X - %m%n

Dedicated Request and Receive Loggers
A sample Log4j configuration is shown here:

log4j.logger.com.genesyslab.platformmessage. request=DEBUG, Al
log4j.logger.com.genesyslab.platformmessage.receive=DEBUG, Al

In PSDK 8.5.0 version the PSDK.DATA logger was replaced with
com.genesyslab.platformmessage. request and
com.genesyslab.platformmessage. receive loggers.

These loggers allow printing complete message attribute values. By default, large attribute logs are
truncated to avoid application performance impact:

'"EventInfo' (2) attributes:
VOID DELTA VALUE [bstr] =
Ox00 Ox01 OxFF OxXxFF 0x00 0x05 Ox00 Ox00 Ox00 Ox00
0Ox00 Ox00 Ox00 OxO00 Ox00 Ox00 O0x00 OxO00 OXO0 Ox00
0x09 Ox00 Ox00 Ox00 Ox05 Ox00 O0x00 Ox00 OXx00 Ox00
[output truncated, 362 bytes left out of 512]

However, in some cases a full data dump may be required in logs. There are three possible ways to
do this, as shown below:
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To avoid log duplication when the logging system RootLogger is configured to DEBUG
level, these loggers are disabled by default and can be activated with a system
property. This system property affects both loggers.

1. Activate using system properties:

-Dcom.genesyslab.platform.trace-messages=true //for all protocols
-Dcom.genesyslab.platform.Reporting.StatServer.trace-messages=true //only for stat protocol

2. Activate from code:

//for all protocols
PsdkCustomization.setOption(PsdkOption.PsdkLoggerTraceMessages, "false");

//only for stat protocol
String protocolName = StatServerProtocolFactory.PROTOCOL DESCRIPTION.toString();
PsdkCustomization.setOption(PsdkOption.PsdkLoggerTraceMessages, protocolName, "true");

These static options should be set once at the beginning of the program, before opening Platform
SDK protocols.

3. Activate from PlatformSDK. xml:
<?xml version="1.0" encoding="UTF-8"7?>
<IDOCTYPE properties SYSTEM "http://java.sun.com/dtd/properties.dtd">
<properties>

<entry key="com.genesyslab.platform.trace-messages">true</entry>
</properties>

For details about the PsdkCustomization class, refer to the APl Reference Guide.

NET

Setting up Logging

For .NET development, the EnablelLogging method allows logging to be easily set up for any classes
that implement the ILogEnabled interface. This includes:

e All protocol classes: TServerProtocol, StatServerProtocol, etc.

e The WarmStandbyService class of the Warm Standby Application Block.

For example:

tserverProtocol.EnableLogging(new MyLoggerImpl());
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Providing a Custom Logging Implementation

You can provide your custom logging functionality by implementing the ILogger interface. Samples
of how to do this are provided in the following section.

Samples

You can download some samples of classes that implement the ILogger interface:
e AbstractLogger: This class can make it easier to implement a custom logger, by providing a default
implementation of ILogger methods.

e TraceSourcelLogger: A logger that uses the .NET TraceSource framework. It adapts the Platform SDK
logger hierarchy to the non-hierarchical TraceSource configuration.

¢ Log4dnetLogger: A logger that uses the log4net libraries.
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Additional Logging Features
Java

Application Configuration Manager Component

The Application Configuration Manager component is a new addition to the Application Template
Application Block.

This component monitors the application configuration from Configuration Server and provides
notification of any updates to options for your custom application, options of connected servers, or
options of their host objects. It also checks the availability of Log4j2 logging framework and
automatically enables Log4j2 configuration based on the application logging options in Configuration
Manager.

The quickest way to get an application configured for logging in accordance to the application "log"
section might look like the following example:

public class MyApplication {

protected static final LmsEventLogger LOG =
LmsLoggerFactory.getLogger(MyApplication.class);
GFApplicationConfigurationManager appManager =
GFApplicationConfigurationManager.newBuilder()
.withCSEndpoint(new Endpoint("CS-primary", csHostl, csPortl))
.withCSEndpoint(new Endpoint("CS-backup", csHost2, csPort2))
.withClientId(clientType, clientName)
.withUserId(csUsername, csPassword)
.build();
appManager.register(new GFAppCfgOptionsEventListener() {
public void handle(final GFAppCfgEvent event) {
Log.getLogger(getClass()).info(
"The application configuration options received: + event);
// Init or update own application options from 'event.getAppConfig()'
)

appManager.init();

// LmsEventLogger method usage:

LOG. log(CommonLmsEnum.GCTI APP_INIT COMPLETED);
// Common IlLogger method usage:

LOG.info("Some Log4j2 info message");

// Shutdown the configuration manager:
appManager.done();

In this example, the builder for the manager creates and initializes an internal instance of
ConfService and encapsulates the WarmStandby service to handle failures of the Configuration
Server connection.
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Created with these parameters, ConfService has:

e the default ConfService cache enabled;
e aWarmStandby service with default configuration for the two given Configuration Server endpoints;

e automatic Configuration Server subscription for notifications on the application and host object types;

If your application needs to have a custom ConfService instance with a specific configuration (for
example, a customized cache) then it is possible to create an Application Configuration Manager on
your pre-configured ConfService instance. In this case the manager does not take care of the
service connection state or caching - it is up to your application to create and manage the
WarmStandby service, Configuration Server subscriptions, and the ConfService cache.

An example of working with a custom ConfService instance is provided below:

GFApplicationConfigurationManager appManager =
GFApplicationConfigurationManager.newBuilder()
.withConfService(confService)
.build();
appManager.register(new GFAppCfgOptionsEventListener() {
public void handle(final GFAppCfgEvent event) {
Log.getlLogger(getClass()).info(
"The application configuration options received: " + event.getAppConfig());
s

appManager.init();

Common Logging Interfaces Usage

Platform SDK for Java has its own interface for logging (using
com.genesyslab.platform.commons.log) that includes the following classes/interfaces:

* Log,
e IlLoggerFactory,
* TlLogger

Platform SDK uses the ILogger interface to generate Platform SDK internal log messages, and
custom applications are also able to use this logging interface as shown in below:

public class SomeUserClass {
protected static final ILogger log = Log.getLogger(SomeUserClass.class);

public void doSomething() {
try {
log.debug("doing something");
/]
} catch (final Exception ex) {
log.debug("exception while doing something", ex);
}

}

In this sample, the commons logging messages will go to the particular ILogger interface
implementation.
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Up to release 8.5.0 of Platform SDK, there were two implementations of the interface available: a
silent "NullLogger" (default) and Log4j adapter.

Starting with release 8.5.1, the following additional implementations have been added:

e "simple" console printing implementation;
e java.util.logging adapter;

e SlIf4j interface adapter;

* Log4j 2.x adapter.

Also it is possible to create a custom implementation of ILogger and ILoggerFactory, enable their
usage, and get into some other logging system.

LMS Event Loggers and LMS files support

LmsEventLogger is an extension of the common Platform SDK ILogger interface that is used for
logging Genesys LMS events to Message Server or for writing log files in the Genesys-specific format.

An example of simple LmsEventLogger usage is provided below:

class SampleClass {
protected final static LmsEventLogger LOG = LmsLoggerFactory.getlLogger(SampleClass.class);
public void method() {
// Use logger to generate event:
LOG. log(LogCategory.Application, CommonLmsEnum.GCTI LOAD RESOURCE, "users.db", "no
such file");
// => "Unable to load resource 'users.db', error code 'no such file'"
// or, for event GCTI CFG APP[6053, STANDARD, "Configuration for application
obtained"]:
LOG.log(CommonLmsEnum.GCTI CFG APP);
// or
L0G.1log(6053); // => "Configuration for application obtained"

// or "plain" logging methods:

try {
LOG.debug("Starting cache load...");
// ... do something ...

} catch (final Exception exception) {
LOG.error("Failed to load cache", exception);

The Application Configuration Manager component included with Application Template Application
Block is able to automatically configure and keep an updated LmsMessageConveyor with LMS files
configuration.

However, if your custom application does not use the Application Configuration Manager component
then it can configure LMS file usage in the following way:

public class SomeUserClass {
protected static final LmsEventLogger LOG =
LmsLoggerFactory.getLogger(SomeUserClass.class);
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public void configurelLogging() {
// Create new instance of LMS conveyor:
LmsMessageConveyor lmsConveyor = new LmsMessageConveyor();

// Configure it:
IlmsConveyor.loadConfiguration(appConfig);
// or:
lmsConveyor.loadConfiguration("MyApp.lms");

// Reinitialize the LmsLoggerFactory singleton with the new conveyor:
LmsLoggerFactory.createInstance(lmsConveyor);
// or

LmsLoggerFactory.setlLoggerFactoryImpl(Log.LOG FACTORY L0G4J2, lmsConveyor);

The LMS loggers also have several implementations in order to support different target logging

frameworks including java.util.logging, log4j v1, sIf4j, and log4j v2. You can enable specific target
framework usage synchronously with the Platform SDK common logging.

The AppTemplate application block contains the LMS event loggers, a "common.Ims" file, its
correspondent CommonLmsEnum class, and an LmsEnum generator tool for generation of specific
enumerations from the LMS files for your custom applications.

Using Custom LMS Files and Correspondent LmsEnums

1. Create a custom LMS file with the default localization context, for example, "MyApp.Ims":

XXXXXXXX|LMS|1.0|MyApp.lms|8.5.100|*

21001 |STANDARD |[MY APP START EVENT|Application '%s' started the work
21002 |ALARM|MY APP DATABASE LOST|App '%s' failed to connect to database '%s'

2. Generate the corresponding enumeration class using the Platform SDK generator:

%> java -cp apptemplate.jar

com.genesyslab.platform.apptemplate.lmslogger.LmsEnumGenerator MyApp.lms MyAppLmsEnum
custom.package.name

As a result there will be a custom.package.name.MyAppLmsEnum enumeration containing declarations from MyApp. lms.
3. (Optional) Create a customized version of the MyApp. lms file with localized messages.

4. (Optional) Load the enumeration(s) with message conveyor and initialize LmsLoggerFactory with it. The
Application Template applcation block exposes annotations processor, which collects information about
available LmsEnums in the application build time, so the default LmsMessageConveyor() constructor is
able to register generated LmsEnums automatically. If it does not do this for some reason, and there is

no acceptable way to let the annotation processor work for your use case, then it is possible to initialize
LmsMessageConveyor explicitly:

LmsMessageConveyor lmsConveyor = new LmsMessageConveyor(CommonLmsEnum.class,
MyAppLmsEnum.class);

lmsConveyor.loadConfiguration("MyApp.lms"); // optional - if there is a localized LMS
file

// Reinitialize the LmsLoggerFactory singleton with the new conveyor:
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LmsLoggerFactory.createInstance(lmsConveyor);

// or
LmsLoggerFactory.setLoggerFactoryImpl(Log.LOG FACTORY L0G4J2, lmsConveyor);

5. Call the loggers
lmsLog.log(MyAppLmsEnum.MY APP_START EVENT, "my application");
lmsLog.log(LogCategory.Alarm, MyAppLmsEnum.MY APP DATABASE LOST, "my application",
"dbname") ;

Enabling Logging Framework Usage

The Platform SDK common loggers and LMS events loggers may be configured to direct logs to
particular logging framework by using a system property at application startup, or at runtime
with an explicit API call.

The system property name is com.genesyslab.platform.commons.log.loggerFactory. It may
contain the FQCN of your particular implementation of the Platform SDK common loggers
factory, or the alias name of a built-in implementation (such as "log4j2", "slf4j", etc). If you
specify one of the alias names, this value is also used by the LmsLoggerFactory initialization
logic, so that LMS events from LmsEventLogger will also be directed to the same logging

framework.
In this case, the jvm option might look like:
-Dcom.genesyslab.platform.commons.log.loggerFactory=10g4j2

This property is handled with the Platform SDK customization options, so you can also enable it
by adding a PlatformSDK.xml file with the following contents to your application classpath:

<?xml version="1.0" encoding="UTF-8"7?>
<!DOCTYPE properties SYSTEM "http://java.sun.com/dtd/properties.dtd">

<properties>
<entry key="com.genesyslab.platform.commons.log.loggerFactory">log4j2</entry>

</properties>

Changing this property after initialization of the LoggerFactory has no effect. So if you need to
enable logging or change the target framework at runtime, this should be done with an explicit
API call. In this case the Platform SDK commons loggers and LMS events loggers need to be

reconfigured separately:

// PSDK Commons loggers (re-)configuration:
Log.setLoggerFactory(Log.LOG FACTORY L0G4J2);

// AppTemplate LMS Events loggers:
LmsLoggerFactory.setlLoggerFactoryImpl(Log.LOG FACTORY L0G4J2, lmsMessageConveyor);

Be aware that re-initializing the LMS Loggers factory requires a reference to the
actual LmsMessageConveyor. It is also possible to use "null", in which case the
factory initialization method will try to reuse reference from the "current"
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LmsLoggerFactory or will create a default conveyor instance with support of the
CommonLmsEnum events.

These calls are enough to reconfigure loggers which were created earlier; there is no need to
recreate them.

Configuring Logging

Platform SDK does not write logs itself (that is, it's not about the legacy Logger Component).
Instead Platform SDK is just able to send logs to the specified logging framework where they will
be handled. Configuration of logging parameters such as log file names, log levels, and more
may be done within that framework.

The Application Template application block contains parsing logic for Genesys Configuration
Manager Application logging options properties, and Log4j2 configuration structures to allow
automatic framework configuration. This helps applications to automatically start logging to the
recommended Log4j2 framework (as discussed below).

It is also possible to create user defined configurators for some other framework. In this case your
application may use the Application Configuration Manager to retrieve application configuration
details from Configuration Server in the form of POJO structures, and apply those details to its
custom logging framework.

Configuring Logging with Log4)2

Log4j2 is the recommended logging framework. AppTemplate provides several options for the
logging framework configuration.

Using the Application Configuration Manager allows automatic Log4j2 configuration and
reconfiguration in accordance to the Genesys Configuration Manager application logging options.

Beside the common Genesys logging options, AppTemplate also supports a custom
"log4j2-config-profile" option, which allows you to create combined logging configuration as a
merge of user defined loggers/appenders with ones created by the Configuration Manager
application options. This is useful in cases where your application consists of several sub-
systems, and is required to split logs from those sub-systems to different log files.

For example, in a Web Application it may be reasonable to separately write logs from Tomcat,
Cassandra, Platform SDK, and the application itself. In this scenario, one straightforward way of
logging configuration may be following:

1. Create a "startup" log4j2.xml configuration, which will be used before the application has retrieved
information from configuration server. This configuration might contain declarations of the
application-specific loggers and appenders. Appenders may be either "startup" or "permanent".
The first ones have names starting with "PSDKAppTpl-".

2. When your application starts with enabled Log4j2 usage, it picks up and uses the startup
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configuration "as is". So, we have the application startup logs.

3. When your application has received the Genesys Configuration Manager Application options, it
creates and applies PsdkLog4j2Configuration where log4j2-config-profile = log4j2.xml. It
takes the log4j2 configuration as a base and replaces its startup appender(s) with new ones from
the Configuration Manager Application logging options. This allows you to configure the application
logging parameters in accordance to Genesys Configuration Manager Application logging options,
and gives you the ability to handle external (for example, Tomcat or Cassandra) logs separately if
desired.

NET

The additional features described in this article are not applicable for Platform SDK for .NET.
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Advanced Platform SDK Topics

Advanced Platform SDK Topics

The following articles provide details about advanced Platform SDK features you may want to take
advantage of:
¢ Using Kerberos Authentication in Platform SDK
* Secure Connections Using TLS
* Quick Start
* Using the Platform SDK Commons Library
* Using the Application Template Application Block
e Configuring TLS Parameters in Configuration Manager
* Using and Configuring Security Providers
* OpenSSL Configuration File
* Use Cases

* Using and Configuring TLS Protocol Versions

e Lazy Parsing of Message Attributes

* Log Filtering

¢ Hide or Tag Sensitive Data in Logs

¢ Profiling and Performance Services

* IPv6 Resolution

¢ Managing Protocol Configuration

e Friendly Reaction to Unsupported Messages
* Creating Custom Protocols

¢ JSON Support in Java

e Working with Custom Servers

* Bidirectional Messaging

¢ Hide Message Attributes in Logs

* Resources Releasing in an Application Container

* Transport Layer Substitution

Platform SDK Developer's Guide 99


https://docs.genesys.com/Documentation/IW/8.5.x/Developer/SSOSupport
https://docs.genesys.com/Documentation/IW/8.5.x/Developer/PlatformSDKImplementationofTLS
https://docs.genesys.com/Documentation/IW/8.5.x/Developer/TLSQuickStart
https://docs.genesys.com/Documentation/IW/8.5.x/Developer/TLSUsingPSDKCommonsLibrary
https://docs.genesys.com/Documentation/IW/8.5.x/Developer/TLSUsingApplicationTemplateAB
https://docs.genesys.com/Documentation/IW/8.5.x/Developer/TLSTLSParametersinConfigManager
https://docs.genesys.com/Documentation/IW/8.5.x/Developer/TLSSecurityProviders
https://docs.genesys.com/Documentation/IW/8.5.x/Developer/TLSOpenSSLConfigurationFile
https://docs.genesys.com/Documentation/IW/8.5.x/Developer/TLSUseCases
https://docs.genesys.com/Documentation/IW/8.5.x/Developer/TLSProtocolsVersion
https://docs.genesys.com/Documentation/IW/8.5.x/Developer/LazyParsingofMessageAttributes
https://docs.genesys.com/Documentation/IW/8.5.x/Developer/LogFiltering
https://docs.genesys.com/Documentation/IW/8.5.x/Developer/LogSensitiveData
https://docs.genesys.com/Documentation/IW/8.5.x/Developer/ProfilingServices
https://docs.genesys.com/Documentation/IW/8.5.x/Developer/IPv6
https://docs.genesys.com/Documentation/IW/8.5.x/Developer/ManagedProtocolConfig
https://docs.genesys.com/Documentation/IW/8.5.x/Developer/UnsupportedMsg
https://docs.genesys.com/Documentation/IW/8.5.x/Developer/ExtServiceProtocol
https://docs.genesys.com/Documentation/IW/8.5.x/Developer/JSONSupport
https://docs.genesys.com/Documentation/IW/8.5.x/Developer/ServerChannel
https://docs.genesys.com/Documentation/IW/8.5.x/Developer/BidirectionalMessaging
https://docs.genesys.com/Documentation/IW/8.5.x/Developer/HideMessageAttributes
https://docs.genesys.com/Documentation/IW/8.5.x/Developer/ResourceRelease
https://docs.genesys.com/Documentation/IW/8.5.x/Developer/TransportLayerSubst

Advanced Platform SDK Topics Using Kerberos Authentication in Platform SDK

Using Kerberos Authentication in Platform
SDK

Java

Introduction

Platform SDK supports using Kerberos authentication with Configuration Server. Platform SDK can
independently obtain a Kerberos ticket or use Kerberos ticket provided by user. Each case requires an
individual approach.

Using Service Principal Name

Service Principal Name (SPN) is a unique identifier of service which in couples with user’s credentials
can uniquely identify access to requested service. To use the ServicePrincipalName user have to
assign it using setSPN method of a channel Endpoint.

Microsoft-specific Note: SPN has to be registered in Active Directory using utility setspn.exe. See
Microsoft technet documentation. User has to have the required access rights to execute this utility's
commands.

Code example: Connect CS using SPN

ConfServerProtocol protocol = new ConfServerProtocol(new Endpoint(host, port).setSPN(spn));
protocol.setClientName(clientName);

protocol.setClientApplicationType(clientType);

protocol.open();

Usage of Independently Acquired Ticket

If user has a ticket as byte array data, Platform SDK can use it too. In this case user has to assign
ticket acquirer to the protocol instance.

Code example: Connect to CS using raw data GSS Kerberos ticket

ConfServerProtocol protocol = new ConfServerProtocol(new Endpoint(host, port));
protocol.setClientName(clientName);
protocol.setClientApplicationType(clientType);

RawDataTicketAcquirer ticketAcquirer = new RawDataTicketAcquirer(ticketBytes);
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protocol.setTicketAcquirer(ticketAcquirer);

protocol.Open();

The previous example applies only for tickets compatible with GSS API (RFC 2743). Configuration
Server also supports pure Kerberos tickets without a GSS envelope, as obtained by using the MIT
Kerberos library for instance.

In this case please use the second constructor of RawDataTicketAcquirer:
RawDataTicketAcquirer(byte[] arguments, bool isGSSTicket)

If isGSSTicket is false, then a registration message is created with another attribute specially
designed for this goal.

Code example: Connect to Configuration Server Using Raw Data Pure Kerberos Ticket

boolean i1sGSSTicket = false;

ConfServerProtocol protocol = new ConfServerProtocol(new Endpoint(host, port));
protocol.setClientName(clientName);

protocol.setClientApplicationType(clientType);

RawDataTicketAcquirer ticketAcquirer = new RawDataTicketAcquirer(ticketBytes, isGSSTicket);
protocol.setTicketAcquirer(ticketAcquirer);

protocol.Open();

Notes for Windows

Kerberos authorization as current logined user must be enabled manually in few steps:
1. set registry key "AllowTGTSessionKey"=dword:00000001 in HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Lsa\Kerberos\Parameters
2. update JCE policy from oracle site

* jrel.6/lib/security <- http://www.oracle.com/technetwork/java/javase/downloads/
jce-6-download-429243.html

e jrel.7/lib/security <- http://www.oracle.com/technetwork/java/javase/downloads/
jce-7-download-432124.html

» jrel.8/lib/security <- http://www.oracle.com/technetwork/java/javase/downloads/
jce8-download-2133166.html

3. Time on kdc,server and client machines must be seconds synchronized

4. krb5.conf can be placed in any folder but you must specify its location using system property
"java.security.krb5.conf"

NET
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Introduction

Platform SDK supports using Kerberos authentication with Configuration Server. Platform SDK can
independently obtain a Kerberos ticket or use Kerberos ticket provided by user. Each case requires an
individual approach.

Using Service Principal Name

Service Principal Name (SPN) is a unique identifier of service which in couples with user's credentials
can uniquely identify access to requested service. To use the SPN user have to assign field
ServicePrincipalName of AbstractChannel.Endpoint.

Microsoft-specific Note: SPN has to be registered in Active Directory using utility setspn.exe. See
Microsoft technet documentation. User has to have the required access rights to execute this utility's
commands.

Code example: Connect CS using SPN
var protocol = new ConfServerProtocol(new Endpoint(host, port) { ServicePrincipalName = spn })
ClientApplicationType = clientApp,

ClientName = clientName
}i

protocol.Open();

Usage of Independently Acquired Ticket

If user has a ticket as byte array data Platform SDK can use it too. In this case user has to assign
ticket acquirer to the protocol instance.

Code example: Connect to CS using raw data GSS Kerberos ticket

var protocol = new ConfServerProtocol(new Endpoint(host, port))

{
ClientApplicationType = clientApp,
ClientName = clientName,
KerberosTicketAcquirer = new RawDataTicketAcquirer(rawTicketData)

};

protocol.Open();

The previous example applies only for tickets compatible with GSS API (RFC 2743). Configuration
Server also supports pure Kerberos tickets without a GSS envelope, as obtained by using the MIT
Kerberos library for instance.

In this case please use the second constructor of RawDataTicketAcquirer:

RawDataTicketAcquirer(byte[] arguments, bool isGSSTicket)

Platform SDK Developer's Guide 102



Advanced Platform SDK Topics Using Kerberos Authentication in Platform SDK

If isGSSTicket is false, then a registration message is created with another attribute specially
designed for this goal.

Code example: Connect to Configuration Server Using Raw Data Pure Kerberos Ticket

var isGSSTicket = false;
var protocol = new ConfServerProtocol(new Endpoint(host, port))

ClientApplicationType = clientApp,
ClientName = clientName,
KerberosTicketAcquirer = new RawDataTicketAcquirer(rawTicketData, i1sGSSTicket)

}

protocol.Open();
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Secure connections using TLS

Java

This page provides an introduction to creating and configuring Transport Layer Security (TLS) for your
Platform SDK connections, as introduced in release 8.1.1.

Introduction to TLS

This page provides an overview of the TLS implementation provided in the 8.1.1 release of Platform
SDK. It introduces Platform SDK users to TLS concepts and then provides links to expanded articles
and examples that describe implementation details.

Before working with TLS to create secure connections, you should have a basic awareness of how
public key cryptography works.

Certificates

Transport Layer Security (TLS) technology uses public key cryptography, where the key required to
encrypt and decrypt information is divided into two parts: a public key and a private key. These parts
are reciprocal in the sense that data encrypted using a private key can be decrypted with the public
key and vice versa, but cannot be decrypted using the same key that was used for encryption.

There is an X.509 standard for public key (certificate) format, and public-key cryptography standards
(PKCS) that define format for private key (PKCS#8) and related data structures.

Certificate Authority (CA)

In the context of TLS, a CA is an entity that is trusted by both sides of network connection. Each CA
has a public X.509 certificate and owns a related private key that kept secret. A CA can generate and
sign certificates for other parties using its private key, and then that CA certificate can be used by
the parties to validate their certificates. A CA can also issue public Certificate Revocation Lists (CRLs),
which are also used by parties for certificate validation.

The relation between certificates and CRL can be depicted like this:
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Signed By

Signed By

Signed By Signed By
CRL L ist

Certificate Usage

To create a secure connection, each party must have a copy of:

¢ a public CA certificate
e a CRL issued by the CA

« their own public certificate (with a corresponding private key)
When a network connection is established, the client initiates a TLS handshake process during which
the parties exchange their public certificates, prove that they own corresponding private keys, create
a shared session encryption key, and negotiate which cipher suite will be used.

Placement and exchange of certificate data is shown on the following diagram:

Client Server
| Sent for Validation—] —Courty Provider Cerificate
Walidation Logic
CRL Cliert PHwate Server Private
Key (Secret) ey (Secret)

security Provider CEmificate | o ert for validation— CRL
“didation Logic

TLS only requires that servers send their certificates, but the client certificates can also be
exchanged depending on server settings. Cases where the client certificates are demanded by the
server are called “Mutual TLS"”, as both sides send their certificates.

If all certificates pass validation and the ciphers are negotiated successfully, then a TLS connection is
established and higher-level protocols may proceed.
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Implementing and Configuring TLS

Genesys strongly recommends reading all TLS in Platform SDK articles in order to get understanding
of how TLS works in general and how it is supported in Platform SDK. A Quick Start page is provided
for reference, but the specific implementation details and expanded information provided in other
pages will help you to better understand how to provide TLS support in your applications. Once you
have an understanding of how TLS is implemented, you can use the Use Case guide to quickly find
code snippets or relevant links for common tasks.

There are two main ways to implement TLS in your Platform SDK code:

1. Use the Platform SDK Commons Library to specify TLS settings directly when creating endpoints

2. Use the Application Template Application Block to read connection parameters inside configuration
objects retrieved from Configuration Server, then use those parameters to configure TLS settings.

Note: If using the Application Template Application Block, you will need to configure TLS Parameters
in Configuration Manager before the application is tested.

Recommendations are also provided for the configuration and use of security providers. The security
providers discussed on that page have been tested within the described configurations, and worked
reliably.

Migrating TLS Support From Platform SDK Release 8.1.0

This section outlines migration information that may be needed for applications that were developed
using the TLS implementation provided with the 8.1.0 release of Platform SDK.

Platform SDK 8.1.0 had the following connection configuration parameters for TLS:

* Connection.TLS_KEY
e Connection.SSL_KEYSTORE_PATH_KEY
e Connection.SSL_KEYSTORE _PASS

The TLS_KEY parameter is the equivalent of enableTls flag in the current release, while the other
parameters specified the location and password for the Java keystore file containing certificates that
were used by the application to authenticate itself. TLS configuration code looked like this:

ConnectionConfiguration connConf = new KeyValueConfiguration(new KeyValueCollection());
connConf.setOption(Connection.TLS KEY, "1");
connConf.setOption(Connection.SSL KEYSTORE PATH KEY, "c:/certificates/client-certs.keystore");
connConf.setOption(Connection.SSL KEYSTORE PASS, "pa$$wOrd");

In Platform SDK 8.1.1, this code can be translated to the following:

boolean tlsEnabled = true;

// By default, PSDK 8.1.0 trusted any certificate

TrustManager trustManager = TrustManagerHelper.createTrustEveryoneTrustManager();
// Keystore entries may be protected with individual password,

// but usually, these passwords are the same as keystore password

KeyManager keyManager = KeyManagerHelper.createJKSKeyManager (
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"c:/certificates/client-certs.keystore", "pa$$wOrd".toCharArray(),
"pa$$wOrd".toCharArray());

SSLContext sslContext = SSLContextHelper.createSSLContext(keyManager, trustManager);

In most cases, certificates from other parties will need to be validated. Assuming there is a separate
keystore file with a CA certificate, this can be achieved with the following code:

TrustManager trustManager = TrustManagerHelper.createJKSTrustManager(
"c:/certificates/CA-cert.keystore", "pa$$wOrd".toCharArray(), null, null);

Please note that different keystore files are used for the KeyManager and TrustManager objects. For
more information, see Using the Platform SDK Commons Library.

Known lssues

For more details about the known issues listed here, refer to Using and Configuring Security
Providers.

e Java 5: MSCAPI provider is not supported.
* Java 6:

MSCAPI provider is only supported in 32-bit version since update 27: http://bugs.sun.com/
bugdatabase/view_bug.do?bug_id=6931562.

MSCAPI provider is only supported in 64-bit version since update 38: http://bugs.sun.com/
bugdatabase/view _bug.do?bug_id=2215540.

CRLs located in Windows Certificate Services (WCS) are ignored, please use CRLs as files.

* Java 7:

* CRL files without extension section cannot be loaded: http://bugs.sun.com/bugdatabase/
view_bug.do?bug_id=7166885.

Note: Although the bug is marked as "Will not fix", it seems to be fixed since Java 7 update 7.
* CRLs located in WCS are ignored, please use CRLs as files.
e MSCAPI: MSCAPI does not have a documented way to programmatically set passwords to the private

key stored in WCS. Regardless of the password returned by CallbackHandler, if the private key is

protected with a confirmation prompt or password prompt then the user will be shown an OS-specific
popup dialog.

NET

This page provides an introduction to creating and configuring Transport Layer Security (TLS) for your
Platform SDK connections, as introduced in release 8.1.1.
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Introduction to TLS

This page provides an overview of the TLS implementation provided in the 8.1.1 release of Platform
SDK. It introduces Platform SDK users to TLS concepts and then provides links to expanded articles
and examples that describe implementation details.

Before working with TLS to create secure connections, you should have a basic awareness of how
public key cryptography works.

Certificates

Transport Layer Security (TLS) technology uses public key cryptography, where the key required to
encrypt and decrypt information is divided into two parts: a public key and a private key. These parts
are reciprocal in the sense that data encrypted using a private key can be decrypted with the public
key and vice versa, but cannot be decrypted using the same key that was used for encryption.

There is an X.509 standard for public key (certificate) format, and public-key cryptography standards
(PKCS) that define format for private key (PKCS#8) and related data structures.

Certificate Authority (CA)

In the context of TLS, a CA is an entity that is trusted by both sides of network connection. Each CA
has a public X.509 certificate and owns a related private key that kept secret. A CA can generate and
sign certificates for other parties using its private key, and then that CA certificate can be used by
the parties to validate their certificates. A CA can also issue public Certificate Revocation Lists (CRLs),
which are also used by parties for certificate validation.

The relation between certificates and CRL can be depicted like this:

Signed By

Signed By
Signed By Signed By

CRL { izt

Certificate Usage
To create a secure connection, each party must have a copy of:
* a public CA certificate

¢ a CRL issued by the CA

¢ their own public certificate (with a corresponding private key)
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When a network connection is established, the client initiates a TLS handshake process during which
the parties exchange their public certificates, prove that they own corresponding private keys, create
a shared session encryption key, and negotiate which cipher suite will be used.

Placement and exchange of certificate data is shown on the following diagram:

Client SEver
| Sent for Valication—] Soourity Provider Cedincate
Yalidation Logic
CRL Cliert Private Server Private
Key (Secret) Key (Zecret)

seeurity Provider Ceificate |, cort for yalication— CRL
“elidation Logic

TLS only requires that servers send their certificates, but the client certificates can also be
exchanged depending on server settings. Cases where the client certificates are demanded by the
server are called “Mutual TLS”, as both sides send their certificates.

If all certificates pass validation and the ciphers are negotiated successfully, then a TLS connection is
established and higher-level protocols may proceed.

Migrating TLS Support From Platform SDK Release 8.1.0

This section outlines migration information that may be needed for applications that were developed
using the TLS implementation provided with the 8.1.0 release of Platform SDK.

There were no significant changes to interfaces for the .NET version of Platform SDK 8.1.1, so the
same code would work for 8.1.0 and later releases:

KeyValueConfiguration config = new KeyValueConfiguration(new KeyValueCollection());
config.TlsEnabled = true;

config.TlsCertificate = "29 3f 0d d9 65 al a9 92 dd 1c 8c 2a e7 20 74 06 c5 ba 0f 10";
Endpoint ep = new Endpoint(AppName, Host, Port, config);
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Quick Start

Platform SDK for Java

Understanding Port Modes

TLS is configured differently depending on target port mode:

e default - Default mode ports do not use or understand TLS protocol.

e upgrade - Upgrade mode ports allow unsecured connections to be made, switching to TLS mode only
after TLS settings are retrieved from Configuration Server.

e secure - Secure mode ports require TLS to be started immediately, before sending any requests to
server.

Connecting to Default Mode Ports
Default mode is supported for all protocols; no specific configuration is needed for it to work.

Example:

Endpoint cfgServerEndpoint = new Endpoint(appName, cfgHost, cfgPort);
ConfServerProtocol protocol = new ConfServerProtocol(cfgServerEndpoint);
protocol.setClientName (appName) ;
protocol.setClientApplicationType(appType);
protocol.setUserName(username);

protocol.setUserPassword(password);

protocol.open();

It is also OK to specify explicit null parameters for the connection configuration and TLS parameters:

// Explicit null ConnectionConfiguration
Endpoint cfgServerEndpoint = new Endpoint(appName, cfgHost, cfgPort, null);

// Explicit null ConnectionConfiguration and TLS parameters
Endpoint cfgServerEndpoint = new Endpoint(appName, cfgHost, cfgPort, null, false, null, null);

Connecting to Upgrade Mode Ports

TLS upgrade mode is supported only for Configuration Protocol, since the TLS settings for connecting
clients must be retrieved from Configuration Server. No specific options are required; the TLS upgrade
logic works by default.

If a user has provided custom settings, then those settings are used if the TLS parameters received
from Configuration Server are empty. The only requirement that the tIsEnabled parameter in the
Endpoint constructor is not to true, otherwise the client side starts TLS immediately and the
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connection would fail because an upgrade mode port expects the connection to be unsecured
initially.

// Setting tlsEnabled to true would cause failure when connecting to upgrade port:
Endpoint cfgServerEndpoint = new Endpoint(appName, cfgHost, cfgPort,
connConf, true, sslContext, sslOptions);

Connecting to Secure Mode Port

Secure mode is supported for all protocols. TLS configuration objects/properties must be specified
before the connection is opened, and the tIsEnabled parameter must be set to true. Secure port
mode expects the client to start TLS negotiation immediately after connecting, otherwise the
connection fails.

Example:

boolean tlsEnabled = true;
// Here, the minimal TLS configuration is used, see the following section for details
TrustManager trustManager = TrustManagerHelper.createTrustEveryoneTrustManager();
KeyManager keyManager = KeyManagerHelper.createEmptyKeyManager();
SSLContext sslContext = SSLContextHelper.createSSLContext(keyManager, trustManager);
ConnectionConfiguration connConf = new KeyValueConfiguration(new KeyValueCollection());
Endpoint cfgServerEndpoint = new Endpoint(appName, cfgHost, cfgPort,

connConf, tlsEnabled, sslContext, sslOptions);
ConfServerProtocol protocol = new ConfServerProtocol(cfgServerEndpoint);
protocol.setClientName(appName) ;
protocol.setClientApplicationType(appType);
protocol.setUserName(username);
protocol.setUserPassword(password);
protocol.open();

TLS Minimal Configuration

Frequently, there is a need to quickly set up code for working TLS connections, dealing with detailed
TLS configuration later. The minimal configuration settings described below do exactly that.

The following code creates an SSLContext object that can be used to configure a connection to a
secure port or to configure a secure server socket. This code uses EmptyKeyManager which indicates
that the party opening connection/socket would not have any certificate to authenticate itself, and
TrustEveryoneTrustManager which trusts any certificate presented by the other party - even expired
or revoked certificates.

boolean tlsEnabled = true;

TrustManager trustManager = TrustManagerHelper.createTrustEveryoneTrustManager();
KeyManager keyManager = KeyManagerHelper.createEmptyKeyManager();

SSLContext sslContext = SSLContextHelper.createSSLContext(keyManager, trustManager);

Note: Connections using this configuration would have a working encryption layer, but they are not
secure because they can neither authenticate themselves nor validate credentials provided by the
other party.

Note: If a server uses mutual TLS mode, then it requires the client to present a certificate. Minimal
configuration does not have certificates, so in this case the TLS negotiation would fail.

Platform SDK Developer's Guide 111



Advanced Platform SDK Topics Secure connections using TLS

Platform SDK for NET

Understanding Port Modes

TLS is configured differently depending on target port mode:

e default - Default mode ports do not use or understand TLS protocol.

e upgrade - Upgrade mode ports allow unsecured connections to be made, switching to TLS mode only
after TLS settings are retrieved from Configuration Server.

e secure - Secure mode ports require TLS to be started immediately, before sending any requests to
server.

Connecting to Default Mode Ports
Default mode is supported for all protocols; no specific configuration is needed for it to work.
Example:

Endpoint cfgServerEndpoint = new Endpoint(appName, cfgHost, cfgPort);
ConfServerProtocol protocol = new ConfServerProtocol(cfgServerEndpoint);
protocol.ClientName = appName;

protocol.ClientApplicationType = appType;

protocol.UserName = username;

protocol.UserPassword = password;

protocol.Open();

It is also OK to specify explicit null parameters for the connection configuration:

// Explicit null IConnectionConfiguration
Endpoint cfgServerEndpoint = new Endpoint(appName, cfgHost, cfgPort, null);

Connecting to Upgrade Mode Ports

TLS upgrade mode is supported only for Configuration Protocol, since the TLS settings for connecting
clients must be retrieved from Configuration Server. No specific options are required; the TLS upgrade
logic works by default.

If a user has provided custom settings, then those settings are used if the TLS parameters received
from Configuration Server are empty. The only requirement that the TIsEnabled parameter in the
connection configuration is not to true, otherwise the client side starts TLS immediately and the
connection would fail because an upgrade mode port expects the connection to be unsecured
initially.

// Setting TlsEnabled to true would cause failure when connecting to upgrade port:
KeyValueConfiguration connConf = new KeyValueConfiguration(new KeyValueCollection());
connConf.TlsEnabled = true;

Endpoint cfgServerEndpoint = new Endpoint(appName, cfgHost, cfgPort, connConf);
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Connecting to Secure Mode Port

Secure mode is supported for all protocols. TLS configuration objects/properties must be specified
before the connection is opened, and the TIsEnabled parameter must be set to true. Secure port
mode expects the client to start TLS negotiation immediately after connecting, otherwise the
connection fails.

Example:

boolean tlsEnabled = true;

// Here, the minimal TLS configuration is used, see the following section for details
KeyValueConfiguration connConf = new KeyValueConfiguration(new KeyValueCollection());
connConf.TlsEnabled = true;

Endpoint cfgServerEndpoint = new Endpoint(appName, cfgHost, cfgPort, connConf);
ConfServerProtocol protocol = new ConfServerProtocol(cfgServerEndpoint);
protocol.ClientName = appName;

protocol.ClientApplicationType = appType;

protocol.UserName = username;

protocol.UserPassword = password;

protocol.Open();

TLS Minimal Configuration

Frequently, there is a need to quickly set up code for working TLS connections, dealing with detailed
TLS configuration later. The minimal configuration settings described below do exactly that.

Platform SDK for .Net requires less configuration, because it always uses the MSCAPI security
provider and Windows Certificate Services (WCS) by default. The following code would trust all
certificates located in the WCS Trusted Root Certificates folder for the current user account.

KeyValueConfiguration config = new KeyValueConfiguration(new KeyValueCollection());
config.TlsEnabled = true;
Endpoint ep = new Endpoint(appName, cfgHost, cfgPort, config);

Note: If a server uses mutual TLS mode, then it requires clients to present a certificate. Minimal
configuration does not have certificates, so in this case the TLS negotiation would fail.
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TLS and the Platform SDK Commons
Library

Platform SDK for Java

The contents of this page only apply to Java implementations.

Using the Platform SDK Commons Library to Configure TLS

Starting with Platform SDK 8.1.1, the only way to configure connections is by using Endpoint objects,
which contain all parameters related to the endpoint connection—including TLS parameters that
indicate whether TLS is enabled and provide details about the SSL context and extended options.

Tip

In earlier releases, Platform SDK provided three ways to configure connections:
e using ConnectionConfiguration objects passed to Protocol constructors
e setting parameters in the protocol context

¢ adding a textual parameter representation to the URL query

The following diagrams show interdependencies among the Platform SDK objects used to establish
network connections and support TLS.

Platform SDK Developer's Guide 114



Advanced Platform SDK Topics Secure connections using TLS
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This page outlines each step required to create supporting objects for a TLS-enabled Endpoint.

Callback Handlers

In many cases, certificate or key storage is password-protected. This means that Platform SDK will
need the password to access storage. The Java CallbackHandler interface offers a flexible way to
pass this type of credential data:

package javax.security.auth.callback;

public interface CallbackHandler {
void handle(Callback[] callbacks)
throws java.io.IOException, UnsupportedCallbackException;

}

The handle() method accepts credential requests in the form of Callback objects that have
appropriate setter methods. The most common callback implementation is PasswordCallback. User
code may use a GUI to ask the end user to:

e enter a password

e retrieve a password from a file, pipe, network, and so on

Here is an example of a CallbackHandler delegating password retrieval to a GUI:

CallbackHandler callbackHandler = new CallbackHandler() {
public void handle(Callback[] callbacks) throws IOException,
UnsupportedCallbackException {
for (Callback c : callbacks) {
if (c instanceof PasswordCallback) {
PasswordCallback p = (PasswordCallback) c;
p.setPassword(gui.getKeyStorePassword());
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When No Password is Required

In some cases, certificate storage does not need a password. The APl may still dictate that a
CallbackHandler be provided however, so the Platform SDK includes a predefined class that can be
used as a "dummy" CallbackHandler for this scenario:

com.genesyslab.platform.commons.connection.tls.DummyPasswordCallbackHandler
Here is an example of using this dummy class:

CallbackHandler callbackHandler = new DummyPasswordCallbackHandler();

Key Managers

Java provides a KeyManager interface. This interface defines functionality that can be used to load
and contain certificates or keys, or to select appropriate certificates or keys.

Classes based on the KeyManager interface are used by Java TLS support to retrieve certificates that
will be sent over the network to a remote party for validation. They are also used to retrieve the
corresponding private keys. On the client side, KeyManager classes retrieve client certificates or keys;
on the server side they retrieve server certificates or keys.

The Platform SDK Commons library has a helper class, KeyManagerHelper, which makes it easy to

create key managers using several types of key stores and security providers. The built-in key
manager types are:

* PEM — reads certificate/key pairs from X.509 PEM files.

MSCAPI — uses the Microsoft CryptoAPl and Windows certificate services to retrieve certificate/key
pairs.

e PKCS11 — delegates to an external security provider plugged in via the PKCS#11 interface, for
example, Mozilla NSS.

JKS — retrieves a certificate/key pair from a Java Keystore file.

e Empty — does not retrieve anything. This type is for use as a dummy key manager. For example,
clients that do not have certificates can use it.

Here are some examples of key manager creation:

// From PEM file
X509ExtendedKeyManager km = KeyManagerHelper.createPEMKeyManager (
"c:/cert/client-cert.pem", "c:/cert/client-cert-key.pem");

// From MSCAPI
CallbackHandler cbh = new DummyPasswordCallbackHandler();
// Whitespace characters are allowed anywhere inside the string
String certThumbprint =
"4A 3F E5 08 48 3A 00 71 8E E6 Cl 34 56 A4 48 34 55 49 D9 OE";
X509ExtendedKeyManager km = KeyManagerHelper.createMSCAPIKeyManager (
cbh, certThumbprint);

// From PKCS11

// This provider does not allow customization of Key Manager

// This is required for FIPS-140 certification

// Dummy callback handler will not work, must use strong password
CallbackHandler passCallback = ...;
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X509ExtendedKeyManager km = KeyManagerHelper.createPKCS11lKeyManager (
passCallback);

// From JKS

// JKS key store does not allow callback usage (bug in Java?)

// Individual entries in JKS key store can be password-protected

char[] keyStorePass = "keyStorePass".toCharArray();

char[] entryPass = "entryPass".toCharArray();

X509ExtendedKeyManager km = KeyManagerHelper.createJKSKeyManager (
"c:/cert/client-cert.jks", keyStorePass, entryPass);

// Empty key manager

// Using KeyManagerHelper class

X509ExtendedKeyManager kml = KeyManagerHelper.createEmptyKeyManager();
// Direct creation

X509ExtendedKeyManager km2 = new EmptyX509ExtendedKeyManager();

Trust Managers

A Trust Manager is an entity that decides which certificates from a remote party are to be trusted. It
performs certificate validation, checks the expiration date, matches the host name, checks the
certificate against a CRL list, and builds and validates the chain of trust. The chain of trust starts from
a certificate trusted by both sides (for example, a CA certificate) and continues with second-level
certificates signed by CA, then possibly with third-level certificates signed by second-level authorities
and so on. Chain length can vary, but Platform SDK was designed to explicitly support two-level
chains consisting of a CA certificate and a leaf certificate signed by CA.

Trust manager instances are created based on storage that contains trusted certificates. The number
of trusted certificates can vary depending on the type of trust manager being used. With PEM files,
the storage contains only a single CA certificate; other provider types can have larger sets of trusted
certificates.

The Platform SDK Commons library has a helper class, TrustManagerHelper, which makes it easy to
create trust managers that use several types of certificate stores and security providers, and which
can accept additional parameters that affect certificate validation. Built-in trust manager types are:

¢ PEM — Reads a CA certificate from an X.509 PEM file.

e MSCAPI — Uses the Microsoft CryptoAPI and Windows certificate services to retrieve CA certificates and
validate certificates.

e PKCS11 — Delegates certificate validation to an external security provider plugged in via the PKCS#11
interface, for example, Mozilla NSS.

¢ JKS — Retrieves a CA certificate from a Java Keystore file and uses Java built-in validation logic.

e Default — Uses trusted certificates shipped with or configured in Java Runtime and Java built-in
validation logic.

* TrustEveryone — Trusts any certificates. Can be used on the server side when you do not expect any
certificates from clients, or during testing.

Here are some examples of trust manager creation (with generic crlPath and expectedHostName
parameters defined in the first example):

// Generic parameters for trust manager examples
String crlPath = "c:/cert/ca-crl.pem";

String expectedHostName = "serverhost";

// From PEM file
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X509TrustManager tm = TrustManagerHelper.createPEMTrustManager(
"c:/cert/ca.pem", crlPath, expectedHostName);

// From MSCAPI
// CRL is loaded from PEM file (Platform SDK supports only file-base CRLs)
// Concrete CA is not specified, all certificates from WCS Trusted Root are used
CallbackHandler cbh = new DummyPasswordCallbackHandler();
X509TrustManager tm = TrustManagerHelper.createMSCAPITrustManager (
cbh, crlPath, expectedHostName);

// From PKCS#11
// This provider implementation in Java does not allow custom host name check,
// but CRL can still be used
X509TrustManager tm = TrustManagerHelper.createPKCS11TrustManager(
cbh, crlPath);

// From JKS

// JKS key store does not allow callback usage (bug in Java?)

// Certificate-only entries cannot have passwords in JKS key store

// CRL and host name check are supported

char[] keyStorePass = "keyStorePass".toCharArray();

X509ExtendedKeyManager km = KeyManagerHelper.createJKSTrustManager (
"c:/cert/ca-cert.jks", keyStorePass, crlPath, expectedHostName);

// From Java built-in trusted certificates
// This one does not support CRL and host name check
X509ExtendedKeyManager km = KeyManagerHelper.createDefaultTrustManager();

// Trust Everyone
X509ExtendedKeyManager km =
KeyManagerHelper.createTrustEveryoneTrustManager();

SSLContext and SSLExtendedOptions

An SSLContext instance serves as a container for all SSL and TLS parameters and objects and also as
a factory for SSLEngine instances.

SSLEngine instances contain logic that deals directly with TLS handshaking, negotiation, and data
encryption and decryption. SSLEngine instances are not reusable and must be created anew for each
connection. This is a good reason for requiring users to provide an SSLContext instance rather than
an instance of SSLEngine. SSLEngine instances are created by the Platform SDK connection layer
and are not exposed to user code.

Only some of the parameters for SSLEngine can be pre-set in SSLContext. However, the
SSLExtendedOptions class may be used to collect additional parameters.

SSLExtendedOptions currently contains two parameters:

¢ the "mutual TLS" flag
e a list of enabled cipher suites
The mutual TLS flag is used only by server applications. When the flag is turned on, the server will

require connecting clients to send their certificates for validation. The connections of any clients that
do not send certificates will fail.

The list of enabled cipher suites contains the names of all cipher suites that will be used as filters for
SSLEngine. As a result, only ciphers that are supported by SSLEngine and that are contained in the
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enabled cipher suites list will be enabled for use.

Platform SDK includes the SSLContextHelper helper class to support one-line creation of SSLContext
and SSLExtendedOptions instances.

Here are some examples:

// Creating SSLContext

KeyManager km = ...;

TrustManager tm = ...;

SSLContext sleontext SSLContextHelper.createSSLContext (km, tm);

String[] cipherList = new String[] {
"TLS ECDHE RSA WITH AES 256 CBC SHA",
"TLS ECDHE RSA WITH AES 128 CBC SHA",
"TLS ECDH RSA WITH 3DES EDE CBC SHA"};
// Can be single String with space-separated suite names
String cipherNames = "TLS ECDHE RSA WITH AES 256 CBC SHA " +
"TLS ECDHE RSA WITH AES 128 CBC SHA " +
"TLS ECDH RSA WITH 3DES EDE CBC SHA";
boolean mutualTLS = false;

// Creating SSLExtendedOptions directly
SSLExtendedOptions ssl0Optsl =

new SSLExtendedOptions(mutualTLS, cipherList);
SSLExtendedOptions ssl0pts2 =

new SSLExtendedOptions(mutualTLS, cipherNames);

// Create SSLExtendedOptions using the helper class:

SSLExtendedOptions ssl0pts3 =
SSLContextHelper.createSSLExtendedOptions (mutualTLS, cipherList);

SSLExtendedOptions ssl0Opts4 =
SSLContextHelper.createSSLExtendedOptions (mutualTLS, cipherNames);

Endpoints
Now that supporting objects have been created and configured, you are ready to create an Endpoint.

The connection configuration parameters of an Endpoint are read-only—they cannot be changed
after the Endpoint is created. This configuration information is then used by Protocol instances, the
warm standby service, the connection layer and the TLS layer.

A sample Endpoint configuration is shown below:

ConnectionConfiguration connConf = ...;

SSLContext sslContext = ...;

SSLExtendedOptions sslOpts = ...;

tlsEnabled = true;

// Specifying host name and port.

Endpoint epl = new Endpoint("Server-1", "serverhost", 9090, connConf,
tlsEnabled, sslContext, sslOpts);

// Specifying URI. Query part is still supported.

String uri = "tcp://Server-l@serverhost:9090/" +
"?protocol=addp&addp-remote-timeout=5&addp-trace=remote";

Endpoint ep2 = new Endpoint("Server-1", uri, connConf,
tlsEnabled, sslContext, sslOpts);

Note: Configuration parameters can be set directly in a Protocol instance context, but will be
overwritten and lost under the following conditions:
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* anew Endpoint is set up
e the protocol is forced to reconnect

e a warm standby switchover occurs

Configuring TLS for Client Connections
Using the information above, you are now ready to configure actual client connections.

Example:

// Get TLS configuration objects for connection
String clientName = "ClientApp";

String host = "serverhost";

int port = 9000;

SSLContext sslContext = ...; // Assume it is created
SSLExtendedOptions sslOptions = ...; // Assume it is created

boolean tlsEnabled = true;

ConnectionConfiguration connConf = new KeyValueConfiguration(new KeyValueCollection());

Endpoint epTSrv = new Endpoint(
clientName, host, port, connConf, tlsEnabled, sslContext, sslOptions);

TServerProtocol tsProtocol = new TServerProtocol(epTSrv);
tsProtocol.setClientName(clientName) ;
tsProtocol.open();

Configuring TLS for Servers

Using the information above, you are now ready to configure actual server connections.

String serverName = "ServerApp";

String host = "serverhost";

int port = 9000;

SSLContext sslContext = ...; // Assume it is created
SSLExtendedOptions sslOptions = ...; // Assume it is created

boolean tlsEnabled = true;

ConnectionConfiguration connConf = new KeyValueConfiguration(new KeyValueCollection());

Endpoint epTSrv = new Endpoint(
serverName, host, port, connConf, tlsEnabled, sslContext, sslOptions);

ExternalServiceProtocolListener serverChannel =
new ExternalServiceProtocolListener(endpoint);

Parameter-based TLS Configuration

Platform SDK has a way to create TLS objects based on a set of parameters in a more declarative

fashion rather than creating them programmatically. This feature was initially developed as a part of
Application Template to configure TLS based on parameters from Configuration objects and then was
generalized to use different parameter sources and moved to Commons. Currently this mechanism

supports only three providers: PEM, MSCAPI and PKCS#11. Usage sequence is the following:

1. Prepare a source of TLS parameters and parse it using TLSConfigurationParser resulting in
TLSConfiguration instance.
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2. Customize TLSConfiguration.
1. Add callback handlers.

2. Clients: set expected host name.

3. Create SSLContext and SSLExtendedOptions from TLSConfiguration.

This section continues with step-by-step examples and ends with a more detailed review of helper
classes.

Parsing TLS Parameters

Platform SDK Commons has a few helper classes that make it easier to extract TLS parameters from
a properties files, command-line arguments, etc.: TLSConfiguration and TLSConfigurationParser.
TLSConfiguration is a container for parsed TLS parameters and TLSConfigurationParser provides a
general parsing method and several overloaded shortcut methods for specific cases.

Examples:

// Using KVList as a parameters source

KVList tlsProps = new KeyValueCollection();

tlsProps.addObject("tls", "1");

tlsProps.addObject("certificate", "client-cert.pem");

TLSConfiguration tlsConfClient =
TLSConfigurationParser.parseClientTlsConfiguration(tlsProps);

TLSConfiguration tlsConfServer =
TLSConfigurationParser.parseServerTlsConfiguration(tlsProps);

// Using Map as a parameters source

Map<String, String> tlsProps = new HashMap<String, String>();

tlsProps.put("tls", "1");

tlsProps.put("certificate", "client-cert.pem");

TLSConfiguration tlsConfClient =
TLSConfigurationParser.parseClientTlsConfiguration(tlsProps);

TLSConfiguration tlsConfServer =
TLSConfigurationParser.parseServerTlsConfiguration(tlsProps);

// Using Properties as a parameters source

Properties tlsProps = new Properties();

tlsProps.load(new FileInputStream("tls.properties"));

TLSConfiguration tlsConfClient =
TLSConfigurationParser.parseClientTlsConfiguration(tlsProps);

TLSConfiguration tlsConfServer =
TLSConfigurationParser.parseServerTlsConfiguration(tlsProps);

// Using String as a parameters source

// Format corresponds to Transport Parameters as they appear in Configuration Manager

String tlsProps = "tls=1;certificate=client-cert.pem"; // No spaces around ";"

TLSConfiguration tlsConfClient =
TLSConfigurationParser.parseClientTlsConfiguration(tlsProps);

TLSConfiguration tlsConfServer =
TLSConfigurationParser.parseServerTlsConfiguration(tlsProps);

Customizing TLS Configuration

When TLSConfiguration is prepared, it may still need some customization. Callback handlers for
password retrieval, for example, cannot be configured in parameters and must be set explicitly. They
should be set always, even if not used, because some security providers require them.
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Specifying expected host name is not very straightforward and some aspects should be considered.
When configuring TLS on client side, expected host names are in most cases different for primary and
for backup connections. Though, on some virtualized environments, they can be the same. Users may
choose to use IP addresses instead of DNS host names, or use DNS names with wildcards. Either way,
expected host name must match one of names specified in server’s certificate and in extreme cases
it may not relate to actual host name at all. To account for these cases, setting expected host name is
not automated in Platform SDK and left for user code. Example code below shows how to set this
value to actual host name of target server.

According to X.509 specification, certificate may contain not just host name or IP address, but also
URI or e-mail address. Platform SDK supports only host names and IP addresses, but host name may
use wildcard: a star symbol, “*”, can be used instead of any one level of domain name.

Examples:

TLSConfiguration tlsConfiguration = ...;

// Applicable to both clients and servers

// Passwords are not used, so set dummies:

tlsConfiguration.setKeyStoreCallbackHandler(
new DummyPasswordCallbackHandler());

tlsConfiguration.setTrustStoreCallbackHandler(
new DummyPasswordCallbackHandler());

// In case some real password is needed:
tlsConfiguration.setKeyStoreCallbackHandler(new CallbackHandler() {
public void handle(Callback[] callbacks) {
char[] password = new char[